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KpaTkoe onncaHne oCHOBHbIX yHKUMI Web-nHTepdielica ynpaBneHust koHTponnepos... TN-UG-OWRT-LUCI-R3

BBepgeHune

B faHHOM [OKyMEeHTe OMMCbIBAKOTCA OCHOBHbIE CTpaHuubl Web-nHTepdelica ynpasnerus LUCl. Web-uxtepceiic
ynpasneHus LUCI sensietcs ctaHgapTHOM (MCNo/ib3yeMoi No yMonyaHuio) cuctemoin Web-ynpasneHus gns onepa-
LIMOHHOI cucTeMbl TanoWrt'.

CocrtosHue »
Cucrema »
niK »
Cnyx6bl P
Cetb »
Crartuctuka »

BbIATK

Puc. 1-1: TnaBHoe MeH Web-uHTtepdeiica ynpaenenus LuCl

B pasgene 2 gaéTcsa onucaHue macTepa HacTPOMKY, MO3BOMSIOLLErO BbINOMHUTL NEPBUYHYIO HACTPOIKY OCHOBHbIX
napaMeTpoB 3a HECKO/IbKO NPOCTbIX LIAroB.

B pa3pene 3 (pa3gen meHo «CoCTosiHWE») cobpaHbl ONMcaHnsa CTpaHuL, 0ToBpaxatoLMX pasnnyHyo nHdopma-
L0 O CUCTEME B LIE/IOM, U MHADOPMALMOHHbIE CTPaHULbl KOHKPETHBIX CYX6 WU NPUIOXKEHUIA. B yacTHOCTH,

B JJaHHOM pasferie onuncaHbl CTpaHuLbl NPOCMOTPAa COCTOSAHNUA MEXCETEBOIO 3KkpaHa (pasaen 3.2), akTUBHbIX
MapLUpyToB 1 npasun (pasgen 3.3), CMCTEMHOrO XypHana (pasgen 3.5.2), xypHana sgpa (pasgen 3.5.1), u ctpa-
HULbI 4N NpoCcMOoTpa rpadrKoB B peasibHOM BpeMeHU /11 HEKOTOPbIX CUCTEMHBIX NapamMeTpos (pasgen 3.4).

B pasgene 4 (pasgen MeHo «CucTeMa») CKOHLEHTPMPOBaHbI ONMUCaHNS CTPaHWL, ynpaBneHus pasnyHbIMU Cu-
CTEMHbIMM NapameTpamu. Hanpumep TakMMu, Kak TekyLlme aata u Bpems, HacTpoiiku kKnueHTa un cepsepa NTP,
ynpas/ieHne AOCTynom kK cucteme no SSH npotokony, ynpasneHue SSH knoyamu, ynpasneHue ciyx6oli ctopo-
eBoro Taiimepa (watchdog), ynpasneHvne MoHTMpOBaHWEM Pa3fenoB, ynpas/ieHne pe3epBHbIM KOMMPOBAHNUEM.
B paspene «Cuctema» Takke onucaH OyHKLMOHa1 06HOBMEHUS NPOLUNBKK YCTpOcTBa (CM. pasgen 4.7) n pyHk-
LMOHasT fOCTyna K TepMunHasly YCTpoiCcTBa Yepes cryx 0y Beb-TepmuHana (cM. pasgen 4.8).

B paspene 5 (pasgen meHto «MJ1K») onncaHbl CTpaHuLbl 415 HACTPOIKM 1 MOHUTOPUHra chyHKuwmii MNJK yctpoii-
cTBa. B yacTHOCTH, 34eCb OMUCHIBAIOTCA CTPaHULIbI C 0TOOPaXeHNeM Beb-BM3yann3auumn Nosb3oBaresIbCKoro npu-
noxenuss CODESYS (cm. pasgen 5.1), HacTpoiiku CODESYS (cm. pasgen 5.2), cTpaHuua npocmoTpa XypHaioB
CODESYS (cMm. pasgen 5.6) a Takke CTpaHuLa ¢ nogpo6Hoi MHhopmaumeit o 3anyLeHHOM B TEKYLLMIA MOMEHT
nosb3oBaTenibckom npunoxeHnn CODESYS (cMm. pasgen 5.4).

B paspgene 6 (pasgen meHo «Cnyxo6bl») cogepXarcs CTpaHuLbl HACTPOEK PasINYHbIX CAYX6 1 NpunoxeHuii. Ha-
npumep, HTTP-cepsep, cnyx6a STP/RSTP, cnyxb6a DDNS, FTP-cepsep.

B pa3gene 7 (pasgen MeHo «CeTb») onncaHbl CTPaHULbl yNpasneHnsa ceTeBbiMY NapamMmeTpaMmy CUcTembl (Ha-
CTpoOiiKa ceTeBbIX MHTEPIECOB, HACTPOIiKA CTATUYECKUX MapLUPYTOB U T. M.) U TakuMu 6a30BbIMY CETEBbLIMM
cnyx6amu, kak DNS n DHCP. Takke B faHHOM pa3fesie NpUBOAUTCS ONMCaHne HaCTPOMKN MEXCETEBOIO 3KpaHa
1 onvcaHve NCnosib30BaHNsA ANarHOCTUYECKUX CETEBLIX YTUANT (ping, traceroute, nslookup), ans kotopsbix B LUCI
peann3oBaH nHTepdeiic.

B pa3gene 8 (pasgen MeHo «CTaTtuctmka») cogepxarcs cTpaHuLbl NPOCMOoTpa rpadduKoB CYXObl CTATUCTUKN
collectd n RRDtool gsis nx Busyanmsaumm, a TaKke cTpaHuua HacTPOEeK AAaHHOM CNyX6bl.

! https://github.com/tano-systems/meta-tanowrt
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KpaTkoe onncaHne oCHOBHbIX yHKUMI Web-nHTepdielica ynpaBneHust koHTponnepos... TN-UG-OWRT-LUCI-R3

1.1 MNMoppepxuBaemMble KOHTpPON/EPDbI
B faHHOM pyKOBOACTBE onucaH Be6-nHTepdelic ynpasieHns cnegyowyMm KOHTpos/1iepaMm nNpor3BoAcTBa KoMmna-
Hun OBEH:

e [1/IK200 — KOHTpoON/Iep ANsa cpefHuUX N Masblx cCUCTEM aBToOMaTU3aLmu,

e [1/IK210 — KOHTpONNep ANa cpefHnX U pacnpenenéHHbiX CUCTeM aBToMaTusaunuy,

e CIK107 — KOHTPON/IEP C CEHCOPHbIM 3KPaHOM 7" ANA NIOKasIbHbIX CUCTEM;

¢ CITK110 — KOHTpOsep ¢ CEHCOPHbIM 3KpaHoM 10.2” ANnA NoKaslbHbIX CUCTEM.

1.2 NMoppepxuBaemMble 6paysepbl

Beb6-nHTepgeiic ynpasnieHns LUCI paccuutaH Ha paboTy CO creaylolmMmm bpaysepamu:
¢ Google Chrome (Bepcusa 85.0.4183.102 nnu BbILwe);
¢ Mozilla Firefox (Bepcus 80.0.1 wunu BbiLle);
e Opera (Bepcus 70.0.3728.178 nnu BblLwe);

Microsoft Edge (Bepcus 87.0.664.66 unm Bbilwe);
« Microsoft Internet Explorer (Bepcus 11.0.9600.18817 nnu Bblwwe).

PaboTa Beb-mHTEepdelica Ha Apyrux 6paysepax (MM Ha NepPeUYnCIEHHbIX, HO C 60/1ee HU3KMMY BEPCUSMUN) BO3MOX-
Ha, HO MosHasa (PYHKUMOHAIbHOCTb He rapaHTupyeTcs.

Beb-nHTepdheiic ynpaBneHns KOHTpOI1IepaMm MMeET afanTuBHbIN MHTepdieiic 1 noaaepxmnsaeTt paboTy Ha Mo-
6UbHBIX YCTpOicTBaX (MOOU/bHbIE TenedoHbl, NIaHWeTbl) C paspeLleHrem akpaHa He meHee 400 x 600 Touek.
MobwunbHas Bepcus Beb-nHTepdeica oTIMyaeTcs OT HACTONbHO NULLL PACNONIOXEHNEM U PA3MEPOM HEKOTOPbIX
3/1eMeHTOB. B ¢BA3M ¢ aTM MobuibHas Bepcus Beb-nHTepdhenica B LOKyMeEHTE OTAE/IbHO He paccMaTpuBaeTcs,

a onncaHa To/bKo paboTa ¢ Beb-uHTepdeicom yepes 6pay3ep C NCNo/Ib30BaHMEM 0ObIYHOTO HACTOBLHOIO NEPCO-
HaUTbHOr0 KOMMbIOTEPA.

Bce npeactaBneHHble B JaHHOM JOKYMEHTE CKPUHLLOTbI BE6-MHTEpheiica BbIMOMHEHbI C UCMO/Ib30BaHeM Gpayse-
pa Mozilla Firefox, 3anyweHHoro B onepauuoHHoi cucteme Microsoft Windows 10 (x64).

1.3 NMopaknioueHune K Web-untepdeiicy LuCl

Mpun nepsom noaknoueHnn Kk Web-untepcpeiicy LUCl no npotokonam HTTP nam HTTPS 6yget otobpaxeHa cTpa-
HUUa ayTeHTUdMKaLmm ¢ NoNsAMU 419 BBOLA UMEHN MOJ1b30BaTeNsa 1 Naposns, Kak nokasaHo Ha pucyHke 1-2.

VB

plc210

BbINonHUTe ayTEHTUDMKALINIO

WMmA nonbsoearens root

Mapone esss

Powered by LuCl (Owen) / 2018.07
Puc. 1-2: CtpaHuua ayTeHTudmKaumm
Mo ymonuaHuto, ans ayteHTudmkaumm Heobxoanmo 1cnob3oBaTh Ceayouie YY4ETHbIE JaHHbIE:

* /IMA Nosb30BaTeNId — «root»;

* naposib — «owen».
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Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

HacTtpoiika napons nonb3oBartens «root» ¢ ucnonb3osaHnem Web-uxntepdeiica LuCl paccmotpeHa B pasgene 4.3.1
JaHHoro pykoBogcTea. Kpome Toro, HacTpoiika naposs nosb30BaTesNs «root» MOXET ObITb BbINOMIHEHA B XOA€ Ha-
CTPOWiKM YCTPOIACTBa Npy NOMOLLM MacTepa HacTPOIKM, KOTOPbI ONMCbIBAETCA B pasgene 2 4aHHOro pyKOBOACTBA.

B ToM cnyyae, ec/iv BXof, B CUCTEMY BbINOJSHSIETCSA NEPBLIV pas, To Nocsie yCnewHol ayTeHTudukaumm, nosb3oBa-
Teno 6yaeT NPeaokeHo BbINO/IHUTL HACTPOIKY YCTPOCTBA NPU NOMOLLM MacTepa HacTPOikM (CM. pUCYHOK 2-1),
pa6oTa c KOTopbIM MOAPOGHO onKcaHa B pasaene 2.

1.4 ABTOMatu4yeckoe oO6HOBJIEHME UHJOpMaLMK

Ha MHorux ctpaHuuax Beb-nHTepgeiica LUCl peanimsoBaHa QyHKLUMSA aBTOMATMYECKOTO 06HOB/IEHUS AaHHbIX B pe-
anbHOM BpemeHu. Ecnu Ha cTpaHuue ucnonb3yetcs AaHHas yHKUWSA, TO B 3arofloBKe CTPaHuLbl B BEPXHEN YacTu
6yeT npucyTcTBOBaTh HAANUCH «ABTOOOHOB/IEHNE BK/IOYEHO» (CM. PUCYHOK 1-3(a)). ABTOMaTnyeckoe obHoBMe-
HVEe AaHHbIX MOXET ObITb OTK/IHOYEHO MYTEM HaxkaTus Ha HaAMUCb «ABTOOOHOB/IEHNE BK/HOYEHO». B 3TOM criyyae
HaAnUCb M3MEHNTCA Ha «ABTOOBGHOB/EHME BbIK/TIKOYEHO», KaK NOKa3aHo Ha pucyHke 1-3(06).

£ AeToobHoBNeHME BKMIOYEHD c ABTOOBHOBNEHHE BLIKNHYEHOD

(a) ABTOMaTMyeckoe (6) ABTOMaTHyeckoe
OGHOBJIEHME BK/IOYEHO 06HOB/IEHNE BbIK/OYEHO

Puc. 1-3: ABToMaTU4eckoe 06HOB/IEHWE JaHHbIX CTPaHWLbI

ViHTepBasn aBTOMaTM4eCKOro 06HOB/IEHMS MHhOPMaLMK N0 YMO/TYaHWI0 paBeH 5 cekyHAaM 1 MOXET 6bITb Ha-
CTPOEH BO BK1agKe «[0No/HUTENbHbIE» CTPaHULbl «O6LLMe HACTPONKM» pasdena rMaBHOro MeHo «Cuctemar»
(cm. pasgen 4.1.4).
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Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

H MacTep HacTpoiiku

MacTtep HacTpolikn oTcyTcTBYEeT B Web-nHTepdelice ynpasneHusi koHTponnepos CriK.

MacTep HacTpOViku NO3BOMSIET BbINOMHUTL KOH(IUTYPaLMI0 OCHOBHbIX MapamMeTpoB YCTPOCTBA 3a HECKO/BbKO Mpo-
CTbIX LLUAroB.

Mpun nepBoM 3anycke ycTPOWCTBa, NOC/e BbINOSHEHNS BXOAA B cucTeMy (CM. pasgen 1.3), 6yaeT aBToMaTuyecku
0TOGPaXXEHO BCN/IbIBAOLLEE OKHO MacTepa HACTPOWKKM, Kak NoKa3aHo Ha pucyHke 2-1.

MacTep HacTpoWKu [o6po nowanoeaTb B Be6-UHTepdeiic KoHbUrypaumu yctpoiictea MNJIK210

1. flo6po nomanoeatb - - .
= 1. Robp PEKOMEHAYETCA BBINONHUTE HAUANBHYH KOHQHUIYPELMID YCTPOMCTES C NOMOLLLK) MACcTEpa HACTPOMKW. MacTep HacTpoiku

MO3BOMAET BbINOAHWTL KOH(pUIYPaLWIO OCHOEHbIX NapaMeTPOE YCTPOCTEA 33 HECKONbKO NPOCTbIX LWaros.

ECNM Bbl HE XOTMTE HACTPaWBaTh YCTPORCTEO CEAUAC HAMMUTE KHOMKY «3aKPbiTh MACTEP HACTPORKM». Bbl MOXETE
3aNYCTMTL MACTED HACTPORKKM NO3MeE, BbIGPaE NYHKT «MacTep KOHBMIYPaALMMs U3 MEHIO «CUCTEMES.

JlnA 3anycka HaYansHOM KOHGWUIypaLuUKM YCTPOHCTEA C MCTIONb30BaHMEM MaCcTEPa HACTPONKH HAMMMUTE KHOMKY ]
«[lanees.

11. KOHDUIYpaLWA MEXCETEBOr0 GKpaHa

Oanee

Puc. 2-1: 3anyck «MacTtepa HacTpOiikv» Npu NEPBOM BK/IIOUEHUW YCTPOICTBA

[nsa npogomkeHns paboTbl MacTepa HaCTPOWKN HEOOXOAMMO HaxaTb KHOMKY «[anee».

B panbHelilwem Mactep HaCTPOIKM MOXHO 3anyCTVThb BPYUHYIO NMPUY NOMOLLY NYHKTa MeH0 «MacTep HaCcTPOWKu» rna.-
HOro MeHio «Cuctema» (cm. pasgen 4.10).

KoHdhmrypauus napameTpoB B MacTepe HaCTPOVikM pasfeneHa Ha cnegyowme waru:
* BbIOOp A3blKa MHTepdelica (pasgen 2.1);
* yCTaHOBKa Naposis AocTyna K yCTpoicTBy (pasgen 2.2);
e KOHdurypauus napameTpos xocTa (pasgen 2.3);
e HacTpolika AaTbl U BpEMEHW, BK/OYas KoHdMrypaumio knneHta n cepsepa NTP (pasgen 2.4);
¢ BbIOOP CXeMbl ceTeBbIX NOPTOB (pasgen 2.5);
e HacTpolika CeTEBbIX MHTepeiicoB (pasaen 2.6);
* HacTpolika oyHKummn pesepsuposanus MK (pasean 2.7);
* HacTpolika cnyx6bl SSH (pasgen 2.8);
e HacTpoliika cnyx6bl FTP (pasgen 2.9);
e HacTpoiika npaBu/ MEXCETEBOro akpaHa (pasgen 2.10).

B 3aBMCMMOCTY OT MUCMOJIb3yEMOro KOHTPOsI/IEPa KOSIMYECTBO U COCTaB HACTPOEK Laros macrepa HaCTpOVIKVI MOXeT
oT/IM4yaTbCA.
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Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

B neBoii YacTy okHa MacTepa HacTpOeK pacnonioxeHa NHPoOpMaLms O X04e BbIMOSIHEHUS HACTPOKM B BUAE CNKC-
Ka LiaroB, B KOTOPOM 0603HAYEHbI YXKe NPONAEHHbIE LIaru, TEKYLLMIA War U ocTaBLUMeCS Lwarn A0 3aBepLUeHuns
HACTPOWMKM (CM. PUCYHOK 2-2).

e N\ w

MacTtep HacTponKu Hactpoiikn SSH

+ 1. [o6po noxanoeatb
J 2. fablk
J 3. Maponb ycTpoicTea Brntounte SSH-cepaep
+ 4. Xoct
J 5. [laTa v Bpems Mopt 22
6. Boifop cXeMbl CeTeBbIX NOPTOB
v 7. KoHburypauma ceteebix uHTepheicos Mopt S5H-cepeepa
J 8. HacTpoiika pe3epBMpOBaHHA
= 9. HacTpoiiku SSH Pa3pelwmTb NoNb30BaTeNnto «roots BXoA No napomo
10. HacTtpo¥iku FTP

3peck Bbl MOXETE HACTPOMTbL NapaMeTphl AocTyna no SSH.

OTKNHOMMTE 3TY ONLMID, YTOGL! Pa3peluMTh NoNb30BaTeNo «roots
11. KoHurypaunsa MexceTeBoro akpaHa BXOMTh B CHCTEMY 4Yepes SSH TONMbKO C NOMOLIbIO SSH ke,

ONnemMeHTbl HaCcTpoek
SSH wnioun

MybnuyHble SSH KNoYW NO3EONAKT BINONHATL GecnaponbHblil SSH Bxop, ¢ GonbluMM YpoBHeM Ge30NMacHOCTH Mo

CPABHEHNIO C MCNONb30BAHWEM BXO/A N0 NAponto. YToGbl 3arpyanTb HOBbIN MYGNMUHBIA SSH KNk, BCTaBLTE CTPOKY
Xop, BbINONHEHNA ny6nuusoro OpenSSH knloua unu nepetawuTe . pub Gain B None BEOAA KNKua.
HaCTPOUKKN root@plc210
RSA, 2048 Gut x

AARRARSN=zaClyc2EARRADAQABARABAQCHH KicFolLCgBQFQORwhdXxGGFIT5ilwWn8ZR

No6aeuTb Koy

\. J \\ J

~

J

Puc. 2-2: MacTep HacTpoiiku. NemeHTbl ynpaBieHus

B HWXHEeR YacTu CTpaHuLbl MacTepa HaCTPOEK PacMosIOKeHbI KHOMKM YPaB/IEHUst (CM. PUCYHOK 2-2).

KHormka «3akpbITb MacTep HacTPOIiKM» BbINOHAET HEME/IEHHOe 3aBepllUeHe paboTbl MacTepa HacTPolikn 6e3
NPYMEHeHNs1 NapaMeTPOoB TEKYLLEro Luiara.

i 3akpbiTMe mMacTepa HaCcTPOWKM NPY NOMOLLY KHOMKY «3aKpbITb MAcTep HACTPOMKM» He BOCCTAHAB/IMBAET UCXOAHbIE
i nmapameTpbl KOHhUrypaLmm (akTVBHbIe [0 3amnycka MacTepa HacTPOViKy).

KHonka «Hasag» (0TcyTCTBYET Ha NEPBOM LUare) BbINO/HAET Nepexo K npeablaylemy wary. CKOHUrypupoBaH-
Hble NapameTpbl TEKYLLETO Lara npy 3TOM He NPUMEHSIIOTCS.

i MNpuMeHeHVe BbIGPaHHbLIX NapamMeTPOB Ha KaXKAOM Luare BbIMOSHSAETCSl HEMOCPEACTBEHHO NMOC/E HAXATUS KHOMKM
i «[pUMeHUTb 1 NPOACMKUTL» (M1 «3aBEPLLNTL> /1A NOC/IEAHErO Lara).

B npaBoil YacTu OkHa MacTepa HaCTPOKM pacnofoXeHbl 3N1EMEHTbI HACTPOEK NapamMeTpOB KaxJoro 13 Lwaros
(obnactb «HacTpolikn» Ha pucyHke 2-2). B nocneayoLwmx pasgenax npuBoguTca onucaHne aTux HacTpoek s
Ka)[0ro wara macrepa HacTpPOWiKu.
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Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

2.1 A3bIK

Ha 3ToM Wware macTepa HacTpoiiK/ npeanaraeTcs BbINOJHUTbL HACTPOIKY s3blka Web-nHtepdpelica LUCl. dnemekn-
Thl CTPAHMLbI HACTPOEK A3blKa NOKasaHbl Ha PUCYHKe 2-3.

MacTep HacTpoiKH HacTpoiiku a3bika

+ 1. No6po noxanoeatb BhiBenuTe A3bIK MCRONbayeMbIii Ans re6-uHTentdeiica
» 2. Aabik
3. Maponb ycTpoiAcTea Asbik Pycckuid (Russian) v

11. KOHGMIypaLma MeXCeTeBoro akpaHa

Hazapg, MPUMEHUTE M NPORONKUTE

Puc. 2-3: MacTep HacTpoiiku. HacTpoliku si3bika nHTepdeiica

B BbINnagatoLwem Cnncke «HA3bik» NOMUMO ClMcKa A3bIKOB COAEPXKNUTCS 3/IEMEHT «auto», KOTOPbI/ NO3BONSAET UC-
NoNb30BaTb PEXMM aBTOMaTn4eCckKoro Bbl60pa A3blKa VIHTep(ZiJeVICEI B 3aBNCUMOCTU OT A3blKa, UCMNOJIb3yEMOTI0
B 6paysepe KneHTa.

i B panbHeiiliem ycTaHoBKy (CMeHy) A3bika nHTepeiica MOXHO BbINOMHUTL BO BKNAJKe «SA3bIK» MyHKTa MeHio «O6lume
i HacTpoiikn» rnaBHoro MeHto «Cuctema» (cMm. pasgen 4.1.3).
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2.2 Maponb ycTpoiicTBa

Ha sTom wware macTepa HacTpoiiku npeanaraeTcs BbIMO/IHATL YCTAHOBKY (CMEHY) Napons AocTyna K yCTPOICTBY
(cm. pucyHok 2-4).

MacTep HacTpoONKK Maponb ycTpo#cTBa

+ 1. lo6po noxanoeaTsb

+ 2. Asbik

= 3. Maponb ycTpoiicTea WM3aMeHUTb Naponb
4. XocT

MNaponb *

HO,D,TEIEPH(FI,EHME naponsa =

11. KoHMrypaLua MeXCceTeBOTO 3KpaHa

Hazap MNMpUMEHUTE W NPOAOMKWTD

Puc. 2-4: MacTep HacTpoiiku. YcTaHOBKa Naposs ycTpoiicTea

Mpy HEOBXOAUMOCTIN YCTAHOBKU HOBOTO Maposs HY>XHO OTMETUTb ONLMI0 «/I3MEHUTb Naposb» U BBECTU HOBbIN
naposb B nosne «Maponb». B none «MogreepxaeHne napons» HeobxoamMmo NoBTOPUTL BBOA, HOBOTO naposns. Ma-
ponu B nonax «Maposib» n «llogTeepxaeHve naposisa» A0/HKHbI COBnajaTh.

Ecnun cmeHa napons He TpebyeTcs (He06X04MMO OCTaBUTb TEKYLLMIA Naposib 6e3 M3MEHEHNIA), TO Torga onuuto
«M3MeHNTb Naposib» HYXHO OTK/OUUTD.

B panbHelilwem ycTaHoBKY (CMeHy) Napons 4OCTyna K yCTPONCTBY MOXHO BbIMO/THWATL BO BKNaake «llaponb ycTpoii-
CTBa» MyHKTa MEHI0 «YMpaB/ieHNe» r1aBHOro MeHo «Cuctema» (cm. pasgen 4.3.1).
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2.3 Xoct

Ha gaHHOM wware mactepa HacTPOKIX BbINO/HAETCA KOHAIUIypaLms napameTpoB XocTa yCTpoicTea (CM. pucy-
HOK 2-5).

MacTep HacTpPOAKH HacTpoiku xocTa

¥ 1. lloBpo noxanosats YKaMMTE MMA XOCTa JaHHOID YCTPORCTEa

+ 2. A3bik

+ 3.Maponb ycTpoiHcTBa MMA xocTa pic210
= 4. XocT

5. NaTta n BpemMA

6. BbiGOp CxeMbl CETEBIX NOPTOB

7. KoHtburypauuA ceTeBblx MHTepheicoB
8. HacTpoiika pesepevpoBaHnA

9. Hactpo#iku SSH

10. HacTpoitku FTP

11. KoHdMrypalWa MemCceTeBOTO 3KpaHa

3aKpbiTh MacTep HAaCTPOHKK Hazag MPAMEHUTE M NPOACITKWTL

Puc. 2-5: MacTep HacTpoiiku. HacTpoiika napameTpoB xocTa

[Nsi HAcTPOViKM AOCTYNeH TO/IbKO OAMH NapameTp — MMSsI XocTa.

B ganbHelilieM KoHGMrypawmio napaMeTpoB XocTa MOXHO U3MEHUTbL BO BK1afKe «XOCT» MyHKTa MeHo «O6Lme
HaCTpOViKM» rNaBHOrO MeHto «Cuctema» (cm. pasgen 4.1.1).
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2.4 [ata n Bpemsa

Ha gaHHOM wware mactepa HacTPOKM BbINO/THAETCA KOH(IMUIypaums napameTpoB SIOKa/IbHOr0 BPEMEHU YCTPOit-
CTBa, a Takke napaMeTpoB CUHXPOHM3aLMM BPEMEHU NPK NOMOLLM CNyX6bl NTP (CM. pucyHOK 2-6).

MacTep HAacTPORKH HacTpoAKK NOKaNnbHOMo BPeMeH!

+ 1. [lo6po noxanoeats HacTDoIKa NOKANBHOID BDEMEHN YCTRORCTEE

+ 2. A3bik

+ 3.Maponb yeTpoicTea NokanbHoe BpeMs 2020-09-17 13:36:09 +0300
+ 4. XocT

= 5. [laTa u Bpema CHHXPOHM3WPOBATE ¢ Gpay3epom

AHTEP(ERCOB Yacosoil noAc GMT+3 v
BaHKA

CHHXPOHM3ALMA BpEMeHH

11. KoHurypauma MexceTeBoro akpaHa BrniounTs NTP-KIMeHT
BknrounTe NTP-cepeep [

Mcnonb3oBaTh CEPEEPDI, 0GbABNEHHbIE Yepes DHCP

Cnucok NTP-cepeepos 1.ru.pool.ntp.org %
0.europe.pool.ntp.org ®
2 europe.pool.ntp.org ®

Hazag MNPUMEHWUTE M NPOACITKWTL

Puc. 2-6: MacTtep HacTpoliku. HacTpoiika gatbl u BpeMeHu

B ganbHelilleM HaCcTPOIKu AaTbl U BPEMEHN MOTYT 6bITb M3MEHEHBI Ha CTPaHuLe «BpeMs» NyHKTa raBHOro0 MeHo
«Cuctema» (cM. pasgen 4.2).

2.4.1 HacTpoWiKn NoKa/iIbHOro BpemMeHu

B nogpasgene HacTpoeK /I0KasIbHOro BpemMeHu (CM. pUCYHOK 2-6) B nose «J1okasibHOe BpeMs» 0ToGpaxaeTcst Teky-
LLiee NoKasibHOe Bpems 1 aara.

3HaueHune TekyLen faTtbl 1 BpeMeHU B none «JlokasibHoe BpeMsi» 06HOBNSIETCS C nepuogom 5 cekyHa,. Meprog 06-
HOB/IEHNA 3aBUCUT OT HACTPOIKN aBTOOOHOB/IEHNA CTPAHWLbI, NPW 3TOM TOYHOCTb 06HOBNEHUS +1 CekyHAa OTHOCH-
TeNbHO 3aaHHOM.

KHonka «CMHXPOHN3MPOBaTh C 6pay3epoM» BbINO/THAET YCTAHOBKY /IOKa/IbHOM AaThbl 1 BPEMEHU Ha YCTPONCTBE
B COOTBETCTBUM C TEKYLUEV AaTOl U BpEMEHEM, YCTAHOB/IEHHLIMM Ha KOMMbIOTEPE KNEHTA (TO eCTb B bpay3epe).
Mpu cnepytoliiem 0GHOBNEHNUM NOMS «JlIoKanbHOE BpeMs», AaTta 1 Bpems 6yayT yCTaHOB/IEHbI B HOBbIE 3HAYEHUS.

B BbInagatoem cnuncke «4acosoli NOAC» BbINOMNHAETCA BbIOGOP 4ACOBOIo Mosica SI0KaIbHOro0 BPeMEHU YCTPOWA-
cTBa. [1na oTobpaxeHuns B none «J/lokasibHoe BPeMsi» BPEMEHW B COOTBETCTBUM C BblIGpaHHbIM YACOBbIM NMOSCOM,
Heo6x0AMMO HaxaTb KHOMKY «[1pUMeHNTb BblOpaHHbIA YaCOBOI MOSAC» U AOXAATLCA CAeayoLWwero 06HOBIEHNSA
3HaueHns nons «J/lIoKkasibHoe Bpemsi».
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2.4.2 CHXpOHM3aLusa BpeMeHun

Onuna «Bkntounte NTP-kNneHT» BKIKOYAET CUHXPOHU3aUMo BpeMeHn npy nomowm NTP-knaneHTa. CUHXPO-
HM3auuA BbINOSTHAETCA C UCnosb3oBaHneM cnucka NTP-cepBepoB, nepeyuncrieHHbIX B cnncke «Cnucok NTP-
CepBepoB».

Onuus «Bknountb NTP-cepBep» BktoUaeT cnyxby NTP-cepBepa. Ecnv gaHHas onuusl BK/loUeHa, TO YCTPOACTBO
MOXeT ObITb MCNO/IL30BaHO B KayecTBe NTP-cepBepa B ceTu.

Mpw BKtOUEHNUM ONUMK «/IcnoNb30BaTh cepBepbl, 06bsBNEHHbIE Yepe3 DHCP» a5t CUHXPOHM3aUMn BpeMeH!
6yayT MCMo/b30BaHbl cepBepbl, 06bsBeHHble DHCP cepeepom (onuus 42), KOTopsbIii Bblgas yCTPOCTBY napa-
METPbI KOHMIypaLum ceTu.

B cnncke «Cnuncok NTP-cepBepoB» yka3biBaeTcs Cnvcok agpecos NTP-cepBepoB, NCMNO/b3yeMbIX /1 CUHXPOHK-
3aL 1y NNOKaSIbHOrO BPEMEHW MPY BKIIOYEHHON «BknounTe NTP-KNneHT».
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2.5 BbI6Op cxeMbl ceTeBbIX MOPTOB

Ha pgaHHOM ware mactepa HaCTpOﬁKM BbINO/THAETCA Bbl60p CXeMbl CeTEBbLIX MOPTOB yCTpOVICTBa. Cxema ceTeBbIX
NOopTOB onpeaendaeT posib Kaxaoro n3 Ct)I/ISVIl—IeCKI/IX CEeTeEBbIX NOPTOB yCTpOﬁCTBa, a Takxe Ko/im4yecTtBo 1 Ha3Ha4e-
HVe ceTeBbIX MHTepPencoB B cucteme.

B 3aBMCKMMOCTU OT UCNOJIb3YEMOr0 KOHTpOsI1Iepa Ha6op OOCTYMNHbIX CXeM CETEBLIX MOPTOB OT/INHAETCA.

2.5.1 BblGop cxeMbl ceTeBbix nopToB M/1K200

MacTep HacTpOAKu Bbi6op cxembl ceTesbiX NOPTOB

+ 1. [lo6Gpo noxanoeatb
+ 2. A3bik

+ 3.Maponb ycTpoicTEa
+ 4. XocT

+ 5. [laTa v BpEMA

@ Cxema 1

MopT 1 UCNoNbayeTeA Kak OTAENbHbIA H30NMPOBAHHDIA CETEBOR MHTEpdEc ANA NOAKNIOYEHHA K NOKANLHOM CeTH
(LAN). MopT 2 Mcnonb3yeTcA Kak OTAeNbHbI M30MPOBaHHDIH CeTeBOH MHTepdeic ANA NOAKNIOYEHNA K rodanbHoim

ceTi (WAN), 3alUMIWEHHBIA MEXCETEBLIM 3KPaHOM. B ONEpaLMOHHOI CUCTEME Kamablil NOPT NpeAcTaEneH

= 6. BbiGop cxembl CETEBbIX MOPTOB OTAENbHLIM CETEBBIM MHTEphERCoM.

7. KoHburypalus ceTeBbix MHTepheiicoB

Mopt Onucanue WAN
Ethemnet 1
Ethernet 2

LAN nogknioyeHne -
WAN nogknoueHne Eth1

10. KoHMIypaLumA MexceTeBoro akpaHa

wwww |

() Cxema 2

MopTel 1 ¥ 2 ofbeAuHEeHbl B MOCTOBOE NOJAKMKOYEHHE (aNNapaTHbIi KOMMYTaTop) K nokanbHoi ceTu (LAN). B
OMepaLMoHHOI cHcTeme LOCTYNeH TONMbKO OAWH CeTeBOIl MHTepdeiic, NOAKNIOYEHHDIRA K 3-X NopTOBOMY
annapaTHOMY KOMMYTaTOpY.

Moy OnucaHue WAN g =
Eth lp:lr *-_—'
erne
LAN nogxmioueHue 2 [ =1
Ethernet 2 enzl eni
) Cxema 3

MopT 1 McnonbsyeTeA Kak OTAENbHLIA M30NMPOBaHHDIA CETeBOI MHTepdeitc ANA NOAKMIOYEHHA K NOKaNbHON CeTH
(LAN 2 u 3). MopT 2 ucnonbayeTcA Kak OTAeNbHbIA W30MWPOBaHHDIA CETEBOH WHTephelc ANA NOSKIFOYEHHA K
OTAenbHOW NoKanbHoi ceTu (LAN 1). B onepalnoHHOIl cucTeMe Kax(Ablil NOPT NpeAcTaBieH OTAeNbHbIM CETEEDIM

WHTepheAcoM.
Mopt Onucanne . _
= VAN 6-‘-‘
Ethernet 1 LAN nogkntoyeHune #1
LAN1 —_—
Ethernet 2 LAN nogxniouyeHne #2

Nz gl gy ane| g LaN 3

Hazap MNPUMEHWUTE M NPOACTKWTL

Puc. 2-7: MacTep HacTpoiiku. Bbibop cxeMbl CeTEBbIX MOPTOB A/18 KOHTposinepa MN/1K200

[na koHTponnepa MJIK200 4OCTYNHbI TPU CXEMbI CETEBbIX MOPTOB (CM. PUCYHOK 2-7):
¢ Cxema Nel (cMm. pycyHok 2-8):

MopT Ethernet 1 ncnonb3yeTcs Kak OTAebHbIA N30NMPOBaHHbIN CETEBOI MHTepenc Ana NOAKIHHYEHUS K /10-
kanbHol cetn (LAN).

MopT Ethernet 2 nucnonb3yeTtcst Kak 0TAENbHbIN N30IMPOBaHHLI CETEBOIN MHTEPIENC A5 NOAK/THOYEHNS
k rnobansHoi cetn (WAN), 3alMLLEHHBIA MEXCETEBLIM 3KPaHOM.

[JaHHasa cxema no3BONsIET pasfenntb CeTb Ha ABe 30Hbl, 0b6ecneumBas 04HO NPOCTPaHCTBO IP-aapecos ans
nopta Ethernet 1.

PekomeHayeTcs ycTaHOBUTL gnHamunyeckuii IP-agpec n Bkaountb pexxum DHCP ansa nopra Ethernet 2.

IP-agpec B 30He LAN peKoMeHyeTcsi HacTpavBaThb Kak CTaTUUYeCcKuii.
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WAN
\_1__
—————————————————————————————————————————————————————————————————————— AJTE
Eth 2 Eth 1 Firewall
- Ve Vo Vo
»
[]
(]
= (]
LAN
Puc. 2-8: Cxema Nel ceTeBbIx NOPTOB KOHTpoiepa NJ1K200
e Cxema Ne2 (cM. pucyHok 2-9):
WAN S—
77777777777777777777777777777777777777777777777777777777777777777777 -
=== oVam
LAN .; Firewall
Eth 2| Eth 1
‘anYen

Puc. 2-9: Cxema Ne2 ceTeBbIX NOPTOB KOHTponiepa N/K200

MopTbl Ethernet 1 1 Ethernet 2 06beAnHEHbI B MOCTOBOE NOAK/OHMEHME K fIoKasibHOM ceTu (LAN) B pexume
annapaTtHoro KommyTaTtopa (cm. pasgen 3.1.4.1). MNMpu BbI6Ope AaHHON CXeMbI B cucteme byaet AOCTyneH
NWb OAVH CeTeBOl UHTephenc, NoAKIUYEHHbIV K annapaTtHoOMYy 3-X MOPTOBOMY KOMMYTAaTOPY.

¢ Cxema Ne3 (cm. pucyHok 2-10):

WAN
''''''''''''''''''''''''''''''''''''''''' '~;_'___ e A\ (T
LAN 1 i Firewall
LAN 2 Eth2| Eth 1 Eth 2| Eth 1 LAN 3
lanYan AYanVan

veww .|
L

Puc. 2-10: Cxema Ne3 ceTeBbIX NOPTOB KOHTPOepa MN/1K200

MopT Ethernet 1 ncnonb3yeTtcs Kak OTAEMNbHbIA N30NMPOBaHHbI CETEBOI MHTEpPdIenC Ans NOAKIOHEHNS K N10-
KanbHoi cetn (LAN 1).

MopT Ethernet 2 ncnonb3yeTtcs Kak OTAeNbHbIA N30IMPOBaHHLIV CETEBOI UHTEPIENC ANSt NOAKIOUYEHNS K OT-
AenbHoli nokanoHoi cetn (LAN 2 n LAN 3).

Cxema He NMeeT 3alMLEHHOT0 MEeXCETEBLIM 3KPaHOM NOAK/IHYEHMS K rnobanbHoi cetn (WAN). B cnyyae
Heo6XxoAMMOCTM NOAKNOYEHNS K rnobanbHomi ceTu (WAN) pekoMeHAYyeTCca NCnoNb30BaTh MPOMBILLIEHHbI
MapLUpyTU3aTop C NOAAEPXKOW OYHKLMN MEXCETEBOTO 3KpaHa.
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2.5.2 Bbl6oop cxeMbl ceTeBbIX nopToB M/1K210

MacTep HacTpoHKK Bbi6op cxeMbl ceTeBbIX NOPTOB
¥ 1. NoGpo noxanosate BbiGepuTe cxemy ONpefenstolLyo pony CeTeBbIX NOPTOB yCTPOACTES
+ 2. Azbik
+ 3. Maponb ycTpoiicTea @ Cxema 1
W 4. XocT MopTol 1, 2 W 3 cBbefUHEHb] B MOCTOBOE NOGKNKIYEHWE K NOKaNbHOW ceTh (LAN). MopT 4 Mcnonb3yeTcA Kak
/ 5. [lata v spemn OTOENbHBIA WE0NWPOBAHHDIA CeTEEON MHTEpD AT ANA NOOKNHOYEHUA K rofanbHoil ceTk (WAN), 3aLUMILEHHbII
MEMCETEELIM 3KPAHOM.

» 6. BbIGOp CXeMbl CETEBbIX MOPTOB

7. KoHthurypauus ceTeEblx MHTepheiicos Mopt Onucanue .

8. HacTpoiikn SSH Ethernet 1 - b

9. Hactpoitku FTP Ethernet 2 LAN nogknoyeHue (MocT)

10. KoHdMrypalma MeXCceTEBOTO 3KpaHa Ethernet 3

Ethernet 4 WAN nogrnodyeHue -
(O Cxema 2

MopTel 11 2 ofbeUHeHbI B MOCTOBOE NoAKKOYEHKE K rno0anbHon ceTu (WAN), 3alMIEHHOe MeMCeTEBbIM
3KpaHoM. MopTel 3 U 4 ASNAKTCA OTAENbHBIMW W30NMPOBAHHEIM CETEEBIMW MHTEPhERCIMI ANA NOAKTKIUEHUA K
NOKaNbHbIM CeTAM (LAN 11 2).

Mopt Onucanue

LANN = —— ¥ LAM me ]
Ethernet 1 H H
WAN nogxntodeHue (MocT) R R
Ethernet 2 = -
Ethernet 3 LAN nogxnioueHue #1 = —'—}—' n =
Ethernet 4 LAN nogrnwyeHme #2 " T

() Cxema 3

MopTel 1, 2 ¥ 3 oObeAUHEHDI B MOCTOBOE NOAKMKYEHWE K NOKANbHOIM ceTh (LAN 1). TOpT 4 ABNAETCA OTOENbHBIM
M30NUPOEAHHBIM CETEBBIM MHTEPHEACOM ANA NOAKMHUEHWA K OTLENbHOM NOKANbHOA ceTH (LAN 2).

Mopt Onucaxue -
Ethernet 1 s
Ethernet 2 LAN nogkntoueHne #1 (MocT)

Ethernet 3

Ethernet 4 LAN nogkniodeHne #2

LA 1 LAN 0

3aKpbiTh MacTep HACTPOMKK Hazag MNMpPUMEHUTE W NPOAOMMWTE

Puc. 2-11: MacTep HacTpoiiku. Bbi6op cxeMbl ceTeBbIX NOPTOB 4151 kKoHTponnepa MNK210

[na koHTponnepa MNK210 AOCTYNHbI TP CXEMbl CETEBbLIX NOPTOB (CM. PUCYHOK 2-11):
e Cxema Nel (cMm. pucyHoK 2-12):

Firewall

LAN

Puc. 2-12: Cxema Nel ceTeBbIx NOPTOB KOHTPOepa MN/1K210

MopTbl Ethernet 1, Ethernet 2 n Ethernet 3 06beaMHEHbI B MOCTOBOE MOAK/MIOYEHNE K /TOKasTbHOW ceTn (LAN).

MopT Ethernet 4 ucnonb3yeTcs Kak 0TAeNbHbIN N30NMPOBaHHLIN CETEBOIN MHTepdIenc AN NOAKIYEeHNS
K rno6anbHoli cetn (WAN), 3aLlmLLEHHBIA MEXCETEBLIM SKPaAHOM.
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e Cxema Ne2 (cm. pucyHok 2-13):

LAN n = LAN n+1

LN

LAN1 B R O I LAN 2

Puc. 2-13: Cxema Ne2 ceTeBbIX NMOPTOB KOHTPOepa MN/1K210

Firewall

MopTbl Ethernet 1 n Ethernet 2 06beaMHEHbI B MOCTOBOE NoAK/IOUeHNe K rnobasibHoi cetn (WAN), 3aluuén-

HOE MEXCETEBbLIM 3KPaHOM.

MopTbl Ethernet 3 n Ethernet 4 ABNSAOTCS OTAENBbHBLIMY U30MMPOBAHHBLIM CETEBLIMU MHTEpheicamm 415 nof-

KNHoYeHUs K okasnbHbIM ceTam (LAN).
e Cxema Ne3 (CM. pyCyHOK 2-14):

Eth 1 Eth 2

STP/RSTP

onm o omn onm o o

LAN 1 i LANn

Puc. 2-14: Cxema Ne3 ceTeBbIX NMOPTOB KOHTPOepa MN/1K210

Firewall

MopTbl Ethernet 1, Ethernet 2 n Ethernet 3 06beANHEHBI B MOCTOBOE NOAKMHOUEHME K IoKanbHoi ceTn (LAN).

MopT Ethernet 4 ABNsieTcs 0TAENbHLIM U30/IMPOBAHHBIM CETEBLIM UHTEPDEICOM /1S NOAK/THOUEHUS K OTAESb-

Holi nokanbHoli cetn (LAN).

CxemMa He MMeeT 3alMLLEHHOTO MEXCETEBbLIM 3KPAHOM MOAK/YEHMS K rno6anbHoii cetn (WAN). B cnyyae
Heo6xo0AMMOCTY NOAK/UEHNS K r106asbHoM ceTn (WAN) pekoMeHayeTcst NCnosib30BaTb NPOMbILLIEHHbI

MapLUpyTU3aTop C NOAAEPXKKOV (hYHKLMN MEXCETEBOIO 3KpaHa.

B TOM cniyyae, ecnim ucnonb3yemslii KoHTponnep M/K210 nmeeT noaaepxky pesepsupoanus MJIK, 6yayt goctyn-
Hbl A4/19 BbI6Opa AOMNONHUTENbHbIE CXEMbI CETEBbLIX NOPTOB. MpU 3TOM BCE AOCTYMHbIE CXEMbl CETEBbIX MOPTOB

6yayT pasefeneHsl Ha ABe BKNagku (CM. pUCYHOK 2-15):

» «be3 pe3epBUpOBaHMA» — CXEMbl CETEBbLIX NOPTOB 6€3 NOAAEePXKM PYHKLUMM pe3epBMPOBaHIs, OnuUcaHHbIe
Bbllle. [laHHbIe CxeMbl AOCTYMHbI A5 BCeX KoOHTponnepos MJIK210 (kak ¢ noaaepxkoi oyHKUUM pe3epBrpo-

BaHUA Tak 1 6e3 Heé);

* «C pe3epBupoOBaHNemM» — AOMNOMHUTENbHbIE CXEMbl CETEBbIX MOPTOB C NOAAEPXKKOW OYHKLMKN pe3epBnpoBa-
HWSA. [aHHbIe CXeMbl AOCTYMHbI TO/IbKO Ha KOHTposinepax M/1K210 ¢ nogaepxkoi oyHKLMN pe3epBrpoBaHus.
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MacTep HacTpPONKH

Bbi6op cxemel CeTeBbiX NOPTOE

V¥ 1. Oofpo noxanoeats
+ 2. 9zblk
+ 3. MNapons ycTpolcTEa
< 4 XocT
< 5

. 6.
7

Hata v epema

Bblifiop cxeMbl cETEeBbIX NOPTOB

. KoHdurypauun ceTeenix nHTepdeiicoB
8. HacTpoiika pesepEMpoBaHuA

9. HacTpoik1 SSH

10. HacTpoiikm FTP

11. KoHHUrypaums MeXCeTEEOTO 3KpaHa

Be3 pe3epEMpOBaHNA

BbiBepuTe cxeMy ONPeAEnsOLYHO PONU CETEBbLIX MOPTOE YCTPOWCTES

C pesepEMpOBaHUEM

@ Cxema 4

MopTol 1y 2 06beguHEeHbl B MOCTOBOE NOAKNKYEHWE K NOKaNbHOW ceTh (LAN) © sknouerHbiM STP/RSTP. MopT 3
WCNONb3YETCA KaK OTAENbHbIA U30MNWPOEaHHDIN CETEBOW UHTEPDEAC 4NA NOOKNKUYEHWA K NOKaNbHO ceTh (LAN 2).
MopT 4 MCNoNbB3YETCA Kak OTAENbHBIA M30NMPOBaHHBIA ceTeBoi MHTepdeiic ANA COEAUHEHWA CO BTOPbIM
(pezepeHbIM) MK,

Mopr Onucanue s -
Ethernet 1 [ I
LAM nopxnroueHue #1 (MocT)
Ethernet 2 = - N
Ethernet 3 LAN nogxnioyeHune #2 ' L ‘
Ethernet 4 MoaknwyeHWe pe3epeMpoBaHHA [
Cxema 5

MopTel 1 ¥ 2 0fbefMHEHBI B MOCTOBOE NMOAKMHIYEHWE K NOKaNbHOMW ceTH (LAN). MopT 3 Mcnonb3ayeToA Kak
OTAENEHbIR M20NMMPOBaHHEIR ceTeRol MHTepdeic ANA NOAKNIOYEHWA K NOKaNbHOM ceTk (LAN 2). Nopt 4
MCMONb3YeTCA Kak OTAeNbHbIA H30NMPOBaHHDLIR CeTeBOR WHTepdeAc ANA CoeAMHEHHA CO BTOPLIM (De3epBHbIM)
MK,

Mopr Onucanue

Ethernet 1 = | -

LAN nogxntoueHne #1 (MocT) = —
Ethernet 2 e § . i -
Ethernet 3 LAN nogknoyeHue #2 i
Ethernet 4 | MoakniJeHWe pe3epeEMpPOBaHUA

Hazap MNMPUMEHUTE W NPOACIMKTL

Puc. 2-15: MacTtep HacTpoliku. [JonofHUTE/IbHblE CXEMbI CETEBbLIX NOPTOB A4/181 KOHTponnepa M/IK210 ¢ dyHKumei

pesepBrpoBaHus

[nsa koHTponnepa MNK210 ¢ noaaepXko dyHKLMN pe3epBUpPOBaHWs 4OCTYMHbI Criedyolme AONOHUTE bHbIE
CXEMbl CETEBbIX MOPTOB (CM. PUCYHOK 2-15):

e Cxema Ne4 (cMm. pucyHOK 2-16):

&=

Firewall
—m Eth 3 Eth3

LAN 2

- @B Eth 4 Ethd | E:E

: B Redundancy Link E

=i Eth 2 Eth 2 =)

ActivePLC |  Eth1 STP/RSTP Eth 1 Backup PLC
Y \( \

: : LAN 1

Puc. 2-16: Cxema Ne4 ceTeBbIX NOPTOB KOHTposiepa M/1IK210 ¢ nogaepXxkoii hyHKUMN pe3epBrpoBaHns
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MopTel Ethernet 1 n Ethernet 2 o6beanHeHbI B MOCTOBOE NOAK/IOHYEHME K IokasibHOR ceTn (LAN).

MopT Ethernet 3 ncnonb3yetcst Kak OTAEMbHbIN N30IMPOBaHHLIV CETEBOI UHTEPEC ANA NOAKTYEHNS K
nokansHoi cetn (LAN 2)

MopT Ethernet 4 ucnonb3yeTtcst Kak OTAENbHbIN N30/IMPOBaHHBLIN CETEBOIN MHTEPIENC AN COeQUHEHUS CO
BTOPbIM (pe3epBHbIM) MJIK.

e Cxema No5 (cm. pucyHok 2-17):

Firewall
m Eth 3 Eth 3
LAN 2
Eth 1 Eth 1
- - - s ) e e LAN T
% Eth 4 Eth 4 % : :
: Redundancy Link :
: @ i @
Active PLC Backup PLC

Puc. 2-17: Cxema Neo5 ceTeBbIx NOpToOB KOHTposnepa M/1IK210 ¢ noaaepxkoi thyHKUMN pe3epBUpoOBaHs

MopTbl Ethernet 1 n Ethernet 2 06beaMHEHBI B MOCTOBOE NOAK/IOYEHNE K NoKasibHOM ceTu (LAN).

Mopt Ethernet 3 ncnonb3yeTcst Kak OTAENbHbI N30/IMPOBaHHbI ceTeBOW UHTepdIeiic ANa NOAKIHUEHNS K
nokanbHoi cetn (LAN 2)

MopT Ethernet 4 ncnonb3yeTcs Kak OTAebHbIA N30MPOBaHHbIN CETEBOI MHTEpdeiic pesepBnpoBaHns 45
noakdeHns sToporo (pesepsHoro) MK,
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2.6 KoHdcpurypauus ceteBbiX UHTepcpeiicoB

Ha faHHOM Luare BbINOSIHSAETCS KOHMrypaumsi CETEBbIX MHTEPEiICOB B COOTBETCTBUM C BbIGPaHHOI cxemoli ce-
TEBbIX MOPTOB HA COOTBETCTBYIOLLEM Luare (CM. pasgen 2.5). B 3aBUCUMOCTY OT BbIGPaHHOI CXeMbl CETEBbIX NOP-
TOB KaX[blii HACTpamBaemblii UHTEP(DENC MOXET ObITb OAHUM U3 C/IEAYIOLLMX TUMOB:

¢ MocTtoBoe LAN nogkntoyeHue;

e moctoBoe WAN noakntoyeHue;

e OTAeNbHbIN nHTepdelic ana LAN nogxknyeHus;
e OTAeNbHbIN nHTepdelic ana WAN noakItoyeHns;
* OTAENbHbIN NHTEpheic pe3epBrpoBaHUS.

HacTpoWiku Kaxgoro ceteBoro nHTepgeiica pacrnosioXeHbl B OTAe/bHOW BKagke (CM. pUCYHOK 2-18).

MacTep HacTpolKu Kondmrypauma ceTeBbiX MHTepdeicos
+ 1. lofpo noxanoeaTsb

+ 2. f3biK

J 3.Naponb ycTpoiicTea Moka3aTb BbIGPaHHYHD CXEMY

+ 4. Xoct )

o 5. [lata v BpemMA BHumMaHue

+ 6. BbiGop cxXeMbl CETEBbIX NOPTOB
» 7. KoHdurypauma ceTeebix WHTepdeiicos
8. H ik SSH

Tepdelic)
HTepdeiAcy M
BbINOMHATL MCMONbayA USB R

panBaeMbix CETEBbIX MOPTOE, TO
HacTpolKy ceTeBbix
NDIS coegnHenune

ik FTP

JaLMA MEXCETEBOMD 3KpPaHa

LAN nogkntoveHne | WAN nogknioYeHne

MpoTokon CTaTHyecKmii agpec v
IPv4-anpec 192.168.0.10
Macka ceTw IPv4 255 255.255.0 M

Bxmoywts DHCP-cepeep

Mpepnen agpecoe DHCP 100
CrapToBbii agpec DHCP 150

Epewmn apengbl agpeca DHCP 12h

Hazap TpPUMEHWUTD M NPOAOMKWTL

Puc. 2-18: MacTtep HacTpolikn. HacTpolikm ceTeBbIx MHTepdhenicos

Hag Bknagkamuy HacTpoek MHTPhelicoB pacnosoxeHa kKHomnka «lMokasaTb BblIGPaHHYH CXeMy», NMPX HaXXaTun Ha Ko-
Topyto ByaeT 0TO6pPaXKeHO BCN/bIBAKOLLEE OKHO (CM. pUCYHOK 2-19) ¢ nHhopMauueli o TekyLueli BelIbpaHHOW cxeme

ceTeBblX NOPTOB (CM. pasfen 2.5).
[na nHTepdeiicos Bcex TUMOB AOCTYNHbI CNeAyoLL e HACTPOKN:
+ «[1poTOKON» — NPOTOKON MHTEpdieiica. Bo3moxeH BbIGOP 13 CeayHoL X NPOTOKO/I0B:
o «CTaTtnyecknin agpec» — IP-agpec 1 macka noAceTn ykasbiBaroTCs BPYUHYIO;

o «Knunent DHCP» — IP-agpec 1 macka nogcety HasHavarTCa aBTOMaTnyecku ¢ ncnoss3osaHnem DHCP

npotokosna. Bo3amMoXHOCTb BbiGopa npoTokona «KnneHt DHCP» oTCyTCTBYeT A1 UHTepdheiicoB pesep-
BMPOBaHUS.
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BblﬁpaHHaﬂ CXeMa CETEBbIX NOPTOB

MopTel 1 M 2 o6begUHEHBI E MOCTOBOE NOAKMKOYEHHE (3NNaPaTHBIA KOMMYTATOP) K NOKansHOI ceTk (LAN). B onepauMoHHoRi
cHCTEME JOCTYNeH TOMbKO OOMH CETEBOH MHTepdec, MOAKNIOYEHHDIN K 3-X NOPTOBOMY annapaTHoOMY KOMMYTaTopy.

Mopr OnucaHune
Ethernet 1

LAN nogknioueqne
Ethernet 2 A

==
LAN -

Eth 2| Eth 1

o st arm o

3aKpbITh

Puc. 2-19: MacTtep HacTpolikn. OKHO ¢ MHchopmaLmein o BbIGpaHHO Cxeme CeTEeBbIX NMOPTOB

» «IPv4-agpec» — IP-agpec ceteBoro nHtepgeica ans IP npotokona Bepcun 4. laHHasa HacTpolika AOCTynHa
TONbKO NMpU BbiI6ope NpoTokosia «CTaTuyeckunii agpecs.

» «Macka cetn |Pv4» — macka nogcetu ans |P npotokona sepcum 4. [laHHasi HaCTPoiiKa AOCTyNHa TO/IbKO Npu
Bblbope npoTokona «CTaTuyeckuin agpecs.
[na nHtepdpenicoB MocToBbIX nogkntoueHnin (moctosoe LAN nnn WAN nogknoueHns) 4oCTynHbI criegyowme ao-
NOSTHUTENIbHbIE HACTPOMKK:
* «Bepcns STP/RSTP» — Bepcus NpoToKosa CBA3HOro gepea (Spanning Tree) aons mocTa:
o «RSTP» — ucnonb3osarb NpoTokon RSTP (Rapid Spanning Tree Protocol);
o «STP» — ncnonb3oBatb NpoTokon STP (Spanning Tree Protocol);
o «OTK/MOYEHO» — (PYHKLIMM CBA3HOIO AepeBa OTK/HUEHbI.

C 6onee nogpobHoi nHpopmauueli 06 ncnonb3osaHum yctpoictea M/1IK210 B ceTsax Ethernet ¢ noaaepxkoi NpoToko-
nos STP/RSTP MOXHO 03HaKOMUTbCS B CNPaBOYHOM PyKOBOACTBE [1] 1 pykoBoACTBe nonb3oBatens [2].

Lnsi nHTepdpelicoB noaktoUueHust K rno6anbHoii cetn WAN (MOCTOBOE MW OTAE/bHbIA UHTEepdelic) AOCTYMHbI
cnepyowe foNoNHUTENbHbIE HACTPOKU:

» «lIPv4-agpec wno3a» — |P-agpec wn3a ans |P-npotokona Bepcun 4. laHHas HacTpolika AOCTYMHa TOMbKO
npu BblibOpe NpoTokosa «CTaTuyecknin agpec;

» «lcnonb3oBaTb CO6CTBEHHbIE DNS-cepBepa» — HACTPOiKa N03BO/ISIET yKaszaTb COGCTBEHHbIE agpeca DNS-
CepBepoB /191 JaHHOTO CETEBOIO MHTepdielica.

[nsa vHTepdelicoB noakyeHns K nokasibHoi cetn LAN (MOCTOBOE 1nv OTAeNbHbI UHTephenc) AocTynHa BO3-
MOXHOCTb Bk/ItoueHnss DHCP-cepBepa, koTopas npeAcTaBneHa criefyowyMm AONOTHATENbHBIMW HACTPOKamMm
(OaHHble HaCTPOVKV AOCTYMNHbI TOMLKO NPU BbibOpe NpoTokona «CTaTnueckuii agpec»):

» «Bxknountb DHCP-cepBep» — Bk/toYaeT cryxby DHCP-cepBepa Ha ceTeBOM UHTepdeiice;

e «[lMpepen agpecos DHCP» — makcumMasibHOe KO/IMY4eCcTBO afpecos, BblgaBaembix B apeHay DHCP-
cepsepoM. [laHHas HacTpolika fOCTynHa TO/bKO ecnv BbibpaHa onuns «Bknounte DHCP-cepBep»;

» «CTtapToBblii agpec DHCP» — HavanbHbIil agpec apeHapl. laHHas HacTpoiika AOCTynHa TONbKO ecnv Bblibpa-
Ha onuusa «Bkiounte DHCP-cepeep»;

31/227



Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

* «Bpems apeHgpl agpeca DHCP» — BpeMsi UCTeYeHUs cpoka apeHbl apeHA0BaHHbIX aapecoB. MUHUMab-
Hoe 3HadeHne — 2 MUHyThI (120 cekyHA). JaHHas HacTpolika AOCTynHa TO/IbKO ec/iv BblibpaHa onuus «Bknto-
unTb DHCP-cepBep».

Ecnu nogxntoyeHve k Web-uHTepdieiicy BbINMOHAETCS Yepes OAVH U3 HacTparBaeMbIX CETEBbLIX NOPTOB, TO Nocne
HakaTus KHOMKW «TpUMEHUTb 1 MPOAC/IKUTL» NOAKNYeHNe K Web-nHTepdeiicy MOXeT 6bITb NOTEPSHO. HacTpoiiky
ceTeBbIX MHTEPhelicoB yepe3 Web-uHTepdeiic pekoMeHayeTcs BbINoAHATL nenonb3ys USB RNDIS nogkntoveHue.

2.6.1 MNepekntoueHne pexuvma paboTbl annapaTHOro KOMMyTaropa Ha KoHTponnepe MNJ/1IK200

Ha koHTponnepe MJ/IK200 gocTyneH pexum annaparHoro kommytatopa (cMm. pasgenst 2.5.1 n 3.1.4.1). B Tom cny-
yae ecnu BblbpaHa cxema ceTeBbIX NOPTOB, NpejnonararoLLasn nepeksdeHne TekyLero pexvmMa paboTsl anna-
paTHOro KOMMyTaTopa, TO Ha Liare HaCTPOWKN CeTEBbLIX MHTepPAIEeicOB OyAeT BbiIBEAEHO COOTBETCTBYIOLLEE Npeay-
npensieHre o HeobxoAMMOCTH Nepesarpy3ky YCTPONCTBa, Kak NokasaHo Ha pucyHke 2-20.

MacTep HacTpolKKn Kondurypauma ceTeBbix nHTepheiicos
+ 1. [lobpo noxanoeaTtb HacTpoiika NapameTpoB CeTeBbIX WHTende

V 2. Azbik

+ 3.Maponb ycTpoiAcTea MokazaTb BbIBpaHHYHD CXEMY

V 4. XocT )

+ 5. [laTa v BpeMA BHuUMaHKe

+ 6. Boifop CXeMbl CETEEbIX NOPTOR

Ecnu Bbl B HacToslLLee BPEMA NOAKNIOYEHD! K BeG-uHTepdeiicy yepea oIMH M3 HACTPaMBaEMbIX CETEBLIX MOPTOR, TO

nocne NpUMEHEHUA HACTPOEK NOAKNUEHHE K BeG-uHTepdelcy MOXeT 6biTb NoTepAHD. HacTpoiiky ceTeBbIX
uHTepdeiicos uepes Beb-uHTeptheiic peKOMEHAYETCA BBINONHATE UCNONL3YA USB RNDIS coeguMHeHne.

10. KoHMrypauma MexceTeBOro aKpaHa

TpebyeTca nepesarpyska

[LLNA NpUMEHEHUA KOHBWIypaLun ceTeBbIX MHTEPHERCOR ANA BblIGPAHHON CXEMbI CETEBbIX NOPTOE HEOGXOAMMO
BbIMONHWTDL NEPEKNIOYEHHe PEXMMA paGoThbl aNMapaTHOro KOMMYTaTopa. [InA 3Toro HeoGXoAUMa Nnepeaarpyaka
YCTPOHCTEA.

LAN nogkntoHeHne WAN noakn4eHne

MpoTokon Knuent DHCP 7

Haaap MNPUMEHUTE M NPOAOCITKWTL

Puc. 2-20: MacTtep HacTpoliku. MpegynpexaeHre o Heo6XxoAMMOCTU Nepesarpyskv 415 NepekNioueHnss pexmma padoTbl
annapartHoro Kommyraropa Ha KoHTposiiepe MN/1K200

B aTOM cnyyae, nocne Haxatus KHOMKN «MpUMEHUTb 1 NPOAO/MKUTL», ByAeT 0TO6paXKeHO BCN/biBatoLLee OKHO
C 3anpocoM NOATBEPXKAEHNSA Nepe3arpysku yCTPONCTBa, Kak Nokas3aHo Ha pucyHke 2-21.

TpebyeTca nepesarpysKa

[LNA NpUMEHEHMA KOHDUIYPALIMKW CeTEBbIX MHTEP(ERCOR ANA BbIGPaHHON CXEMbI CETEBbIX NOPTOE HEOGXOAMMO EbINONHUTL
NepeknyeHe pexMmMa paBoTel aNNapaTHOrO KOMMYTaTopa. JInA sToro HeofixoQMMa Nepesarpyaka yeTpoAcTEa.

Mocne nepesarpyakM yeTpoicTea Bol GyAeTe aBTOMAaTHUYECKH Nepea/ipecoBaHbl HA CTPaHULY aETOpU3aLMK, rae GyneT HeobxogMMo
BbINOMHWTL BXog. Mocne exona, paboTa MacTepa KoH(UrypaluMu GyfeT aBTOMaTHUECKH NPOSOMKEHa CO CNEAYHIWLEro Wara.

b YETEE MepeaarpyauTb YCTPOACTEO M MPOAOIKUTD

Puc. 2-21: MacTep HacTpoliku. MoaTBepxaeHne nepesarpysku 41 Nepek/yeHns pexrma paboTsl annapaTtHoro KoMMmyTaTopa
Ha KoHTponnepe MNJIK200

HaxxaTue KHoMku «MepesarpysuTb YCTPOWCTBO M NPOAO/MKUTLY» NPUBEAET K Nepesarpyske YCTPoincTea, nepeksito-
YeHuto pexxrma paboTbl annapaTHOro KOMMyTaTopa B COOTBETCTBUM C BbIGPAHHOI CXeMOii CETeBbIX MOPTOB 1 Npu-
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MEHEHMI0 HACTPOEK CETEBbIX MHTepdeicoB. Moce BbINo/IHEHUs nepesarpyskn ycTpoiicTea 6yaeT BbinoHeHa
aBTOMaTMYeckas nepeagpecauys Ha CTpaHuLy aBTopusaumm (cM. pasgen 1.3), rae Heo6XoauMO BBECTM YUETHbIe
JlaHHble 415 BXoAa B cucTemy. MNocne ycnelHoro Bxoga B cucteMy 6yaeT aBToMaTUyecku 3anylieH mactep Ha-
CTPOIKW Ha LWare crieaytoLMM 3a WaroM KOH(Urypaummn ceTeBbiX MHTEPGIENCoB A1 MPOAOCHKEHUS KOHQUIYPUPO-
BaHWsA yCTpoiicTBa.
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2.7 HacTpoliiku pesepBMpoBaHUs

[aHHbIiA ar macTepa HaCTPOWKU NpPUCYTCTBYET ToNbKo B Web-nHTepdielice ynpaBneHns KoHTposnsiepos M/1K210
C NOAAEPXKON dOYHKLMN pe3epBUpoBaHus.

Ecnu paHee, Ha wware BbIGopa cxeMbl CETEBbIX NOPTOB, OblNa BbibpaHa cxema 6e3 pesepsmMpoBaHuns (CM. pas-
fen 2.5.2), To HacTPOIikM pe3epBuMpoBaHnsa byayT He AOCTYMNHbI. B aTOM cnydyae 06/1acTb HACTPOEK AAHHOrO Lwara
Oy[eT BbIIIAAETb TaK, Kak NokasaHo Ha pUcyHke 2-22.

MacTep HacTponKn HacTpoiika pesepeMpoBaHus

+ 1. lofpo noxanoeatb

+ 2. A3bIK

3. Maponb ycTpoiicTaa HacTpoiika (yHKUMM pe3epBMPOBaHMA He TpebyeTcA, Tak Kak BbiGpaHHanA cXeMa CETEeBbIX NOPTOB He MMEET MHTepbeiica
' pe3epBMpOBaHWA. HaXMWUTE KHOMKY «[pOAOMKUTL», YTOGbI NPOACIKMTL KOHDHIypUpoBaHWe yeTpoiicTea Ge3 dyHKLMK

v 4. Xoct peaepBMpoOBaHUA.

5. [lata n BpemA

6. Bbi6Op CXeMbl CETEEDIX NOPTOR Ecnu HeoBX0ANMO MCMONb30BaTh (PYHKLMIO pe3epBUPOBaHNA, BaM HYXXHO BEDHYTBHCA Ha War Bbifopa cXemMbl CETEBbIX

NOPTOE W EbIGpaTh CXeMy, NPEAHa3HAYEHHYIO [NA UCMONb30E3HWA C PE3ePEMPOBaHNEM.

o 7. KoHdurypauus ceTeeblx uHTepdeicos
= 8. HacTpoiika pe3epEMpoBaHuA

KoHurypaluma MemceTeBOro 3kpaHa

e

Puc. 2-22: MacTep HacTpoliki. HacTpoiika pesepBupoBaHus He TpebyeTcs

HacTpoiiku ans cxembl CETEBbIX MOPTOB C NOAAEPKKOW pe3epBnpoBaHUA Ha JaHHOM Lware 6yayT BbIrA4eTb Tak,
Kak nokasaHo Ha pUCyHKe 2-23.

HacTpoiika pe3epBrpoBaHusa NpeanosaraeT OAHOBPEMEHHbII 3anyck MacTepa HaCcTPOIikM cpasy Ha [IByX YCTPOii-
cTBax. B nepeylo ouepedb, Ha KAXA0M 13 YCTPONCTB HEOOXOANMO Bbi6PaTh PEXUM KOH(UrypMpoBaHus. Ha ogHoM
3 YCTPOICTB BbIGUPAETCA PEXUM KOHDUTypupoBaHus «I/1K 1», a Ha gpyroM — «MJ1K 2».

[Janee no TeKcTy yCTPOCTBO C BbIGPaHHbIM pexmmoM KoHdmrypmposarus «MJ1K 1» 6yaet 0603HauaTbcs NpocTo
Kak ycTporicteo INMJIK 1, a yCTPOIACTBO C BbIGpaHHbIM peXMOM KOoHGurypupoBaHus «MJK 2» — ycTporictso MJIK 2.

[anee B pasgenax 2.7.1 n 2.7.2 npyBoanTCA AeTaslbHOE onvucaHne KoHUrypupoBaHus B pexmnmax «MK 1»
n «MMJIK 2» cOOTBETCTBEHHO.

B panbHelilwem HacTpoiika hyHKUMin pe3epBupoBaHus MN1K MOXeT 6biTb Npon3BegeHa Ha cTpaHuLe «Pe3epBrpoBa-
HMe» NyHKTa rnaBHoOro meHto «MJ1K» (cMm. pasgen 5.5).

2.7.1 Hacrtpoliika B pexume koHdurypupoBaHus «MJK 1»

YCTPOWCTBO C BbIGPaHHbLIM PEXMMOM KOHUIrypupoBaHus «MNJ1K 1» aBiseTcs OCHOBHbIM U OCYLLECTB/IAET KOH-
dvryprpoBaHue Kak CBOMX COGCTBEHHbIX NapamMeTpoB pe3epBMPOBaHNS, Tak 1 yaan&HHOro BTOPOro yCTpoicTBa
(Ha KOTOpOM BblGpPaH pexmmM KoHUrypupoBaHus «IMJK 2»).

Mpu BbIGOpe pexmma KoHdmrypuposaHus «MJ1K 1» gocTynHbl cnegyowme HacTPOLikn (CM. PUCYHOK 2-23):

» «IP-agpec nogkntoueHHoro MJIK» — IP-agpec nogkntoueHHoro MNJ1K (yctpoitcteo MJ1K 1) Ha uHTepdeiice
pe3epBupoBaHus. Ha aHHOM Luare HacTpoiKa AOCTyNHa TOMbKO AN YTEHWUS.

Ecnu IP-agpec TpebyeTcs N3MeHUTb, HE0OX0AMMO BEPHYTLCS K LLary KOH(Urypaummn ceTeBbix MHTepdelicoB
(cm. pasgen 2.6) 1 BbINOAHUTL TPEBYEMbIE N3MEHEHUS.
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MacTep HacTpoWKH HacTpoiika pesepBMpoBaHia

+ 1. lobpo noxanoeatb

o 2. A3biK

J 3. Maponb ycTpoicTea PemuM KoHurypuposanna @ MNK1T ) NMAK2

4. XocT

+ 5. [lata v epemsA i

o 6. BbiGop cXeMbl CETEEbIX NOPTOE B pexume «[J1K 1» KOHDUIypUpYHOTCA NapameTpbl

7. Kongmrypaumna ceTeenix uHiTepdeiicos pesepBMPOBaHUA ANA NoAKnoyeHHoro MK 1 eToporo MK,
; HACTPOEHHOMO Ha pexumM «MNNK 2»

= 8. HacTpoiika pe3epBUpOBaHNA

9. HacTpoiku SSH LnA koHbUrypupoeaHua eToporo MK noTpebyeTca BEOA, €ro
YYETHbIX AaHHbIX ANA ayTEHTU(HMKALMA B BeG-uHTepdeiice.
3T faHHble ByayT 3anpolleHbl NOCNE HAaXATHA KHOMKK
«[IPUMEHUTL W NPOADIHUTbS.

KoHurypauua MemceTeBoro sKpaHa

MapameTpbl
IP-agpec noaknoyedHoro MK 192.168.10.10
IP-agpec eToporo MK 192.168.10.11
TalMayT CUHXPOHM3aLIMM NPUNOKEHUA (MC) 5000
TaiMayT CUHXPOHU3aLMK JaHHbBIX (MC) 500
TaAmayT KOHPUIYDaLMOHHBIX NAKEToR (MC) 400

Hazap TpPUMEHWTE M NPOAOMTKWTL

Puc. 2-23: MacTep HacTpolikn. HacTpoliku pesepBypoBaHns B pexume KoHcurypmposaHus «IMJIK 1»

» «IP-agpec BToporo M/K» — IP-agpec sroporo MNJ1K (yctpoictso MK 2). OaHHblii IP-agpec AomkeH 6biTb
B TOW e nogcetu, uto u IP-agpec nogkntoueHHoro MK 1.

e «TaiMmayT CMHXPOHM3aLNUW NPUIOKEHNS (MC)» — TaliMayT CUHXPOHU3aLMn npunoxeHus. JonycTumblii guana-
30H 0T 1000 go 30000 mc (1-30 c). 3HaueHue no ymondaHuto 5000 mc (5 ¢). 3HayeHre gaHHOoro napamerpa
OyAET CUHXPOHU3MPOBAHO Ha ycTpoiicTeo MJIK 2.

e «TaiMayT CMHXPOHM3AUMUN AaHHbIX (MC)» — TaliMayT CUHXPOHU3aLMKn AaHHbIX. JonycTuMbIi gnanasoH ot 50
00 2000 mc. 3HayeHune no ymonyaHuio 500 mc. 3Ha4veHne AaHHOro napameTpa byaeT CUHXPOHU3NPOBaHO
Ha ycTpoiicTeo MNJIK 2.

» «TaiimayT KOH(OUIypaUMOHHbIX NAaKeTOB (MC)» — TaimayT KOH(DUrypauroHHbIX NakeToB. JonycTumblli gnana-
30H 0T 50 go 2000 mc. 3HaveHme no ymonyaHuo 400 mc. 3HavyeHne gaHHOro napameTpa 6yaeT CUHXPOHW3K-
poBaHo Ha ycTpoiicteo MNJ1K 2.

Mpy HaXKaTK KHOMKU «PUMEHUTL 1 NPOAOIIXUTLY» ByAeT 0TOBPaXKEHO BCMN/IbIBAKOLLIEE OKHO C 3aNpOCOM UMEHU
nosib3oBaTesna U Napons Ans ayTeHTudmkaumm Ha ycTpoiictee MJK 2, Kak nokasaHo Ha pUcyHke 2-24. 3TN faHHble
TpebyloTcsl, Tak Kak KoHUrypupoBaHue ycTpoiicTea MJ1K 2 ocyllecTBisieTcs N0 CETW Yepes CETEeBOI HTepdeiic
pe3epBUPOBaHUSA C MCNOMb30BaHWEM NPOTOKoNa SSH.

HaxaTtue kHonku «CKOHMrypupoBatb» NPUBELET K 3arycKy npoLecca KOHUrypmpoBaHus OyHKLUM pe3epBupo-
BaHUs Ha ycTpoiicTtBax MJIK 1 n MNJIK 2. Mepepg 3anyckom npoLecca KoHhUryprpoBaHnsi Heobxoamnmo ybeautbes,
YTO BbINOJSIHEHBI C/1eAyIoLLMe OCHOBHbIE YC/1I0BUSA:

* Ha 060MX YCTPOWCTBaxX, Ha Lare BbIbopa CXeMbl CETEBLIX MOPTOB, BbibpaHa cxema C pe3epBUpoOBaH/EM
(cm. pasgen 2.5.2);
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HacTpoiika pesepBUpoBaHUA

BYAST NpeAnpuHATE NONbITKE CKOHGUIYPUPOEETE NapaMeTpbl PE3EpEUPOBaHUA nogrnodyeHHoro MK w eToporo NAK ¢ IP-
afpecom:

192.168.10.11

Mepesn KOHPMrypupoBaHueM y6eTECh, YTO BbIMNOMHEHBI CIEAYIOWWE YCNIOBMA:
o 0Ofa ycTpoAcTEa PUINYECKU NOAKNKYEHBI Mexay coboi no ceTeeoMy MHTepdelicy pesepeupoeaHua Ethernet 4 (Sync).
o Ha oGoux ycTpoiicTeax BoiGpaHa OiMHAKOBAR CXEMa CETEBbIX NOPTOE C Pe3epBUPOBaHNEM

o Ha ofoux ycTpoiAcTBax ceTeBbie MHTepdeiicol pesepeMpoBaHMA Ethernet 4 (Sync) umetoT pasnuuHble cTaTuueckue IP-agpeca ns
OOHOH NOACEeTH

o Bropoi MK HacTpoeH Ha pexim «MNNK 2»

[nA KOHPUrypaLKMKM NapaMeTpoE pesepEMpoBaHUA BToporo MK HeoGxoAMMo BESCTH Ero YUeTHbIE JaHHbIE ANA ayTEHTUDUKALMK B
gef-weTepdeliice:

WMMA nonbzoBaTens root
Mapone ‘

HaMMUTE KHOMKY «CKOHDUIYPHPOBATE», YTOGEI HAYETE NPOLECC KOHPUIYPUPOBEHWA. HEMMUTE KHOMKY «OTMEHE?, YTo0b! 33KPbITE

OKHO.
L YENEM  CroHpMrypupoBaTh

Puc. 2-24: MacTep HacTpolikv. 3anpoc MMeHW Nosb30BaTens U Napons ANs ayTeHTudmkaumm Ha yctpoiictee MK 2

Ha 060MX yCTpolicTBaxX CETEBLIE MHTEPheiChl pe3epBUpPOBaHMS UMEKOT pa3/inyHble cTaTnyeckne |IP-agpeca
13 OfHOI NoaceTw;

06a ycTpoicTBa hm3nyeckn NOAKNIOHEHbI MEXAY CO60Ii uepes ceTeBble MHTEPIEChl pe3epBNPOBaHUS;

Ha ycTpoiicTee MNJ/1K 2 3anyLueH Npouect OXnaaHus OKOHYaHUs KOHMrypupoBaHusl yCTpoicTBa (CM. pas-
aen 2.7.2).

Bo Bpems npouecca KoHGMrypupoBaHusa 6yaeT 0ToGpaxKaTbCsi OKHO, MOKa3aHHOe Ha pUCyHKe 2-25.

HacTpoiika pesepBupoBaHUA

Ll

Konpurypauua pezepenpoeaina CODESYS, nomanyiicTa nogomaMTe. ..

Puc. 2-25: MacTep HacTpoiiku. MNpoLecc KOH(hUIyprpoBaHUs pe3epBUpPOBaHUS

Ecnu B npougecce KOHUrypupoBaHusl Npon3onagT olmoka, To 6yaeT 0ToGpaXkeHo OKHO € MHdhopMauueli 06 owné-
Ke, NoKasaHHoe Ha pucyHke 2-26.
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HacTpoiika pesepBupoBaHusA

Ll

He yaanoch cKOHHUIypupoBaTh pesepenpoeaHue CODESYS

He yoanock NonyduTs myGnuuHbIR SSH-kNoY yaanéHHoro yana. Bo3aMoMHO yKasaHbl HEBEPHBIE MMA NONb30BATENA WNKW Naponb ]

Puc. 2-26: MacTep HacTpoliku. Owmnbka KOH(UIyprpoBaHUst pe3epBrpOBaHUst

KHornka «MoBTOpUTb» NO3BOJIAET BbINOHUTL MOBTOPHYIO MOMbITKY KOH(IMIYPMPOBAHKS! C TEMM Xe NapaMeTpamm.
HaxaTne KHOMKW «3aKpbITb» NPUBEAET K 3aKPbITUI0 BCMN/IbIBAOLLETO OKHA, MOC/IE YEr0 MOXHO BbINOMHUTL U3MEHe-
HME NapaMeTpPOB Pe3epBMPOBaHNS 1 NOBTOPUTL NpoLeaypy KOH(IMIypUpoBaHWSI.

B cnyyae ycrnewHoro 3aBepLieHnst KOHPUIrypupoBaHus 6yaeT oTo6pakeHo OKHO, NMOKa3aHHOE Ha PUCYHKe 2-27.

HacTpoiika pesepBupoBaHusA

»a(@em

L

Pesepeupoeaxne CODESY'S ycnelwHo cKOH(UrypupoBaHo

MpogomxuTb

Puc. 2-27: MacTep HacTpoliki. YcnelwHoe 3aBepLueHne KOH(hMUIrypupoBaHus pe3epBrpoBaHus

Haxatne kHonku «MpogomxnTb» NPUBEAET K Nepexody Ha CneayroLwunii war mactepa HacTPOMKU.

2.7.2 Hactpoiika B pexxume koHcurypuposaHusa «M/1K 2»

YCTPOWCTBO C BbIGPaHHbIM PEXMMOM KOHUrypupoBaHus «MNJ1K 2» sBnsieTcst BeA0MbIM N0 OTHOLLEHWUIO K YCTPOIA-
ctBy MK 1 1 ocyllecTBAAET MWL OXUAAHNE OKOHYaHWUA KOH(UIYpUpPOBaHMS NapamMeTpoB pe3epBrpoBaHns
ycTpovicteoMm MNJIK 1.

Mpwu BbIGOPE pexnma KoHdurypupoBaHus «MJ1K 2» okHO MacTepa HacTpoliku ByAeT BbIrALETh Tak, Kak nokasaHo
Ha pUCyHke 2-28.

B okHe ByaeT oTobpaxaTbecs NuLlb 3HadveHne IP-agpeca gaHHoro /1K, CKoHhMryprnpoBaHHOro Ha CETEeBOM MHTEp-
dheiice pesepBupoBaHus. JaHHoe 3HauyeHne |IP-aapeca fO/MKHO ObITb BBEAEHO B KaUeCcTBe 3HAaUYeHUs napamerpa
«IP-agpec BToporo M/IK» Ha ycTpoiicTte MK 1 (cm. pasgen 2.7.1).

[ns n3vereHns |P-agpeca ceTeBoro nHTepdielica pesepBrpoBaHns HE0OX0AMMO BEPHYTLCA K LUAry KoHdurypauum
ceTeBbIX MHTEPeicoB (CM. pasaen 2.6).

Mocne HaXaTusi KHOMKN «[TPUMEHUTb 1 NPOA0/MKUTL>» BbINOMHAETCA NEPEXO/ K C/efyoLeMy Lwary.
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MacTep HacTPONKKn

HacTpoiika pesepeupoBaHns
+ 1. Jobpo noxanoeaTtb

+ 2. Azbik 3AeCh MOXHO HACTPOUTL (yHKUMWID pesepeupoeannA MK CODESYS
+ 3. Naponb ycTpoiicTea
Ja XocpT yerp PemiumM KoHDMIypUpOEaHNA O NAK1 @ nnk2
' BhiGepuTe pextmM KOHDUrypUpOBaHWA noaxnoueHHoro MK
J 5. [ata w BpemMA o KOHOUTYpHpOBa "

+ 6. BolGop CXeMbl CETEBbIX MOPTOR
+ 7. Kondurypaums ceteeblx MaTepdeiicos

B pexmme <MK 2» KOHpUIYpUpYHOTCA NapaMeTpbl

* 8. HacTpoiika pesepenpoBaHna pesepBMPOBaHWA ANA nogrnouedHoro MK co etoporo MINK,
9. HacTpoiiku SSH HACTPOEHHOID Ha pexum «MJK 1».
10. HacTpoitkn FTP
11. KoHurypauma MemCceTeBoro skpaHa MapameTpel

|P-agpec nogknroverHHoro MK 192.168.10.10

IP-agpec wHTepdeiica Ethernet 4 (Sync) nogkntoderHoro MK

IP-appec eToporo MK 192.168.10.11

|P-agpec wHTepdeiica Ethernet 4 (Sync) sToporo MNK. 3ToT IP-agpec
[OM#eH G6bITb SOCTYNEH AR CBA3KM C NogKnueHHoro MK

3aKpbiTh MacTep H

s

Puc. 2-28: MacTtep HacTpolikn. HacTpolikvm pe3epB1MpoBaHus B pexmme KoHturypuposaHus <MK 2»
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2.8 Hactpoliiku SSH

Ha fgaHHOM wware macTepa HacTpPOIKM BbINO/THAETCA HACTPOKa napaMeTpoB A0CTyNna K YCTPOWCTBY C UCMNO/Ib30Ba-
HneM SSH-npoTokona (CM. pUCyHokK 2-29).

MacTep HacTpoHKK HacTtpoiiku SSH

+ 1. AoGpo noxanosats
W 2. 93bik
+ 3. Mapone ycTpoiicTea BrmiounTs SSH-cepeep
+ 4. Xoct
+ 5. [lata v BpeMA Mopt 22
+ 6. Boifop cxembl CETEELIX MOPTOR
o 7. Kondurypauma ceTeebix MHTepheicor
+ 8. HacTpoiika pesepeMpoBaHua
« 9. HacTpoiiku SSH PazpellnTb Nonb3oBaTento «roots BXoA No Naponto
0. HacTpoiiku FTP
KoHbUrypaLWsa MemCceTeB0ro 3KpaHa

SSH knioun

HeT nyGnnuHbIX Koueid.

[oGaBuTb KNy
Puc. 2-29: MacTep HacTpoiiku. Hactpolika SSH

HacTpoiika «Bkiounte SSH-cepBep» npegHasHaveHa 418 BKAKYEHWS UK OTK/IYEHNST aBTOMATUYeCKOro 3anyc-
Ka cnyxobl SSH-cepBepa npu 3anycke CUCTEMBI.

OTkNtoueHne cnyxbbl SSH-cepBepa HEBO3MOXHO B C/lyyae Bbi6opa CXeMbl CETEBbIX NMOPTOB C NOALEPXKOW hyHKLMN
pe3epBupoBaHns Ha KoHTponnepe MJ1K210.

Mpy HEOBXOAMMOCTUN OTK/IOYEHNSA CNYXObI SSH-cepBepa pekoMeHAYEeTCs BbINOMHUTL PYUHYH0 HACTPOViKy cepBepa
Dropbear (cm. pasgen 4.3.2), ocTaBuB B CN1Cke MHTEPENCOB TONbKO CETEBOV NHTEpdheiic pe3epBrpOBaHmS.

Homep TCP-nopTta, Ha koTopom 6yaeT 3anyLleHa cnyxba SSH-cepBepa, ykasbiBaeTcs B nose «opr».

HacTpoiika «Pa3pelunTb NonbL30BaTento ,foot" BXod No Naposto» onpeaenseT BO3MOXHOCTb aBTopu3aLmm ¢ uc-

Nonb30BaHNEM Naposia NPU NOAKIYEHUN C UCNoNb3oBaHneM SSH-npoTokona. Ecnn faHHasa HacTpoiika OTK/H0-
yeHa, TO aBTOpU3aLMs MO Naposo A8 NoNb30BaTeNs «root» byaeT oTK/YeHa. B 3ToM cnyyae BXof, B CUCTEMY
yepe3 SSH BO3MOXeEH TOMbKO € MCNoNb3oBaHneM SSH-kntoyeit (cMm. pasgen 2.8.1).

«YnpaBneHvie» NyHKTa [MaBHOTO MeHI0 «CucteMa» (CM. pasgen 4.3.2), a ynpaeneHue SSH-knto4amMm — Ha BKiagxe

i B panbHeiilem HacTpoiika cnyx6bl SSH-cepBepa MOXET 6biTb M3MEHeHa Ha Bkaake «JocTyn no SSH» cTpaHuupl
«SSH-knoUM» TON Xe CTpaHnLbl.

2.8.1 SSH-kntoumn

B nogpasgene Hactpoek SSH «SSH-kNoun» BO3MOXHO A06aBUTb OAMH UM HECKOSIbKO MYyBANYHbIX SSH Kouei.
211 SSH kNoum 6yayT MCNoNb30BaHbI A4/15 BbINOSIHEHWSA aBTOPU3aLUN.

[nsa nobasneHus HOBOro Ny6nnMYHOro kya HeobxoAMmMo BCTaBUTb CTPOKY Ny6rmyHoro SSH knoua nnv nepera-
WKMTb «.pubx» chaiin B nosie BBOAA K/1HoHa 1 HaXKaTb KHOMKY «06aBuTb». YCNeLwHo gobaBneHHbli SSH ko4 6yaeT
0TOOpaXEH Ha CTpaHuLe, Kak NokasaHo Ha pucyHke 2-30.
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SSH wmoun

root@plc210
RSA, 2048 GuT b
ARALR3NzaClycZERRRRADAQAERRARAQCHH KicFeJLCyE QFQQEWhdXxGEF1ISilwinsZR

NobaeuTb KMoy

Puc. 2-30: MacTep HacTpolikv. Jo6aBneHHbIn SSH ktou

Ha koHTponnepe M/IK210 ¢ ncnosnb3oBaHNEM CXEMbl CETEBbLIX MOPTOB C NOAAEPXKKON (DYHKL MM pe3epBMPOBaHUS

BO Bpemsi KOHIMIyprpoBaHus peseperposaHmns (CM. pasgen 2.7) asTomaTuyecku BbiNosHAETCA fobasneHve nyo-
nuyHoro SSH kntoya BToporo (pesepsHoro) MNJ1K. YaaneHue sToro kntoya MOXET NPUBECTY K HapYLUEHWNIO HEKOTOPbIX
hyHKLMIA pe3epBMpPOBaHNSA, ONMUCaHHbIX B pasaene 5.5 aHHOro pykoBoACTBa.

[na ynpaneHns no6aBneHHOro kwya Heobxo4MMOo HaxKaTb KHOMKY C KpacHbIM KPeCcTUKOM cripasa OT MHhopmaumm
0 koYe. Mpu aToM ByaeT 0TO6paXKeHO BCN/bIBAIOLLEE OKHO C 3anpoCoM MOATBEPXAEHUS YaaneH!Us K4a, Kak
nokasaHo Ha pucyHke 2-31.

YaanuTe KNy

Bbl BeWCTEWTENBHO XOTHTE YAANWTh Cregyrowmia SSH knwou?

3sh-raa
ARRARINzaClyc?EARRADAQRARARMRAQDCHHZKOX InNiKHShS+frINrWCBRX 7 0UTME 1 +wINQShHpLsKeQniLPmivpOcR1ah01VCYh2H/ uH
S92UTBEWL 7 BCcSAPVwZbglyiH9MaDdUgafE4agyVSNAFAZJzYR4A1 CeaLZEaXE0Ue TVZquiWSihRefl luxH

SvhDa/03xMVh22 3YEeNebgl KEBFST4XAQTAC1V+e9Z 50wWh{YNSFPBYFQS9fhOinK4T4+eyFhdEol 6t 7xRAHON2hIT0Y¥g

S¥g5oleuR4ve eWwnMDSUJPAW1IVEYu] rSMm3G5FAZV2t0g6eSK0ACZxEP]1 Hka Smz08 xKi cFodLCgaQFROKWhdXxGGF1 151 1wWna ZR
root@plc2l10

OTmeHa

Puc. 2-31: MacTep HacTpoliku. MoareepxaeHne yaanenusa SSH knoua
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2.9 Hactpoiiku FTP

Ha gaHHOM ware mactepa HacTPOWKM BbIMOMHSAETCA HACTpoOlika napameTpoB FTP-cepeepa (CM. pUCYHOK 2-32).

MacTep HacTpoiku HacTpoiiku FTP

+ 1. fobpo noxanoeaTtb A B MRS HARTRAW T MAnAmETn ETE-renpens Eanes NeTan - VR—

+ 2. F3bik nyHKTe «FTPs Men

+ 3. MNaponb ycTpoiicTea B v ETP
KIHOUMTb CIYX

J 4 Xoct Gy

+f 5. [laTa u BpeMsA

+ 6. BoiGop cxeMbl CETEBbIX MOPTOB WmA nonb3oBaTens fip
+f 7. KoHburypauus ceTeeblx WHTepbeicos

+ 8. HacTpoiika pesepBUpoBaHuA

+ 9. HacTpoiikK SSH

= 10. HacTpoiiku FTP

MNaponb e *
11. KoHGMrypauma MemceTeBoro akpaHa

OoMalUHKWiA KaTanor J/mnt/ufs/home/ftp/in v

Hazapg MpUMEHUTL U NPOACITKNTL

Puc. 2-32: MacTep HacTpoliki. HacTpoiika FTP

HacTpoiika «BknounTe cnyx6y FTP» npegHasHayveHa A1 BKOYEHNS WKW OTK/IHOYEHUS aBTOMATMYECKOro 3anycka
cnyx6bl FTP-cepBepa npu 3anycke cuctembl.

Vimsa nonb3osarensa ansa gocryna k cogepxvmomy FTP-cepsepa yka3aHo B nose «/Msa nosib3oBaresia» n He MOXeT
ObITb M3MeHeHo. Maponb AN NoMbL30BaTENA YKa3blBaeTCs B none «laponb».

B BbinagatoLem cnucke «JlomallHuii katanor» BeloupaeTcs NyTh K AoMaluHeMy katanory FTP-cepsepa.

B panbHeiieM HacTpolikm cnyx6bl FTP-cepBepa MOXHO M3MEHUTb Ha cTpaHuue «FTP» pasgena rnaBHOro MeHo
i «Cnyx6bl» (cMm. pasgen 6.5).
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2.10 KoHdmrypaums MeXxceTeBoro akpaHa

Ha gaHHOM Lware MacTepa HacTPOWiK/ BbINOSTHAETCSA HACTPOKa NpaBni MEXCETEBOIO 3KpaHa A/1s1 NOAK/IOUEHNS
k rnobanbHoi cetn (WAN).

B TOM cnyyae, ecsiv Npu BbINO/THEHWUM HACTPOIKKM Gblia BbiGpaHa cxema CeTEBbIX MOPTOB 6e3 NOAKIHYEHUS K [/10-
6anbHoii cetn (WAN), HaCTPOVKM MEXCETEBOIO aKpaHa 6yayT He AOCTYMHbI. B 3TOM cnyyae 06/1acTb HacCTpoOeK
[JaHHOro Wwara 6yAeT BbIrAAEeTb Tak, Kak Noka3aHo Ha pucyHke 2-33.

MacTep HacTpoOAKu Kondmrypauma mexceTeBoro akpaHa

+ 1. [lobpo noxanoeatb

S 2. Az

+ 3.Maponb ycTpoicTEa

o 4. XocT

+f 5. [ata v BpemnA

+ 6. Boifop cxembl CETEBbLIX MOPTOB

+ 7. Kondurypaumna ceTeeblx uHTepdeiicos
+ 8. HacTpoiika pe3epEApOBaHWA

+ 9. HacTpoiiku SSH

+ 10. Hactpoiikm FTP

» 11. KoHdHrypaLua MeXceTEBOro 3KpaHa

KoH(urypaLmsa npaeun MEXCETEBOr0 3KkpaHa He TpelyeTcH, Tak Kak BbifpaHa CXema CeTeBbiX NOPTOB ycTpoicTea Gea
ncnonbaoBaHuA WAN NogKmoyeHus.

e

Puc. 2-33: MacTep HacTpoiiku. HacTpoiika MexceTeBoro akpaHa He Tpebyetcs

[Nsi cXembl CETEBbIX MOPTOB C MOAK/UEHNEM K rnoGanbHoli cetn (WAN) HacTpoiiku MeXceTeBoro akpaHa s
JlaHHOTO Luara 6yayT BbIFSAETb TaK, Kak NoKa3aHo Ha pUCYHKe 2-34.

Kaxpas HacTpoiika No3BOASET OTKPbITb AOCTYN U3 rnobasbHoin cetn (WAN) kK onpefenéHHbIM cnyxbam (ecnm Ha-
CTpOiiKa BK/I0YEHA — JOCTYN pa3peLléH, ec/in BbIK/loYeHa — AO0CTYM 3anpeLuéH):
e «HTTP» — poctyn k Web-nHtepgeiicy LUCI no npotokony HTTP (no ymonuaHuto TCP nopt 80).
e «HTTP Secure» — pgoctyn k Web-nHTtepdeiicy LUCIl no npotokony HTTPS (no ymonyanuio TCP nopt 443).
» «Secure Shell (SSH)» — pocTyn K ycTpoiicTBy no npotokony SSH (no ymonuanuio TCP nopt 22).

* «File Transfer Protocol (FTP)» — gocTyn K ycTpoicTBy no npotokony FTP (no ymonyaHuio TCP noptbl 21
1 10050-10100).

» «Beb Bu3yanusauua» — gocTyn K Be6-susyanmsaumm CODESYS (no ymonuyaHuio TCP noptel 8080 1 8443).

¢ «CpefcTsa oTnagkm» — otnagoudHble cpenctsa CODESYS (no ymonuyanuio TCP nopt 11740, UDP
nopt 1740).

* «ModBus TCP» — poctyn k ModBus TCP uHtepdeiicy CODESYS (no ymonuanuio TCP/UDP nopt 502).
* «OPC UA» — poctyn K OPC UA untepgpeiicy CODESYS (no ymonuaHuio TCP/UDP nopt 4840).

B panbHeliem HacTPOVKM MEXCETEBOro aKpaHa MOXHO M3MEHWTL Ha CTpaHuLe «MexceTeBoli akpaH» pasaena rnas-
HOro MeHto «CeTb» (CM. pa3gen 7.5).
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MacTep HacTpoiKun

+ 1. loBpo noxanoeate

v 2. A3bik

+ 3. Maponb ycTpoiicTea

V 4. XocT

+ 5. [lata v BpeMA

+ 6. Boifop CXeMbl CETEEbIX MOPTOE

+ 7. KoHdMrypalumA ceTeebix uHTephelicos
+ 8. HacTpoiika pe3epEMpOBaHUA

+ 9. HacTpoiiku SSH

+ 10. Hactpoitku FTP

= 11. KoHdurypauus MemceTeBoOro aKpaHa

Kondurypauma mexceTeBoro skpaHa

Be6-uxTepdeiic LuCl

HTTP Secure

061wwue cnyxEbl U NPOTOKONbI

BesonacHoii shell (SSH)
File Transfer Protocol (FTP) []

CODESYS agpo MNJIK

Be6 Buayanusauma [

Cpencrea otnagku [

MNpoTokonkbl o6MeHa ¢ NoNeBbIMH YCTPORCTBaMMN

ModBus TCF [

OPCUA []

e

Puc. 2-34: MacTep HacTpoiiku. HacTpoiikun MexceTeBoro akpaHa

aen 2.8).

(cm. pasgen 2.9).

JTio6ble OTKPbITbIE MOPTLI BO BHELLHIOK (F/106a1bHY0) CETh MOTYT NPEeACTaBAsATb CEPbE3HYI0 Yrpo3y 6€30MacHOCTH.

OTKpbIBas BO BHELLHIOW ceTb goctyn kK Web-nHtepdoeiicy LUCI no npotokonam HTTP unn HTTPS, cneayet o6sa3a-
Te/IbHO N03a60TUTLCA 06 YCTAHOBKE C/I0XKHOTO Naposis Ans Bxoga (cMm. pasaen 2.2).

OTKpbIBas BO BHELLHIOW CETb A0CTYN Kk Be6-Bu3yanusauum CODESYS, cpeacteam otnagkm CODESYS, wuHam

OPC UA nnn ModBus TCP, cnefyeT NoOHUMAaTh, YTO AaHHble CNyx06bl 6yayT AOCTYMNHbI I060MY BO BHELLHEN CeTn

6e3 kakoii-1mbo aBTOpU3aLum.

OTKpbIBas BO BHELLHIOK CETb JOCTYM MO NPOTOKoNy SSH, cneayeT 06a3atenibHO No3aboTuTbes 0 6e30nacHoM napone
WM BK/IHOUMTb aBTOPU3aLIMIO TObKO C UCMO/b30BaHMeM SSH-K/oYeit, To ecTb 3anpeTuTb BXOA No naposto (CM. pas-

OTKpbIBas BO BHELLHIOW CETb AOCTYN no npotokony FTP, cnepyet o6sA3arensHO No3aboTutbes 0 6e3onacHoM naposne
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H CocTosiHUue

3.1 O6G30p

TN-UG-OWRT-LUCI-R3

Ha ctpaHuue «O630p» pasgena «CocTosiHue» 0TobpaxaeTcs cBofHasA MHopMaums o TeKyLLLEM COCTOSHUM
yCTpoicTBa. BHelHuii Bug, ctpaHnubl «O630p» NokasaH Ha pucyHke 3-1.

& plc210 - O6zep - LuCl X + - O *

< ¢ @

O & 172.16.0.1/cgi-bin/luci/admin/status/overview b ﬁ In @ '@.

OIBIEH

s ABTOOGHOENEHHE BHNIOYEHD

COCTORHME ¥
OGaop
MeskceTeBoit sKpaH
MapLpyThi

Tpaduky B peanbHoM
BpeMeHi

JypHanb!
Cuncrema b
MnK »
CrywGbl P
CeTo »
CratucTuka b

BblidTH

plc2lo

CocToaHue

Cucrema
Wm# xocTa
Mogens
CepuitHbli HoMep
ApXWTEKTYpa
BepciA NpoLLMBKM
BepcuA AOpa
NokanbHoe BpemMa
Bpema patoTbl
CpefiHARA 3arpyaka
MpHuMHa Nepe3arpyaku
HanpAxeHue GaTapeq Uacoe
Temnepatypa
KaHan nuTaHus 1
KaHan nuTaHuA 2

CoctonAqke USBE

nnK
Aapo NAK
Bepcua agpa MK

CocToaHue Aapa MK

Monb3oBaTenbckoe N pUnoXeHne

MocnegHese UCKMOYEHWE

OnepaTuBHasa namaTb (RAM)

WcnonbzoeaHo

plc210

OWEN PLC210-01

ARMVT Processor rev 2 (v71)
plc210redu 2.0.0814.0957
4.19.94-rt39-ti-owen
2020-08-19 17:57:37 +0300
34 9ml6c
1.33,1.92,1.75
MutaHue

3065 MB (good)

47.8°C

He nogrnioueHo

MoaxknuyeHo

He nofxntoueHo

CODESYs
3.5.16.0
PaGoTaer

PatoTaet

Mm#A: Easy_Redu
WMameneno: 10.07.2020 12:57:24

Nothing

68.39 MUb / 243.58 Mub (28%)

-

Puc. 3-1: CtpaHuua «O630p»

CTpaHuua «O630p» pasaeneHa Ha HeCKO/bKO Nofpasaesios:

¢ «Cuctema» (cM. pasgen 3.1.1);

e «[JIK» (cm. pasgen 3.1.2);

* «OnepatnBHasa namsatb (RAM)» (cMm. pasgen 3.1.3);

¢ «COCTOsIHME NOPTOB CETEBbLIX NHTEpPdIencoB» (cM. pasgen 3.1.4);

* «CeTtb» (cM. pasgen 3.1.5);

¢ «AkTMBHble DHCP apeHabl» (cMm. pasgen 3.1.6).
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3.1.1 Nopgpasaen «Cucrema»

MmA xocTa

Mogens

CepWiHbIA HOMEep
ApxuTexTypa

BepcuA NpoWWEKK
Bepcua agpa
JokanoHoe BpeMa
BpemA paboTbl
CpeaHAs 3arpyaka
MpWUYKHa Nepesarpyaku
HanpaxeHue GaTapeu 4acos
TemnepaTypa

Kanan nuraHua 1

Kanan nutanmAa 2

CoctoAHue USB

plc210-2

OWEN PLCZ210-01

ARMV7 Processor rev 2 (v71)
plc210 2.0.0811.1002
4.19.94-rt39-ti-owen
2020-08-25 15:15:51 +0300
04 9m 29¢
0.53,0.45,0.27
MuTanuwe

2986 MB (good)

35.8°C

MopknKYeHo

He nogrnioueHo

He nogxknioyeHo

Puc. 3-2: CocTosiHue. MNoapasaen «Cuctema»

B nogpasgene «CuctemMa» cTpaHuLbl «O630p» (CM. PUCYHOK 3-2) NPMBOASTCS OCHOBHbIE NapaMeTpbl CUCTEMbI:

«mMsa xocTa» — MMS cUcTeMsbl (MMS XocTa);

«Mogaenb» — Mofaenb YyCTPOCTBA;

«CepuiitHbIii HOMep» — CepWiiHbI HOMEp YCTPOIACTBA;

«ApPXUTEKTYpa» — MOAE/b 1 apXUTEKTYpa NpoLeccopa;

«Bepcusi NpoLLnBKM» — BEPCUS NPOLLMBKY;

«Bepcus sgpa» — Bepcus sapa onepauyoHHON CUCTEMBI;

«JlokaslbHoe BpeMsi» — Tekylme AaTta U Bpems;

«Bpemsi paboTbi» — BpeMs paboTbl YCTPONCTBA (C MOMEHTA BK/IHOUEHNS);

«CpefHss 3arpyska» — Tekylme 3Ha4deHns cpegHei 3arpysku [3] (cpegHue 3HadeHms 3a 1, 5 n 15 MUHyT);
«[MpuunHa nepesarpysku» — OnmncaHne NpPUYnHbLI NOCNeHel nepesarpysku;

«HanpshkeHne 6atapen YacoB» — 3HaUEHNe HanpsHKeHVsi 6aTapen YacoB (3HaUeHMe U3MepsieTcs NP BKO-
YeHuW, fanee — OAuH pas B cyTku)';

«Temneparypa» — 3Ha4yeHue farymka Temneparypbl, yCTAHOBIEHHOIO Ha nnare yCTpOVICTBaZ;
«KaHan nutaHusa 1», «KaHas nutaHust 2» — cocTosiHMe 1-ro 1 2-ro KaHasioB r||/|TaH|/|s13;

«CocTtosiHme USB» — cocTtosiHue USB nogxntodeHuns. B gaHHOR CTpoke oTobpaxaeTcsl MHdhopMauusi 0 CKOpo-
cTn nogknoyéHHoro USB ycTpoiicTBa (CM. PUCYHOK 3-3), a Takke nHhopmauusi o neperpyske no Toky, B Cry-
yae eé BO3HUKHOBEHUS (CM. PUCYHOK 3-4)*.

MeaknoyeHo High-speed ycTpoiicTeo

Puc. 3-3: CoctosiHune. Moapasgen «Cuctema. MiHdhopmauusi o ckopocTu nogkntoueHns USB ycTpolicTee

! MapameTp oTcyTcTBYET B Web-uHTepdelice ynpasneHus koHTposiepos CrK.
2 MapameTp oTcyTcTBYET B Web-uHTepdelice ynpasnenus koHTposiepos CriK.

3 Napametp otcyTcTBYeT B Web-uHTepdeiice ynpasnenus koHTposnepos CMK. B Web-uHTepdelice ynpasnerus koHTponnepos M/K200
NPUCYTCTBYET TO/ILKO napameTtp «KaHan nutaHus 1».

4 MapameTp oTcyTcTBYET B Web-uHTepdelice ynpasneHuns koHTpossiepos M/1K200.

45/ 227



KpaTkoe onncaHne oCHOBHbIX yHKUMI Web-nHTepdielica ynpaBneHust koHTponnepos... TN-UG-OWRT-LUCI-R3

MpeEbiWeHUe NOTREGNEHUA MO TOKY

Puc. 3-4: CocTtosiHne. Mogpasgen «Cuctemax. MiHchopmauusi o neperpyske no Toky Ha USB uHTepdelice

3.1.2 NMopgpasgen «MJ1K»

Anpo NNK CODESYS
Bepcua agpa MK 3.5.14.30
CocToanue agpa MNNK PafBoTaeT
Monb3aoeaTenbokoe NPUNoMEHHE He sanyweno
MocnegHee MCKNOUEHUE Nothing

Puc. 3-5: CoctosHue. Mogpasgen «MN1K»

B nogpasgene «MJ1K» ctpannubl «O630p» (CM. pUcyHOK 3-5) NpMBOAATCS NapameTpbl QyHKUmMi MJ1K ycTpolicTsa:
e «Agpo MNJIK» — HanmeHoBaHue ncnonb3yemoro sapa MN/k;
* «Bepcusa agpa MNJIK» — Bepcusa ncnons3yemoro sgpa MNikK;
* «CocTosiHne agpa MNJ/1K» — coctosHue agpa MN/1K. MoXeT npyHuMmarth 3HaYeHus:
o «PabotaeT» — agpo MNJIK 3anyweHo 1 paboTaer;
o «OcTaHOBNEHO» — A4p0 MJIK 0OCTaHOBMEHO U He paboTaeT.

* «[onb3oBaTeNIbCkoe NPUIoXKEHNE» — KpaTkasi MHGopMaLMs O NOMb30BaTe/TbCKOM NMPUOXEHNUN. MOXET Npu-
HMMaTb OAHO M3 C/lefyHoLLIVX 3HAYEHWIA:

o «PaboTaeT» — nosib3oBaTe/IbCcKoe npunoXeHne 3anyueHo n pa60TaeT;
o «He 3anyLleHo» — Nnosib30BaTeIbCKOE NPUIoKeEHNEe He 3anyLLEeHo;
o «OCTaHOB/IEHO» — NOJIb30BaTE/NIbCKOE NPUIOXEHNE OCTAHOB/IEHO;

o «McknioueHne» — paboTa Nnosb30BaTeNbCKOro NPUIOXKEHNS Bbla NpepBaHa 13-3a NPOn3oLLE/LLIEro
UcktoYeHust. VIHchopmaumsi o nocsieiHemM Npov3oLlewem UCKoYeHn nprueeaeHa B nose «MocnegHee
UCK/TIOUEHME».

Ecnv nonb3oBaTesibckoe NPUIoXKEHNEe 3arpy>XeHo, BbIBOAUTCS Crieaytowas 4onoHuTebHas MHdopMauus
0 NpUIIoXeHUn (CM. MPUMEP Ha pUCyHKe 3-6):

o «MA» — Ha3BaHue (MMS) NPUIOXKEHWS,
o «ABTOpP» — aBTOP NPUIOKEHUS;
o «Bepcus» — Bepcust NPUNOXKEHUS;

o «M3meHeHO» — paTta u BpeMa nocneaHero USMeHeHna nNpusioXKeHns.

Monb3oBatensckoe npunoxeHne PaBoTaeTr

MmA: naladka_PLC210

AeTtop: Melnik A. G.

Bepcwa: 3.5.14.1008
WameHeno: 27.05.2019 09:05:22

Puc. 3-6: CoctosiHue. Moapasgen «MJ/1K». MiHhopmaLuus o 3anyLeHHOM M0/1b30BaTeNIbCKOM NMPUNOXEeHUN

e «[locnegHee vckYeHNE» — VIH(*)OpMaLI,VIFI 0 nocnegHem npowusowleglem NCKIKYeHnN.

3.1.3 Mopgpaspen «OneparusHas namaTb (RAM)»

B nogpasgene «OnepaTtueHas namatb (RAM)» cTpaHuLbl «O630p» NPUBOAUTCA MHKpOpMALMs O 3aHATOl onepa-
TUBHOIA NaMsITV YCTPOIACTBA B BUAE LLKaSIbl, KaK MOKa3aHo Ha pucyHke 3-7.
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McnonbaosaHo 78.36 MB / 244.52 MB (32%)

Puc. 3-7: CocTosiHue. Mogpa3saen «OneparvsHas namats (RAM)»
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3.1.4 MNMopgpasaen «CocTosiHNE NOPTOB CETEBLIX MHTEPIECOB»

B noapasgene «CocTosiH/E NOPTOB CETEBbLIX UHTEPCIECOB» cTpaHuLbl «O630p» NpuBoAUTCS Tabnula BCex nop-
TOB CETEBbIX NHTEPAIENCOB B BUAE Tabnuupl (CM. pUCyHOK 3-8).

KonnyecTtBo ceTeBbIX VIHTepCbeVICOB MOXET OT/IN4aTbCA B 3aBUCUMMOCTK OT MOAE/TN KOHTpO/1epa.

Wma n MAC-agpec  CoCTOAHME NOAKMIOYEHWA

Ethernet 1
7C:38:66:42:6C:4C

Ethernet 2
7C:38:66:42:6C4E

Ethernet 3
7C:38:66:42:6C:4F

100 MéuT/c,
NonHbIiA gynnekc

Ethernet 4
7C:38:66:42:6C:4D

USB RNDIS
7C:38:66:42:6C:51

%3 MoAKNKYEHD

WHTepdeiic

eth1

eth2

eth3

ethd (WAN)

ush0 (USBO)

B cocTaee mocTa

br-LAN (LAN),
nopr 2

br-L AN (LAN),
noprt 3

br-LAN (LAN),
nopt 1

30HbI MeXceTeBoro akpaia  Mony4enue (RX)

62.93 Knb
(559 nakeToB)

2.43 Mub
(16210 nakeToB)

Mepepava (TX)

31.41 Kub
(614 naketoe)

2.49 Mub
(8275 nakeTog)

Puc. 3-8: CoctosiHue. Moapasgen «CocTosiHMe NOPTOB CETEBbIX MHTEPdECcOoB»

Tabnmua 3-1: IKOHKV TUMOB M COCTOSIHWIA NOAK/IOUYEHNI NOPTOB CETEBbIX MHTepdeiicoB

CocTosiHue noaxkntoveHns
Tun nogknioveHus

OTK/II04YEHO He nogkntoueHo MogknioueHo

MpoBoaHoe noaksyeHne

BecnposogHoe Wi-Fi nogxnwoyeHne

BecnposogHoe LTE/3G/2G nogkntoueHve

USB RNDIS nogkntoyeHve

VPN nopgxntoyeHne

4D Uy ) E
DUy §|) E

PPP nogkntoveHne [

Kaxpas ctpoka Tabnuubl COOTBETCTBYET OAHOMY (DM3MYECKOMY CETEBOMY MHTepdheicy. Tabnuua umeer cregyto-
wme ctonbubi:

e «Vmsi 1 MAC-agpec» — nms ceteBoro nopta u MAC agpec dmaunueckoro nHtepdeica nopra;

* «CoCTOsIHME NOAK/IOUEHNS» — TeKylLlee COCTOsIHME NOAK/IHUYEHUSI CETEBONO MHTepdelica. Takke oTobpaxa-
€Tcsl MHYopMAaLMs O CKOPOCTU M AynJieKce NOAKMOYEHUS, €CNN Takas MHPOPMaLna AOCTYNHA AN AaHHOTO
nHTepdeiica.

[ononHUTENBHO, B A@HHOM CTONBLE 0TOGPAXAETCS MKOHKA, KOTopasi onpeaensieT TUM 1 Tekylllee CoCTosiHVe
NoAK/oYeHUs. BO3MOXHbIE TUMbI U COCTOSIHUS MOAK/TIOUEHUI NpuBeaeHbI B Tabnuue 3-1.

» «U/HTEepdeiic» — 1Ma CUCTEMHOTO CETEBOIO MHTEpdielica nopTa. B ckobkax ykasbiBaeTcs MMS BUPTYasIbHOTO
CEeTEBOro nHTepdielica, K KOTOPOMY NPUBSA3aH CUCTEMHbIN CeTeBOW MHTepdelic (ecnn TakoBoit umeetcs). Mpu
HaxaTuu Ha UMs BUPTYasibHOro MHTepdeica Npon3oiaET nepexos K CTpaHuLe HaCTPOK/M COOTBETCTBYHOLLLErO
ceTeBoro nHTepdeiica (cm. pasgen 7.1.1).

» «B cocTaBe MOCTa» — UMsi CUCTEMHOIO CETEBO0 MHTEpelica MOCTa, B KOTOPbI BK/IIOYEH AaHHBI NOPT.
B ckobkax yka3blBaeTCS MMSI BUPTYa/lbHOrO CETEBOr0 UHTepeiica, K KOTOPOMY NpUBSI3aH CUCTEMHBIN ce-
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TEeBOW MHTepdIelic (ecnmn TakoBoW nmeeTcs). Mpu HaxaTm Ha UMS BUPTYalbHOTO MHTepdielica NPon3ongéT
nepexof K CTpaHuvLe HacTpOlikM COOTBETCTBYIOLLIErO ceTeBoro uHTepdeiica (cm. pasgen 7.1.1).

«30Hbl MEXCETEBOIO 3KpPaHa» — Nepeyncs/ieHne BCeEX 30H MEXCETEBOIO 3KpaHa, B KOTOPbIE BK/THOUYEH UHTEp-
qoelic;

e «[MonyyeHne (RX)» — KO/IMYECTBO NPUHATBLIX 6alAT (MakeToB) Yepes AaHHbIN NHTepPQIENic;

» «OtnpaBka (TX)» — KONM4YeCcTBO OTNPaB/IEHHbIX 6T (MakeToB) Yepes AaHHbIN MHTepdelic.

3.1.4.1 Pexum annaparHoro kKommMmytaTopa Ha kotponnepax NJiK200
Ha koHTponnepe MJ/IK200 gocTyneH pexunm annapaTrHoro kommyrtaropa (cMm. pasgen 2.5.1). B gaHHOM pexume
husmyeckue noptbl «Ethernet 1» n «Ethernet 2» 06begnHeHbI B annapaTHbIil 3-X NOPTOBbI KOMMyTaTop. TpeTuii

nopT (BHYTPEHHWI) annapaTHOro KOMMyTaTopa NOAK/IYEH K LIeHTpasibHOMY npoLieccopy KoHTposiepa MN/1K200
N JOCTYNEH ANA HACTPOMKM nosb3oBarenem (CM. pUcyHok 3-9).

OObIYHBIV pexuM (aBa MHTepderica)

MJIK200
AnnaparHbi KOMMYTaTop
= nopt
é 2l Ethernet 1
5
D
% th1 nopt
< Ethernet 2
Pexwm annapaTHoro kommyTtatopa
MJIK200
AnnaparHbIn KOMMYyTaTop
— nopTt 3 nopr 1 nopt
§ i Ethernet 1
£
] /70'07’9
% nopt
Ethernet 2

Puc. 3-9: Pexumbl paboTbl KOMMyTaTopa KoHTposiepa M1K200

B pgaHHOM pexwvmMe Tabnmua nopToB CeTEBbIX MHTEPMECOB CTPaHULbl «O630p», ByAET BbIAAETb, Kak NoKasaHo
Ha pucyHke 3-10.

WmA n MAC-agpec  CocTofHMe WHTepdeiic B cocTaBe MocTa 30HbI MeXCceTeBoro Mony4eHue Mepepaya
NOAKMIYEHWA 3aKpaHa (RX) (TX)

CPU 100 MBuT/c, eth0 (LAN) = lan 39.01 Kub 101.57 Kub
38:0B:3C:25:89:8F MONHBIA Gynnekc (237 nakeTORB) (257 nakeToEB)
Ethernet 1 w 100 MBuT/c, = AnnapaTHbIN = = =

MOMHBIA GyNaeKc KOMMYTaTOP
Ethernet 2 = AnnapaTHbIA = = =

KOMMYTaTOP

USB RNDIS . ush0 =2 = = =
38:0B:3C:25:89:91 = (USBO)

Puc. 3-10: CocTosiHue NopToOB CeTeBbIX MHTepdelicoB koHTponnepa M/1IK200 B pexvme annapaTtHOro kKoMmMmyTaTopa

MopTol «Ethernet 1» n «Ethernet 2» GyagyT nomeyeHbl kak «AnnapaTHblii KOMMyTaTop». CTaTUCTUKA NOMYyYEHHbIX
N NPUHATLIX JaHHbIX 419 3TUX NOPTOB He BbIBOAUTCA B CBA3M C annapaTHbIMU OrpaHnyeHnamMmn pexmma padoTsbl

KOMMyTaTopa.
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TpeTunii NOpT annaparHoro KOMMyTaTopa B Tabnmue oTobpaxaeTcs B MepBoii cTpoke ¢ uMmeHem «CPU». B cucteme
JaHHbIi NOpT NpeAcTaB/ieH CUCTEMHbLIM MHTepdeiicom ethO.

3.1.5 MNopgpasgen «CeTb»

B nogpasgene «CeTb» cTpaHuLbl «O630p» NpMBOAUTCA MHGIOPMALMA 06 OCHOBHbIX CETEBLIX MHTEpPdielicax B BUAE
6/10KOB, Kak NnokasaHo Ha pucyHke 3-11.

OcHoeHo# IPv4d @

YetpoitcTeo: MocT: "br-lan”
MAC-appec: 64:CF:D9:60:EE:78 =

MpoTtokon: DHCP-knueHT
Appec: 192.168.10.230/24
Wines: 192.168.10.1

DNS 1: 192.168.10.1
HecrekaeT: 54 59m 24c
Moaknoyen: 0y OmM 36C

AKTHUBHbIE COEQMHEHWA 138 /16384 (0%)

Puc. 3-11: CocTosiHue. MNoapasaen «Cetb»

Kpome Toro, BHu3y nogpasgena «Cetb» cTpaHuLbl «O630p» 0TOOpaXkaeTCcs Tekyllee N MakCMMaslbHO BO3MOXHOe
KONNYEeCTBO CETEBbLIX COEAMHEHNI B BUAE LWKaslbl (CM pUCYHOK 3-11).

3.1.6 Nopgpasaen «AkTuBHble DHCP apeHgbI»

B nogpasgene «AktuBHble DHCP apeHabl» cTpaHuupl «O630p» NpMBOANTCA Tabnunua akTMBHbLIX apeHA0BaHHbIX
DHCP agpecoB (CM. pycyHOK 3-12).

AKTHBHbIe DHCP apeHpabl

WmA xoeTa IPv4-appec MAC-aapec OcTaBLIeecA BPpeMA apeHabl

Anton-W8a 172.16.0.157 2E:47:BB 234 55m 17c

Puc. 3-12: CocTosiHue. MNogpasaen «AktusHble DHCP apeHppbl»

Kaxpas ctpoka Tabnuubl COOTBETCTBYET OAHOMY apeHAoBaHHOMY agpecy. Tabnuua umeet crefytolime cTonbubl:
¢ «/Msa xocTa» — MMS XOCTa K/IMeHTa, KOTOPOMY BblaH afpec B apeHay;
* «IPv4-agpec» — IPv4 agpec, BbldaHHbI KNVEHTY B apeHay;
* «MAC-agpec» — annapatHblit MAC agpec KnneHTa, Noy4nBLUEro afpec B apeHay;
» «OcTaBLleecs BpeMs apeH/bl» — OCTaBLUeecs BpeMs apeHbl BblAaHHOro ajapeca.
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3.2 MexceTeBOW 3KpaH

Ha cTtpaHuue «MexceTeBoli akpaH» pasfena «CocTosiHue» 0TobpaxkaroTCs akTUBHbIE MpaBusia MeXCeTEeBOro akpa-
Ha ans Bcex Tabnuy, (Filter, NAT, Mangle) n ux uenoyek. BHellHWIA BUA CTpaHuLbl «MexXCceTeBOon KpaH» nokasaH
Ha pucyHke 3-13.

& plc210 - Mexccerenoii skpan - X | + - m] ®
<« c @ © & 172.16.0.1/cgi-binflud/admin/status/iptables o @ P n @ & =
°I'IEII c ABTo06HOBNEHME BIIOYEHO =

COCTORHNE ¥ plc2lo
06aop COCTOfIHME MEXCETEBOro aKpaHa

MeCceTeBoi 3KkpaH " _
CKpbITb NYCThie LENoYkM  COPOCHTL cuéTumkn  lMepesanycTUTh MEXCETEBOH 3KpaH

MapuipyTbl
MexwceTeBoil akpaH IPv4 | MewceTesoi akpaH IPve
IpadMkM & peannHoM

BpemeHn Ta6nuua: Filter
HypHanbi Llenoyka INPUT (Monutuka: ACCEPT, 818 MakeTel, 61.20 KB Tpaduk)
Cuctema b naketoe  Tpaduk  HasHauenne Mpor. B Bue Wcrounmk Hanpaenenwe Onuynn KommenTapui
nnK » 1.66 K 117.00 KB ACCEPT all lo * 0.0.0.0/0 0.0.0.0/0 - -
. Custom input rule
CnyxGol b 3.04K 351.42KB input_rule all * * 0.0.00/0 0.0.0.0/0 = chain
e 208K 28376KB ACCEPT Il * * 0.0.0.0/0 0.0.0.0/0 ctstate
. . @ o o RELATED,ESTABLISHED
CTaTUCTHKaE P
262 13.62KB  syn_flood tcp * * 0.0.00/0 0.0.0.0/0 tep flags:0x17/0x02 =
BoiAti .
140 646 KB  zO all ‘a: * 0.0.0.0/0  0.0.0.0/0 - -
0 oB zone_wan_input  all ethl * 0.0.0.0/0  0.0.0.0/0 = =
Llenoyka FORWARD (Monutuka: DROP, 0 MakeTbi, 0 B Tpaduk)
naketoe Tpagmek HasHaueHue Mpor. B Bre MHcrounmk Hanpaenewne Onuwmn KommeHTapuit

N Custom forwarding rule
0 08  forwarding.rule  all - *  0000/0  0.000/0

chain
[} 0B ACCEPT all J E 0.0.0.0/0 0.0.0.0/0 ctstate
o o RELATED,ESTABLISHED
br-
a [1]:] zone_lan_forward  all lan * 0.0.0.0/0 0.0.0.0/0
0 [1]:] zone_wan_forward  all eth1 L3 0.0.0.0/0 0.0.0.0/0
0 0B reject all * * 0.00.0/0  0.0.0.0/0
Llenoyka OUTPUT (Monutuka: ACCEPT, 133 MNakeTsl, 5.62 KB Tpaduk)
naketoe  Tpaguk  Hasuauenue Mpor. B BHe WeTounuk  Hanpaenewne  OmumMu KommenTapuil
1.66 K 117.00 KB ACCEPT all * lo 0.0.0.0/0 0.0.0.0/0
Custom output rule
3.32K 1.17MB  output_rule all oo 0.0.0.0/0 0.0.0.0/0 q
Al il D
2.54 K 113MB  ACCEPT all oo 0.0.0.0/0  0.0.0.0/0 ctstate
. o o RELATED,ESTABLISHED
br-
650 3877KB  zone lan output  all * lan 0.0.0.0/0  0.0.0.0/0
0 0B zone_wan_output  all * ethl 0.0.0.0/0  0.0.0.0/0

Puc. 3-13: CtpaHuua «MexceTeBoi 3KkpaH»

[ns noHVMaHWA NprBeAEHHbIX AaHHbIX B Tabnuuax Ha cTpaHuue «MeXCceTeBol aKpaH» PeKOMeHAYeTCsl 03HaKo-
MUTbCA C AOKYMeHTaUMen Kk MexceTeBoMy akpaHy netfilter ans sgep Linux [4] n K yTunuTe ynpaeneHus iptables [5].

YnpaBieHne MexceTeBbIM 3KpaHOM (pefakTupoBaHue n fobassieHne nNpasw) OCYLLECTBSETCA Ha CTpaHuLe «Mex-
CeTeBO akpaH» pasgena «Cetb» (CcM. pasgen 7.5).
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3.3 MapupyTbl

Ha cTtpaHuue «MapLpyTbi» pasgena «CoctosiHue» oTobpaxatoTcs Tekywme 1Pv4 u IPv6 Tabnmubl MapLipyTmsa-
uun. Takke Ha cTpaHuLe npuBeaeHa Tekywasa ARP Tabnuua (Tabnuua cootsetcTBust MAC-agpecos IP-agpecam).
BHewwHwuii Bug, cTpaHmubl «MapLupyTbi» NOKa3aH Ha pucyHke 3-14.

@ plc210- Mapwpyren - LuCl - X | + - o
<« ¢ o © & 172.16.0.1/cgi-bin/luci/admin/status/routes we o o 1 =
VBN :

CocToAHWE ¥ plc2l0
0630p

MapLlpyTbi

MemceTenol skpaH Ha aaHHOM yCTpORCTBE aKTMBHbI CNeaylolyMe npasmna

MapwpyTbi
ARP
Tpathukm B peanbHoM
EPEMEHH IPv4-appec MAC-aapec HHTepdeiic
MypHansi 172.16.0.2 40:BD:32:2E:47:88 (usb0)
Cuctema b
AxTuBHEIe |PV4-MapLupyThI
nnK »
CeTb HaaHaueHne IPv4-uni03 MeTpuKa Tabnuua MpoTokon
CnyxGol b
(usb0) 172.16.0.0/29 - 1] main kernel
»
cero lan 192.168.1.0/24 - 0 main kernel

CraticTuka b

) IPv6 cocepm (neighbours)
BbiATi

IPv6-appec MAC-appec UnTepdeiic

AKTUBHBIE

MapLUpyThI

CeTb HazHaueHue MCTOUHHK MeTpuka Tabnuya MpoTokon

Puc. 3-14: CtpaHuya «<MapLupyTbi»

[lo6aButb ctatnyeckue |Pv4 nnn IPv6 mapLupyTbl MOXHO Ha cTpaHuue «MapLupyTbi» pasgena «CeTb» (CM. pas-
aen 7.4).
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3.4 I'pacmkn B pea/ibHOM BpeMeHU
Ha ctpaHuue «padurkm B peasisHOM BpeMeHu» pasfena «CocTosiHie» 0To6paxatoTcs rpaukmn 41 HEKOTOPbIX
CUCTEMHbIX NapameTpoB B peasibHOM BPEMEHMU:

* Tekywas sarpyska cuctemsl [3] (cpegHue 3HadeHus 3a 1, 5 u 15 MuHyT);

e TekyLlue BXOoAALWNIA 1 ucxoasawmii Tpaduk ceTeBblX MHTepPElicoB;

BHewwHWi1 BUA, cTpaHuubl «padhvkn B peasibHOM BpeMEHW» A/18 pa3INyHbIX rpadiMkoB nokasaH Ha pucyHkax 3-15,
3-16 n 3-17.

ir -
@ plc210 - Coegurerua - LuCl X | + =

“ - ¢ o © & 172.16.0.1/cgi-bin/lucifadmin/status/realtime/connections e @ Y n o @ 1w =
L -~
“I'I-Il c ABTOOGHOBNEHHE BKMIOYEHD
-
CocToAHME ¥ WmsA xocTa: plc2l0

063op f T )
Sarpyska | Tpadmk | CoenuHeHws

MemceTeBoi 3KpaH

3m 2m im
MapwpyTbl

rpatduK B peannHoM i
BpEMEHH

Hypranbi
50
Cuctema b

nne »
Cnywbol b

CeTo b

CraTucTuka #

(3 MUHYTHOE OKHO, 3 CEKYHHBIA UHTEPBAN)

BblidTi
52 CpepuAn: 48 MukoBaA: 68

0 Cpepuss: 1 MukoBaa: 6

=
o
3 |8
8 1% I3
o

Cpepgusa: 0 MNukopan: 1

BKNIOUMTH Pa3pelieHne MMEH

Cetb Mp Hanpaenenwe Mepepaya

IPV4 upp 172.16.0.157:17500 172.16.255.255:17500 13.76 KE (77 naxkeToe)
IPV4 upp 172.16.0.1:1740 172.16.0.1:1740 2.19 KE (56 nakeTos)
IPV4 upp 192.168.0.100:17500 192.168.0.255:17500 1.07 KE (6 nakeToB)
IPV4 TCP 172.16.0.157:4421 172.16.0.1:80 970 B (5 nakeToR)
IPV4 uDP 192.168.0.35:20365 8.8.8.8:53 546 b (4 nakeTog)
IPV4 uDpP 172.16.0.157:137 172.16.255.255:137 468 b (b nakeToE)
IPV4 uDP 192.168.0.100:137 192.168.0.255:137 468 B (6 NnakeToE)
1PV4 uDpP 172.16.0.157:53892 172.16.0.1:53 425 B (6 NaKeToB)
IPV4 uppP 172.16.0.157:50645 172.16.0.1:53 380 B (3 nakeToB)
IPV4 UDP 192.168.0.35:24371 192.168.0.1:53 360 B (3 nakeToB)
IPV4 UDpP 192.168.0.35:44848 8.8.8.8:53 352 b (4 nakeToB)
IPV4 uppP 192.168.0.35:44848 192.168.0.1:53 313 B (2 nakeToB)
IPV4 upp 192.168.0.35:42798 192.168.0.1:53 298 B (2 nakeToB)
IPV4 upp 192.168.0.35:24054 192.168.0.1:53 298 B (2 nakeToB)
IPV4 upp 172.16.0.157:54370 172.16.0.1:53 298 B (2 nakeToB)
IPV4 uDpP 192.168.0.35:18608 192.168.0.1:53 298 B (2 nakeToR)

Puc. 3-15: CtpaHuua «pauku B peasibHOM BpeMeHn». Mpatnk akTMBHbIX COeANHEHNT
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% ‘ & plc210 - Tpaduc - LuCl X ‘ & plc210 - Coegunenna - LuCl X ‘ + all -~
‘ @ & 172.16.0.1/cgi-bin/luci/admin/status/realtime e ﬁ| in O ® 1 =
s
c ABToOGHOBNEHWE BKIIIOYEHD
CoCToRHME ¥ WA xocTa: ple210
0O63op
3arpyska | Tpatu
MemceTeBoi aKpaH
3m
MapwpyTbl
rpadiku B peanbHoM 150
BpeMeHH
HypHans!
.00
Cuctema b
nng »
050
Cmywbbl b
CeTb b
CratucTuka b (3 MUHYTHO® OKHO, 3 CeKYHHbIH UHTEpPBaN)
BoiiTh
3arpysxa 3a 1 mumyty: 1.52 Cpepnan:  0.95 MukoBan: 1.52
ﬂsuaﬂsuuuﬂ: 0.70 Cpeaunan:  0.45 Mueoean: 0.70
3arpyska 3a 15 MuHyT:  0.46 Cpepnan:  0.37 Mukoean: 0.46
v
Puc. 3-16: CtpaHuua «lpathmkm B peasibHOM BpeMeHu». [padimnk 3arpysku
& plc210 - Tpadw - LuCl % ‘ & plc210 - Coegunenna - LuCl X ‘ + all -~
TN
(€)= ¢ @ ‘ © & 172.16.0.1/cgi-bin/luc/admin/status/realtime/bandwidth v O 0 no®®nfw =
L1 -~
“I'I.'. c AeToOGHOENEHWE EKIIIOMEHD
-
CoCToRHME ¥ WA xocTa: ple210

0O63op

MemceTeBoi aKpaH
brdan | ethl | swipl | swip2 | swip3 | usb0

MapuwpyTbl
rpadmkm B peanbHoM 3m 2m im
BpeMeHu
HypHans! 80.00 iurric (7.50 i&ic)
Cuctema b
nnK » 40.00 Kdwric (3.00 Sic)
Cmywbbl b
CeTb b 20.00 Kaurie (2.50 iait)
CTaTucTUKa b
BoiiTh

(3 MUHYTHO® OKHO, 3 CeKYHHbI# UHTepBaN)

BxoaAuwmii: 368 GuT/c CpegHAR:  3.22 K6uT/c Mukoean: 75.77 Kéut/c
(46 B/c) (412.52 B/c) (9.47 KB/c)
Mexogawmia: 0 But/c CpepHAn: 324.96 Gut/c Mukoean: 9.50 K6ut/c
(0B/c) (40.62 5/c) (1.19 KB/c)

Puc. 3-17: CtpaHuua «Ipadvmkv B peasibHOM BpeMeHu». Mpaduk Tpadmka mocTa «br-lan»
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3.5 XypHanbl

Ha cTpaHuue «KypHanbl» pasgena «CocTossHue» 0ToOpadkaroTcs 3anncu cnepyowmnx XypHasios:
e BKMagka «>KypHan sgpa» — XypHan sgpa (cMm. pasgen 3.5.1);
* BKNagka «CUCTEMHbIN XypHa» — CUCTEMHBIN XypHan (cM. pa3gen 3.5.2).

@ plc210 - Xypransi - LuCl X | + - O ke
<« (] fh 0 Z 172.16.0.1/cgi-bin/luci/admin/status/logview ) ﬁ n O @® ﬁ. =
V) E ]
[ ]
CocTosHue ¥ plc2ld
O6sop MpocMoTp XypHanos 2o

MeKceTeBoM aKpaH
HMypHan aapa | CMCTEMHbIN XypHan

MapupyTbl
Mpathky & peanbHom OTofpamaTh Mo yGbIBaHUIO BpeMeHU (NocneaHee caepxy) Crauatb (RAW) v
BpEMEHN
OTo6pamaTh NPHOPHUTETHI:
JKypHans |11 (1) || 12(4) || 14 (18) || 30(2) || Info (315) || Notice (72) || Debug (6) || Critical (1) || Warning (10) || Error (10) |
Cucrema b OToBpaKaTe cToNGLbI:
| N || Bpema || MpuopureT || CooGuwenue |
nnK » —
Cryxcn b DuneTp 3anucei:
Ceto b

3anucw wypHana (439)

CTtatucTuka b

N2 Bpewms Mpuoputer  Coobuienne "
BbiIATH 439 70.244033 Info IPvG: ADDRCONF (NETDEV CHRANGE): usb0: link becomes ready

438 69.572022 Info IPv&: ADDRCONF (NETDEV_UP): usb0: link is not ready

437 69.499592 Info configfs-gadget gadget: high-speed config #1: c

436 69.317080 Info IPv&: ADDRCONF (NETDEV_UP): usb0: link is not ready

435 6£9.191353 Info usb0: MAC 38:0b:3c:25:4b:10

434 69.187817 Info usb0: HOST MAC 38:0b:3c:25:4b:0f

433 69.119673 Warning using random host ethernet address

432 69.119406 Warning using random self ethernet address

431 52.477865 Info IPv6: ADDRCONF (NETDEV _UP): ethd: link i3 not ready

430 52.476721 Errcr net ethd: promiscuity not disabled as the other interface is still in promiscuity mode

429 52.474717 Errcr net eth4: promiscuity not disabled as the other interface is still in promiscuity mode

428 52.474023 Info Micrel K3Z8895 switch 42101000.mdio:05: attached PHY driver [Micrel KSZ8335 switch]

{mii_bua:phy addr=4a101000.mdic:05, irg=POLL)

427 52.382108 Info net ethd: initializing cpsw versicn 1.12 (0)

426 52.346936 Info IPv6: ADDRCONF (NETDEV _UP): eth3: link i3 not ready

425 52.343423 Info ks3z8895 spil.0 eth3: configuring for phy/ link mode

424 52.188422 Errcr net eth4: promiscuity not disabled as the other interface i3 3till in promiscuity mode

423 52.101685 Info ks3z8895 spil.0 eth2: configuring for phy/ link mede

422 52.058519 Info kaz8895 spil.0 ethl: configuring for phy/ link mode

421 51.859%065 Info IPw6&: ADDRCONE (NETDEV UP): eth2: link is not ready

420 51.877124 Info br-lan: port 2{eth2) entered disabled state

419 51.872611 Info device eth2 left promiscuous mode

418 51.869417 Info IPva: ADDRCONF (NETDEV_UP): ethl: link is not ready

417 51.798528 Info br-lan: port 1{ethl) entered disabled state Vv

Powered by LuCI (Owen) / 2020.06

Puc. 3-18: Bknagka «>KypHaun sagpa»

MepeknoyeHre Mexay XypHasiaMu oCyLeCTBASETCS NPU MOMOLLY BKIAA0K B BEPXHEN YacTu cTpaHuubl (CM. pucy-
HOK 3-18).

OToBpaaTb No yOblBaHMKD BPEMEHU (NocnegHee CEEpXy) Ckauatb (RAW) ‘ v

OTobpamaTs NPUOPHTETDI:
[17¢1) || 12(4) || 14(18) || 30(2) || Info (315) || Notice (72) || Debug (6) || Critical (1) || Warning (10) || Error (10) |

OTobpamatb cTonbubl:

|E|| Bpema || MpuopuTeT || CooblueHne |

DuneTp 3anuceit: OunCTUTB

Puc. 3-19: CtpaHuupl «XKypHauib». DMeMeHTbl ynpasneHns npocMOTPOM XYypHas0B

55 /227



Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

CTpaHuLa Kaxoro XypHasia B BepXHeli YacTu CoAepXnT 06/1acTb CO CeAyoLWMI 3/IEMEHTaMV ynpasieHus

(cm.

pucyHok 3-19):

nepekntoyatens «OTo6paxkaTh No y6biBaHMio BpeMeHm (nocneaHee cBepxy)» — Mo3BosisieT Nepek/oynTb
PeX1m COPTMPOBKU 3anuceil. Mpu BKIOYEHHOM NepeksoyaTesnie 3anvcy XypHasia oto6pakatotcs no y6bisa-
HUIO BPEMEeHM perucTpauum, nocneaHss 3anucb Bceraa cBepxy (Pexnm oTo6pakeHust No ymondaHuio). Ecnm
nepeksoyaTesb BbIK/IOUEH, TO 3aM1cK 0TO6paXKaloTCs Mo BO3pacTaHWio BpeMeHu pernuctpauum, nocnegHss
3an1ch BCceraa CHu3Yy;

KHOMKa «OBHOBUTL» — BhIMO/THAET MOBTOPHOE YTEHME 3anuceii U3 COOTBETCTBYIOLLIETO XypHasia ¢ 06HOB/e-
HMeM 3anuceli B Tab/uLe Ha CTpaHuLE;

KHomKa «Ckavatb (<ghopmam>)» — N03BOJIAET BbINO/HUTL CKayMBaHne ainna xxypHana B Tpedyemom op-
mare. [locTtynHble popmarsl:

o «RAW>» — NpoCTOii TEKCTOBbI hopmart (McxodHblii dhopmar);
o «CSV» — TekcToBblii hopmat CSV;
o «JSON» — TekcToBbIli hopmat JSON;

KHOMKK-NepeknodaTeny «OTobpaxars NPUOPUTETbI» — MO3BONAIOT BK/OUNTL UMW BbIKMOUYATL OTOGpaXKeHue
3anvceit onpeaeneHHbIX NPYOPUTETOB;

KHOMKK-Nepeknodateny «OTobpaxars CTON6LIbI» — MO3BOMSIOT BK/OUUTL U/IN BbIK/IOUNTL OTOGpaXeHue
COOTBETCTBYHOLUMX CTON6LOB B TabnvLe 3anuceli XypHana;

none BBoga «PunsTp» — N03BO/IAET BbINOMHUTL OMLTPALMI0 0TOOPaKaEMbIX 3anuceli XXypHana no 3agaHo-
MYy LLIA6A0HY (CM. prcyHoK 3-20).

KHOTMKa «OQUUCTUTB» — KHOMKA O4YNCTKY BBEAEHHOIO WabioHa dmbTpa B nose BBofa «PuibTp».

3.5.1 XypHan sgpa

Bo Bknagke «XXypHan sagpa» ctpaHuubl «XXypHasbl» pasgena «CocTosHMe» 0TobpaxatoTcs 3anncm cCUCTeMHO-
ro XypHasna, B KOTOpbIil 3anMcbIBaloTCA CO0OLLEeHNA paboThl sapa Linux, HaunHas ¢ MOMeHTa 3arpysku. Mpuvep
BHELLUHEro Buna BKiagkn «XXKypHau agpa» nokasaH Ha pucyHkax 3-18 n 3-20.

e

UBEHM :

@ plc210 - Xypransi - LuCl X |+ - O ke

C @ © & 172.16.0.1/cgi-bin/luci/zdmin/st ogvie e w I O @ )

COoCTOfHHE ¥ plc2ld

MapLupyTh!

Ipadmku B peansHom OTobpamaTb No yGblBaHUIO BpeMeHK (NocneaHee ceepxy) CkauaTb (RAW) v

BpeMeHH

OToBpaXaTh NPUOPHTETHI:

HypHanb 11(0) || 12(0) || 14 (6) || 30 (0) || Info (4) || Notice (2) || Debug (0) || Critical (0) || Warning (1) || Error (0)

Cuctema b 0To6pamaTb cTonbUbl:
N2 || Bpemn || MpuopuTeT || CooblieHue

nnK »
Crys6oi b DunbTp 3anucei: | kemel m
Cetb P

CTaTucTuka b

N Bpema MpuoputeT Coobuiexne
BoidATH 364 11.104884 14 kmodloader: done loading kermel modules from fetc/modules.d/*
363 11.069%207 Info Xt_time: kernel timezone is +0300
359 11.044447 Warning cryptodev: loading out-of-tree module taints kernel.
354 10.952610 14 kmodloader: lcading kermel modules from fetc/modules.d/*
323 6.6543%6 14 kmodloader: done loading kermel modules from //etc/modules-boot.d/*
322 6.652668 14 kmodloader: lcading kermel modules from //etc/modules-boot.d/*
310 3.562077 14 kmodloader: done loading kernmel modules from /etc/modules-boot.d/*
309 3.559271 14 kmodloader: loading kermel modules from /etc/modules-boot.d/*
305 2.598825 Info Freeing unused kernel memory: 1024K
216 0.689234 Info 12tp_ppp: FPPcL2IP kernel driver, V2.0
21 0.000000 Neotice Virtual kernel memory layout:
20 0.000000 Info Memory: 199232K/262144K available (7162K kernel code, 322K rwdata, 1952K rodata, 1024K init, 251K
bas, 13760K reserved, 49152K cma-reserved, OK highmem)
17 N AnAnnn Mori ¥arnal command line- le=/dew/mm1]l mnier init=fehinfinit lehlank=fl Taz8805 deazl i

0Gzop MpocmoTp XKypHanos z

MexceTeBoR aKpaH ~
HypHuan Agpa | CMCTEMHDIA XypHan

3anmcu wypHana (orgunstposano 13 na 439)

Puc. 3-20: Bknagka «)XXypHan sagpa». MpumeHeHne dmnstpa 3anunceii
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3.5.2 CuctemHbIiA XXypHan

Bo Bknagke «CUCTEMHbIN XypHa» CTPaHuLbl «)XXypHasibl» pasgena «CocTosiHMe» oTobpaxarTcs 3anmMcu CUcTem-
HOTO XypHana, B KOTOpbI 3anncbiBAIOTCA BCE COOLITUA aapa Linux, NPUNoXeHnii n cnyxo6, 3anyLeHHbIX B CUCTe-
me. [Mpumep BHELLHEro Buaa BK1aakm «CUCTEMHBIV XXypHa» nokasaH Ha pucyHke 3-21.

] ple210 - XKyprane: - LuCl

x|+

O & 172.16.0.1/cgi-bin/luci/admin/status/logview

- @ 1 N @ @ &

CocToRHKHe ¥
0630p
MeCEeTeROM 3KPaH
MapwpyTbl

TpaduKn B peansHomM
BpeMerH

HypHanoi
CucTtema b
NnK »
Cnywbbl b
CeTb b
CratncTuka b

BbliATh

plc210

MpocMoTp XypHanos

HypHan agpa | CucTemHblid

WYpHan

OTobpaxaTb no ybblBaHUD BpeMeHK (NocneaHee ceepxy)

OToGpaKaTh NPUOPKUTETLI:

b9

Debug (6) || Info (455) || Notice (158) || Critical (1) || Warning (20) || Error (98)
OToGpamaTh cTonbupbi:
N2 || BpemeHHan meTka || Ter || MpuoputeT || Kateropua || CooblieHne
DUNbTP 3anMcei:
3anuck xypHana (738)
N2  BpemeHHas MeTKa Ter MpuoputeT KaTeropus CoobuieHue ~
738 23.11.2020 13:14:57 owen-cloud[6138] Error daemon 2020/10/23 13:14:57 error:
gethostbyname ("gate.owencloud.ru™) failed
737 23.11.2020 13:14:56 at-backup.sh[6133] Error daemon sh: 0: unknown cperand
736 23.11.2020 13:14:55 at-backup.sh[&193] Error daemon uci: Entry not found
735 23.11.2020 13:14:46 owen-cloud[6169] Error daemon 2020/10/23 13:14:46 error:
gethostbyname ("gate.owencloud.ru”) failed
734 23.11.2020 13:14:35 owen-cloud[6144] Error daemon 2020/10/23 13:14:35 error:
gethostbyname ("gate.owencloud.ru"™) failed
733 23.11.2020 13:14:25 at-backup.sh[6121] Error daemon sh: 0: unknown operand
732 23.11.2020 13:14:24 owen-cloud[6115] Error daemon 2020/10/23 13:14:24 error:
gethostbyname ("gate.owencloud.ru™) failed
731 23.11.2020 13:14:24 at-backup.sh[6121] Error daemon uci: Entry not found
730 23.11.2020 13:14:13 owen-cloud[8030] Error daemon 2020/10/23 13:14:13 error:
gethostbyname ("gate.owencloud.ru™) failed
729 23.11.2020 13:14:02 owen-cloud[6064] Error daemon 2020/10/23 13:14:02 error:
gethostbyname ("gate.owencloud.ru™) failed
728 23.11.2020 13:14:01 sysfixtime Info daemon set localtime (Mon Nov 23 13:14:01 +03 2020) from
/dev/rtch
727  23.11.2020 13:14:00 crond[3479] Info cron USER rcot pid 6055 cmd /etc/init.d/sysfixtime hctosys
726 23.11.2020 13:13:54 at-backup.sh[6039] Error daemon sh: 0: unknown cperand
725  23.11.2020 13:13:53 at-backup.shl60391 Error daemon uci: Entrv not found Y

Puc. 3-21: Bknagka «CUCTEMHbIV XypHas»

OCHOBHbIM OT/IMUMEM XypHana sapa (cM. pasgen 3.5.1) 0T CMCTEMHOTO XypHasia SIB/ISETCS TO, UTO B XXypHasie
Afpa He PerncTpupyoTCs Kakne-1mbo cobbITis OT NPUIOXKEHUI 1 CNYX6 YPOBHS NOMb30BaTENS.
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n Cucrtema

4.1 OGLWMe HACTPOWKN

O6Lye HacTPOIiKM CUCTEMbI pa3MeLLEHbI Ha cTpaHuLe «O6LIMe HACTPOiKu» pasdena «Cuctema» 1 pasaeneHsi
Ha HECKOJIbKO BKMaA0K:

e «XocT» (cm. pasgen 4.1.1);
* «KypHanuposaHue» (cMm. pasgen 4.1.2);
o «A3bIK» (CM. pasgen 4.1.3);
* «JlononHuTenbHble» (CM. pasgen 4.1.4).

BHewwHWii BUA cTpaHuLbl «CucTeMa» nokasaH Ha pUcyHke 4-1.

& plc210 - Obune Hacrpoiikn - | X | + w - O
& c @ © A& 172.16.0.1/cgi-bin/luci/admin/system/system e o o ® 1 =
”~
VI
u
CocTtoAHne P plc2l0
CucTema ¥ CucTeMa

OBLME HACTPOHKM

Bpemna

Xoct JXypHanupoBaHue A3blK | JlononHWTENbHbIE
Ynpaenenne
CTopoxeBoil TaliMep WmA xocTa pic210

TOYKM MOHTUDOBaHWUA

Pe3epBHanA KoNua
CoXpaHHTb M NPUMEHHUTE v CoxpaHnTb

OBHOBNEHMWE NPOLMBKA

TepMuuan
Mepesarpyska
MacTep HacTpORKK

nnK »

Cnywbbl b

Ceto P

CTaTucTHKa b

BoliTu

Puc. 4-1: CtpaHuua «O6Lme HacTPoiKn»

4.1.1 Bknagka «XocT»

Bknagka «XocT» No3BONAET HACTPOUTL UMSA XOCTa CUCTEMBbI.

BHewHwuii BUA, BKNaZKn «X0oCT» NokasaH Ha pUCcyHke 4-2.

XocT | MypHanuwpoeanwe | H3wk | JononHuTEnbHble

WmAa xocta  plc210

Puc. 4-2: CtpaHuua «O6Lme HacTpolikny. Bknagka «XocTs»

4.1.2 Bknapgka «)KypHanupoBaHue»

Bo Bknagke «>KypHasiMpoBaHVe» BbINO/THAETCS HACTPOWKa CUCTEMHOI CTyX6bl XXYpPHa/IMPOBaHWs. BHeluHuii BUg,
BKMaKN «XKypHaNMpoBaHue» nokasaH Ha pucyHke 4-3.
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Xoct | HypHanuposBadnwe | H3biK | JlONONHUTENBHBIE

Pa3amep CUCTEMHOTO XKypHana 64

BHeLHKl cepEep CUCTEMHOTO XypHana

IMopT BHELHEro cepEepa CUCTEMHOTO XYPHana

BHelwHWi NpoToKoN nor-cepeepa UDP v
3anucbiBaTb cUcTeMHble coBbiTuA B daiin Jvar/log/messages
YpOBEHb JKyPHANMPOBAHNA KOHCOMM OTnagka v

Puc. 4-3: CtpaHuuya «Cuctema». Bknagka «>KypHanupoBaHues

[nsi KOHUrypaumm AoCTyMNHbI CefyHoLimMe HaCTPOMKN:

«Pa3mep CUCTeMHOrO XypHasia» — pa3Mep XpaHMOro CUCTEMHOIO XypHasia B kunobaiitax. Mpu npesbllue-
HMW YKa3aHHOrO pasMepa camble cTapble 3anucy 6yayT YAansTbCa U3 XypHana,

«BHeLLIHWiA cepBep CUCTEMHOIO XypHana» — IP-afpec BHELIHEro cepeepa CUCTEMHOrO XypHana. Mpun ykasa-
HUW agpeca BHELLHEro CepBepa XypHaIMpoBaHus, cobbiTus GyayT Ay6nMpPOBaTbCs Ha HEro;

«[opT BHELLHEro cepsepa CUCTEMHOrO XypHana» — HOMep NopTa BHELLHETO CepBepa XypHaMpoBaHus;

«BHeLLHWIA NPOTOKON N1or-cepBepa» — BbIGOP NPOTOKO/A BHELIHETO CepBepa XypHaIMpoBaHus. JoCTynHble
MPOTOKO/bI:

> UDP;
o TCP;
«3anncbiBaTb CUCTEMHbIE COOLITUS B (hai1» — NOKasIbHbIA MyTb K (haiiny CMCTEMHOIO XypHana;

«YPOBEHb XYPHaIMPOBAHNSA KOHCO/IN» — Ha KOHCO/N ByAyT 0TO6paXaTbCs TO/IbKO COOBLLEeHUS fapa C ypoB-
HEeM paBHbIM N HUWXKE BblibpaHHOro. Camblii HU3KNIA ypOBEHb — «Ype3BblyaliHas cutyauns», camblii BbICO-
knin — «OTnagka» Ans Boibopa fOCTYMNHbI CNeayoLLe YPOBHU:

o «OTnagka» (debug);

o «MHdopmauusa» (information);

o «3ameTKka» (notice);

o «[pegynpexgeHne» (warning);

o «OLwmnbKa» (error);

o «KpuTundeckas cutyauns» (critical);

o «Tpesora» (alarm);

> «YpesBblyaiiHas cutyauusi» (emergency);

4.1.3 Bknagka «fA3bIk»

Bo Bknagke «£3bik» NpegocTaBAsieTcs BO3MOXHOCTb Bblbopa A3blka MHTepdieiica Web-nHtepdpeiica LUCl. BHew-
HWIA BUA, BKNaAKN «A3bIK» MoKasaH Ha pUCYHKe 4-4.
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Xoct | MypHanupoBanwe | HAzwk | [ononHuTenbHble

Hakik Pycckmit [Russian) v

Puc. 4-4: CtpaHuya «Cuctema». Bknagka «HA3blk»

MOMUMO CrMCKa A3bIKOB B BbiNafatoLLeM CMINCKE «HA3bIK» COAEPXKUTCS 3MIEMEHT «auto», KOTOPbI NO3BONSET UC-
Mo/b30BaTh PEXM aBTOMaTMHYECKOro Bbibopa A3blka MHTepdeiica B 3aBUCMOCTY OT A3blKa, UCMOMb3YEMOro
B 6paysepe K/MeHTa.

4.1.4 Bknagka «[lononHutenbHbIe»
Bo Bknagke «[ononHuTesbHbIE» NpeocTaBeHbl AONOMHUTE bHbIE HACTPOKN. BHeLHWUIA BUA BKNaaKN «1ononHu-
TefNbHble» MokKasaH Ha pucyHke 4-5.

Xoct | MypHanwpoeaHwe = Hawlk | JononHUTERkHES

WHTepean nynnnHra 4 v

Puc. 4-5: CtpaHuua «Cuctema». Bknagka «JonosiHuTenbHbIe»

HacTpoiika «/HTepBan nynivHra» onpegensiet MHTepBasl aBTOMaTUYeCcKoro 06HOBEeHMS: MHOPMaLMK Ha CTpa-
HULAX, NoAAePXMBaOLLMX AAHHYH0 BO3MOXHOCTL. Bosee noapo6bHas nHdopmalusi 0 qoyHKLMM aBTOMATUYECKOro
06HOBNEHUSI cofepXuUTcs B pasgene 1.4.
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4.2 Bpema

Ha cTpaHunue «Bpemsi» pasgena «CucteMa» pasMeLleHbl HACTPOIiKM SI0Ka/IbHOrO BPEMEHM YCTPOICTBA, a Takke
HacCTPOIKM CUHXPOHM3AaLMM BPEMEHU MPY NOMOLLM CNyXx6bl NTP (CM. prcyHOK 2-6). BHewHuii Bug, cTpaHuubl «Bpe-
MSA» MoKasaH Ha puUCcyHke 4-6.

@ plc210 - Bpewmn - LuCl X |+ - m} H

<« c Q © & 172.16.0.1/cgi-bin/luc/admin/system/time e T} [[\EN] @I

\/ [ ~ ~
“ ] ¥ ABTOOGHOBNEHHE BKITIOYEHO
-

CocToAHKe b plc2lo

Cuctema >

Bpemsa

06LKe HAacTpoiiku

Bpemsa
CucTemHoe B pemsa

Ynpaeneune

TNokanbHoe Bpema 2020-09-1019:48:33 +0300
CTOpOMEBOH TalMep

CHMHXPOHW3KMpOBaTh C Gpaysepom | CHHXpPOHW3MpOBaTL c NTP-cepeepoM
TOUKK MOHTHPOBAHWA
Pe3epBHan KONuA Yacoeof NoAc GMT+3 v

06HOBNEHWE NPOLIMEKN
CHHXPOHM3aLWs BpeMeHn

TepmuHan

BrMOUNTE NTP-KNUEHT
Mepeaarpyaka

MacTep HacTponKK BxniounTe NTP-cepsep [

ey Menonb3o0BaTh CepBepbl, 00bABNEHHDIE uepes DHCP

CnyxGol #
Cnucok NTP-cepeepos 1.ru.pool.ntp.org x
Ceto b

0.europe.pool.ntp.org *
CTaTucTuka b

2.europe.pool.ntp.org x

COXpPaHWTb W NPMMEHUTD * [ CoxpaHuts

BbiATI

Puc. 4-6: CtpaHuua «Bpems»

B none «[ata 1 BpeMsi» oTo6paaeTcsl Tekyllee fIokaslbHoe BpeMs 1 gata.

KHonka «CMHXPOHN3MPOBAaTh C 6pay3epoM» BbINO/THAET YCTAHOBKY /IOKa/IbHOM AaThbl 1 BPEMEHU Ha YCTPONCTBE

B COOTBETCTBUM C TEKYLLUEN AaTOl U BpEMEHEM, YCTAHOB/IEHHBIMM Ha KOMMbIOTEPE KMEHTA (TO eCTb B bpay3epe).
Mpu cnepytowem 06HOBMEHNN 3HAYEHNS MONS «JIOKa/IbHOE BPEMSI», 3HAYEHNs AaTbl U BpeMeHn byayT ycTaHoBe-
Hbl B HOBbIE 3HAYEHUS.

KHonka «CuHxpoHusmpoBatb ¢ NTP-cepBepOoM» BbINO/HAET YCTAHOBKY JIOKA/IbHOW AaTbl U BPEMEHUW HA YCTPOIA-
cTBe ¢ ucrnonb3oBaHnem NTP-knneHTa.

B BbiNaaaroLLem cnmcke «4acoBoli Nosic» BbINO/IHAETCS BbIGOP YacOBOro Nosica JI0Ka/lbHOro BPEMEHU YCTPOICTBA.
[nsa oto6paxeHus B none «/1okasibHOe BPeMSsi» BPEMEHW B COOTBETCTBUM C BbIGPaHHbLIM 4aCOBbLIM NMOSICOM, HEOO-
XOAMMO NPUMEHNTb N3MEHEHWS, HaXKaB KHOMKY «COXpaHUTb U NPUMEHUTbL.

4.2.1 CnHXpoHU3auus BpemeHun

Onuna «Bkntounte NTP-knneHT» BKIKOYAET CUHXPOHU3aUMo BpeMeHn npu nomowm NTP-knaneHTa. CUHXPO-
HU3aums BbINOJIHAETCA C UcnosibzoBaHnem crnmcka NTP-cepBepoB, NepeyncneHHblX B crnmcke «Cnmcok NTP-
CepBepoB».

Onuus «Bknountb NTP-cepBep» BktoUHaeT cnyx6y NTP-cepBepa. Ecnv gaHHas onuusl BK/OYEHa, TO YCTPOACTBO
MOXeT ObITb MCNO/IL30BaHO B KayecTBe NTP-cepBepa B ceTu.
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Mpw BKOYEHUM ONUMK «MCnofb30BaTh cepBepbl, 06bsBNEHHbIE Yepe3 DHCP» AN CUHXPOHU3ALUK BPEMEHU
6yayT MCMo/b30BaHbl cepBepbl, 06baBeHHble DHCP cepeepom (onuus 42), KOTopbIii Bblgan yCTPOCTBY napa-
METPbI KOHMIypaLmm ceTu.

B cnncke «Cnuncok NTP-cepBepoB» yka3biBaeTcs cnucok agpecos NTP-cepBepoB, NCMNO/b3yeMbIX /1 CUHXPOHK-
3aUuMK NI0KaSIbHOTO BPEMEHU MPY BKITHYEHHON onummn «Bknounte NTP-kIneHT».
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4.3 YnpaBneHue AOCTYNnom
CTpaHuua «YnpasneHue» pasgena «Cucrema» cofepXuUT HAaCTPOIKM NIoKasIbHOTO U yaanéHHoro gocTyna
K YCTPOICTBY. Ha cTpaHuue «YnpasneHue» pasMeLLeHbl HECKONbKO BKNaAoK:

» «[Maponb ycTpolictBa» (cM. pasgen 4.3.1);

e «[loctyn no SSH» (cMm. pasgen 4.3.2);

e «SSH-knoumn» (cm. pasgen 4.3.3);

* «RS232» (cM. pa3gen 4.3.4).

4.3.1 HacTpoiika naponsi nonb3oBarens root
Bo Bknagke «Maposib yCTPoncTBa» CTpaHuLbl «YnpasieHne» (CM. pPUCYHOK 4-7) MOXHO U3MEHUTb Naposb AOCTY-

na nonb3oBaTens «root». YkasaHHbIli Naposib UCNONb3yeTcs Kak Ans A0CTyna K KOHCOMN YCTPOCTBA, Tak U Ans
foctyna kK Web-nHtepdeticy LuUCl (cm. pucyHok 1-2).

i =
@ plc210 - Mapons yerpoiicrsa - X + =]

&« ¢ o © & 172.16.0.1/cgi-bin/luci/admin/system/admin oo pxd no®® 1 =

GIBIEH

Coctoaxue b plc2l0

Cuctema ¥

MNapone ycTpodcTea | Joctynno SSH | SSHwknoum | RS232

06U Me HACTPOHKK
naponb YCTpOMUCTBa
Bpema
Ynpaenexue
CTopoxeBoil TailMep Maponb *
TOUKHM MOHTUDOBAHWA
MoATEEpKAEHHE NApONA *
PesepBHan Konua
O6HoBNEHWE NPOLWMBKK
TepmuHan CoxpanmTs
Mepesarpyaka
MacTep HacTpoAKK
Mng »
CnywGbl b
Ceto P
CTaTMCTHKa b

BolifTi

Puc. 4-7: CtpaHuua «YnpasneHune». Bknagka «lMaponb mapLupyTtusaTopa»

4.3.2 HacTtpoiika goctyna no SSH

Bo Bknagke «JocTyn no SSH» cTpaHuubl «YnpasneHue» (CM. pUCyHOK 4-8) pa3MelLieHbl HACTPOKN cepBepa
Dropbear, koTopbIii NpefocTaBAseT 4OCTYN K yCTpoicTBam no npotokonam SSH n SFTP.

KHOMKN «[J06aBUTb» U «YAanunTb» No3BOJAIOT COOTBETCTBEHHO A06aBUTb UIN YAIUTL 3K3EMNNAPLI cepBepa
Dropbear. No ymonyaHuio B cucteme 3anyLieH To/bKo O4UH 3k3emnasp cepsepa Dropbear, paboTtatoLmii Ha TCP
NnopTy 22 Ha BCEX CETEBbLIX MHTEpPdIelicax.

Mo ymonuaHuto Nto6ble BXoasaLme NogkHeHns n3 30Hbl «WAN> 3anpeLleHbl npaBuiamy MeXCeTeBoro akpaHa
(cm. pasgen 7.5). B €BA3K € 3TUM, HECMOTPS Ha TO, YTO 3k3emnap Dropbear HACTPOeH Ha NPUEM NOAK/THOHEHUI
Ha BCex CeTeBbIX UHTepdericax, Ha ceTeBbIX MHTepdelicax 30Hbl «WAN>» nogknodeHre k SSH 6yaet HeBO3MOXHO.

[na kaxporo aksemnnsipa cepsepa Dropbear AOCTYNHbI cneaylowMe HacTPonKM AN KOHurypaumm:
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& plc210 - floctyn no SSH - LuCl - X |+ « - O

&« (& Q [0S~ 172.16.0.1/cgi-bin/luci/admin/system/admin/dropbear e ﬁ o ® B8
Y,

~
[ ]
]
|

CocToAHKE # ple210

Cuctema v ~
Maponb YCTPOMCTBa OocTtyn no SSH SSH Knro4n RS232

OfLyMe HACTPoAKK

DocTtyn no SSH
Bpema
YnpaBneHue

L Sksemnnsap Dropbear
CTopomeson Tanmep

TOUKM MOHTUDOBaHWUA Ypanutb

Pe3spEHaA KONWA

WHTepdeic  He onpegeneHo v
O6HOBNEHWE NPOLKMBKIA

Tepmunan

Mepezarpyaka Mopr | 22

MacTep HacTPOHKK
. C MOMOLLbIO Napons

nnK »
CnyxGbi »
! Root BxoguT no napono
CeTb »
CratucTuka P
MopTol wntoza  []

BolidTu

J106aBUTL SK3eMNNAP
COXpaHMTE M NPUMEHUTE » Nl CoxpaHuTb

Puc. 4-8: CtpaHuua «YnpasneHue». Bknagka «Jloctyn no SSH»

* «/HTepdieiic» — BbIGOP ceTeBOro MHTepdelica, Ha KOTOPOM ByAyT MPUHUMATBLCS BXOAALLME NOAKNIOUEHNS
COOTBETCTBYHOLLEro ak3emnspa cepsepa Dropbear. Ecnv nHtepdelic He BbibpaH (3HaueHue «He onpegene-
HO»), TO COOTBETCTBYIOLLMIA 3k3emnssp cepBepa Dropbear 6yaet npuHuMaTh NOAKIHOUYEHMS HA BCEX AOCTYN-
HbIX MHTepdeicax.

* «MopT» — HoMep TCP nopTa 4515 BXOASLLMX NoAKIoUeHuid ak3eMnnsipa cepeepa Dropbear.

* «C nomoLLblo Napons» — paspeLuaeT Wi 3anpeLlaeT ayTeHTUUKaLMIo Npy NOMOLLM Napossa Npy NoAKIo-
YyeHuu no SSH. Ecnu ayteHTMdnKaLMa npy NoMoLLM Naposs 3anpeLLeHa, To BXo BO3MOXEH To/1bKo no SSH
K/ouam, KoTopble MOXHO J06aBVTb B CUCTEMY B COOTBETCTBYIOLLEM NoApasaene aHHoW CTpaHuLbl.

» «Root BXoAUT N0 Naposiio» — paspeLlaeT Uy 3anpeLLaeT ayTeHTU(UKALMIO NPU NOMOLLM Napons ANs Noslb-
3oBartensi root. EC/i ayTeHTMdMKaums Nno naposio 3anpeLleHa, To BXog, Nosib30BaTesisi root BO3MOXEH TOJbKO
Mo K/ouy.

 «[lopTbl W03a» — pa3peLlaeT Uamn 3anpeLLaeT NOAKIHYEHNE YAATEHHbIX K/TMEHTOB K /IOKa/IbHbIM NepeHa-
npaB/ieHHbIM NopTam.

B npunoxeHunn A NnpuBoAUTCA NPUMEP BbINOMHEHUA NOAK/THYEHNS K YCTPOWCTBY N0 NpoTokony SSH.

4.3.3 SSH-knoumn

Bo Bknagke «SSH-koun» cTpaHuLbl «YnpasneHue» (CM. PUCYHOK 4-9) peannsoBaHa BO3IMOXHOCTb J06aBNeHns
ny6nyHbIX OpenSSH kntoueit (.pub). 3T SSH kUM UCNOMBL3YHTCA A/15 BbINO/IHEHMS aBTOPU3aLUN.
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@ plc210- 55H kmoun - LuCl X | + T o= =
&« [T © A& 172.16.0.1/cgi-bin/luci/admin/system/admin/sshkeys eee o W o ®® 1 =
VI :
CocToAHKe b plc2l0
Cucrema ¥

Mapone yctpodcTea | Joctynno SSH | SSHknw4m | RS232

OBLMe HACTPORKK
SSH knioum

Bpema

Ynpaenexue

CTOpOMeB0il TaliMep test@ubunt
st@ubuntu

RSA, 2048 6uT

TOUKH MOHTUDOBAEHWA
RARAR3ENzaClycZEARRRDAQARRAABAQCE] OMscKTmYZauthwNeLCDJCI4+MIX47 M0/ kb

PesepBHan Konua
O6HOBNEHWE NPOLMBKA
TepmuHan
Mepesarpyaka
MacTep HacTpoiKn
Mng »
Cnyx6bl ¥
Ceto b

CTaTucTHKa P

BolifTi

[oGaBuTb KNou

Puc. 4-9: CtpaHuua «YnpasneHne». Bknagka «SSH-knoum»

[nsa pobasneHns HOBOro My6/MYHOrO K/o4a He06XoAMMO BCTaBUTb CTPOKY NMy6/myHoro SSH koua nnm nepera-
WKMTb «.pub» chaiin B nosie BBOAA K/HoHa M HaxXKaTb KHOMKY «/06aBuTb». YCNeLwHo gobaBneHHblii SSH ko4 byaeT

0TOGPaXEH Ha CTpaHuLE, Kak Noka3aHo Ha pUcyHke 4-9.

ONns yaaneHus paHee f06aBEHHONO K/o4a, HeOGX0AMMO HaXaTb KHOTMKY C KpacHbIM KPEeCTUKOM cripaBa oT WH-

dhopmauun o Ksoye.
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4.3.4 HacTtpoiika nocnepgoBartenibHOro nopta RS232

Bo Bknagke «RS232» cTpaHuubl «YnpaBneHmne» (CM. pucyHok 4-10) pasMeLleHbl HaCcTPOiiK1 NocneaoBaTesibHOro
nopta RS232.

[aHHas Bknagka otcyTcTByeT B Web-nHTepdpeiice ynpasneHust koHTponnepos M/1K200.

& plc210 - RS232 - LuCl X |+ = m] pd
& C @ © A& 172.16.0.1/cgi-bin/luci/admin/system/admin/rs232 s N @ & =
V) 1B [ “
CocToAHue b ple2ld
CucTema ¥

Maponb ycTpoiictea | [octynno SSH | SSH knoum | RS232

O6LWKe HACTPORKK

RS232

Bpems

Ynpaenexue
CTOpOXEBOH TaAMED CWcTemHaR KoHconb RS232 [
TO4KN MOHTHPOBaHHMA
Pe3epBHaRA KOMKUA
OBHOBNEHHE NPOLIMBKM
COXpaHHTb
Tepmunan
Mepesarpyzka

MacTep HacTPorKK

Puc. 4-10: CTpaHuua «YnpasneHvne». Bknagka «RS232»

Ha Bkagke pasmelyeHa To/IbKO 0AHa HacTpoika «CructemMHast KOHCOMMb RS232», koTopas ynpaB/sieT BKIKYEHN-
€M UM OTK/TIOUYEHUEM BO3MOXHOCTM AOCTyNa K CUCTEMHOI KOHCO/Ee YCTPOICTBa Yepes nocsiefoBaTesibHbIiA NopT
RS232.

Vi3meHeHve HacTpoikn «CructemMHas KoHcob RS232» npuMeHsieTcs TONbKO Noc/e nepesarpysku ycTporicTaa.

Mepe3arpyska ycTpoiicTBa MOXET 6bITb OCYLLEECTBMIEHA HA CTpaHuLe «lepe3arpyska» pasgena «Cuctema» (CM. pas-
aen 4.9).
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4.4 CtopoxeBoW Taiimep

Ha cTtpaHuue «CTopoxeBoii Taimep» pasgena «CucteMa» pacnofioxeHbl HACTPOMKM CAyX6bl CTOPOXEBOrO Taii-
mepa (watchdog). BHeluHuWi1 BUA cTpaHuubl «CTOPOXEBO Taimep» nokasaH Ha pucyHke 4-11.

@ plc210 - Cropoesoi Taiimep X + - O H

&« () Q [OAN"1 172.16.0.1/cgi-bin/lud/admin/system/watchdog e T:r N @ @'.

UBEH :

Coctosune b plc2l0

CreTema HacTpoiiku cTopoXXeBoro TaliMepa
06LWKe HACTPOKK
Bpemsa

YeTpoicTeO fdev/watchdog
YnpaeneHue

TalimayT 30

CTOPOXEBO TaAMED
TOUKN MOHTHPOBaHHUA
PesepBHaRA KOMKUA Mepuop | 5

QfHOBNEHUE NPOLIMBKY

Tepmunan MonuTuka NNaHMpoBLLMKa 3aaay SCHED_FIFO ~
Mepesarpyska
! MpHopHTET 3afaum 1
MacTep HacTporku
nnK »
3naveHme snices 0
Cnyw6bl b

Ceto b

CTaTucTHka b

Puc. 4-11: CtpaHuua «CTOpOXeBOI Tanimep»

B none «YcTpoicTBO» yKa3biBaeTCsa UMS CUCTEMHOTO YCTPOMCTBA annaparHoro CTopoXeBoro Talimepa. Cnyxb6a
CTOPOXEBOro TaiMmepa paboTaeT B (DOHOBOM peXuMe 1 aBTOMAaTMYECKU BbINOMHAET cOpoC annapaTHOro CTopoxe-
BOro TaiMepa C NepuofoM, ykasaHHbIM B none «lMepnoa» (3afaétcs B cekyHaax). 3HavyeHne TalimayTa annapar-
HOro Talimepa HacTpauBaeTCs Npu NomoLym nons «TaiMayT» (3agaétca B cekyHaax). Ecnv annaparHblin cTtopoxe-
BOW TaliMep He cbpacbiBaeTCs B TEUEHNE yKa3saHHOro BpeMEHM, CucTema byeT aBToMaTMYeckn nepesarpyxeHa.

HacTpoiika «Monntuka naaHnpoBLUMKa 3a4a4» npefHasHavyeHa ans Belbopa anroputma gvcneryepusanmm sagadm
NpPOrpaMmHOIi Crly)X6bl CTOPOXEBOro Talimepa. [LoCTyNHbI CieayoLme airopuTMbl;

* «SCHED_OTHER» — cTaH4apTHbIli aropuTM NAaHUPOBLLYIKA C pasgefieHemM BpeMeHW. JaHHblin anroputm
ABMIAETCA CTaHAAPTHLIM a/ITOPUTMOM AMcreTyepusaunm Linux ¢ pasgeneHnem BpeMeHnin, npegHasHayeHHbIM
A5 NpoLLEeccoB, He TPebyLwmMX crneunasibHbIX MeXaHU3MOB peasibHOro BpEMEHW CO CTaTUYECKUMU NpruopuTe-
Tamu;

» «SCHED_FIFO» — nnanuposwuk FIFO (First In First Out). BnseTca NoMTUKONA NAaHNPOBaHUS PeasibHOro
BpeMeHW. JJaHHbIA a/iropuTM NAaHNPOBaHWS He NCNOMb3YET HUKaKNX MHTEPBasIOB BpemeHu. Npouecc ¢ an-
roputMoM «SCHED_FIFO» BbINOMHAETCS A0 3aBEPLUEHMS, €C/IM OH He 3ab/10K1MpOBaH 3anpocoM BBOAa/Bbl-
BOAA, BbITECHEH BbICOKOMPUOPUTETHLIM NPOLLECCOM, UM OH [OOPOBO/ILHO OTKA3bIBAETCS OT NPOLECCOPHOro
BPEMEHMU;

¢ «SCHED_RR» — yuknuyeckuii (Round-Robin) anroputm nnaHMpoBaHus peasibHOro BpemeHu. Bcé, oTHocs-
weecsa K anroputmy «SCHED_FIFO», cnpasegnueo n gnsa «SCHED_RR» 3a UCK/1l0YEHMEM TOro, YTO KaxKao-
My MpoLieccy paspeLueHo paboTarb HEMPepbIBHO He A0/bLUe HEKOTOPOro BPEMEHW, Ha3bIBAEMOTO Kapycesb-
HbIM KBAHTOM.

Bonee nogpo6bHas nHopmauma 06 anroputMax gucnetyepusauum 3agad Linux npuseseHa B pasgene «Scheduling
policies» fgokymeHTa [6].
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HacTpoiiku «MproputeT 3agaumn» 1 «3HaveHune ,nice"» SBASAKTCS NapameTpamn airoputMa gucnetyepusanun.

HacTtpoliika «IMpropunTeT 3aga4m» onpeaensiet 3Ha4eHne npmoputeta ansa anroputmMos «SCHED_FIFO»
n «SCHED_RR». 3HaueHve npruopuTeTa SABASETCH YAC/IOM B uanasoHe oT 1 (camblii HU3KUA npuopuTeT) Ao 99
(camblii BbICOKUIA NpUOpUTET).

HacTpoiika «3HauyeHue ,nice“» onpenenset 3HaueHne «nice» ans anroputma «SCHED_OTHER». 3HaueHune
«nice» SABNSETCH YNCOM B auanasoHe oT —20 (BbICOKMI NpuopuTeT) A0 +19 (HU3KUA NpuopuTeT).

Bonee nogpobHble pasbsACHEHNS 3HAYEHWI NapaMeTpoB NpuopuTeTa n «nice» NpuBefeHbl B pasgenax «Scheduling
policies» n «The nice value» gokymeHTa [6].
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4.5 Touykn MOHTUpPOBaHUA

YnpasneHve MOHTMPOBaHWEM pa3fenoB OCYLLECTBSAETCH Ha CTpaHuLe «TOYKM MOHTUPOBaHUSA» pasgena «Cucre-
Ma». BHeLwWHWI B1A cTpaHuubl «TOYKM MOHTMPOBAHUS» MOKa3aH Ha pUCYHKe 4-12.

@ plc210 - Toukw mortmposarus X | + - [m] s
<« (& Q [0S 172.16.0.1/cgi-bin/luc/admin/system/mounts e @ T:? I @ @. =
T} ~
OB
CoctoAumne b plc210
CucTema ¥

TOYKM MOHTMPOBaHHUA

OBumMe HACTPORKK

OCHOBHBIE HACTPOHKHN
Bpema

CozaaTh KOHGUIypaLHoHHGIA daiin
YnpaeneHue A purypau ¢

CTopOMKeBOW Talmep

TOUKM MOHTHPOBEHKA
MOHTMPOBATbL NOAKNKUEHHDIE YCTPOHCTES
Pe3epBHaRA KOMKUA

MbITaThCA BKNMYHTE CKOHBUIYPMPOBaHHbIE TOHKKW MOHTHPOBaHHUA ANA NOQKNOYEHHBIX YCTPOHCTE

OGHOBNEHNE NPOLIMEKK

HeuagecTHoid pasgen [
TepMuHan

MOHTHpOBaHWe He CKOHRUINYPUPOBaHHOIO pasaena

Mepeaarpyzaka

Hotplug pasgena
MacTep HacTpoKK

K »
Cryx6o1 b Mpoeepka daiinosbix cucTem nepen MOHTHPORaHMeM [
Cetn b ABTOMATMYECKaR NPOBEPKa DaltNoBOM CHCTEMbI PAS/IENa HA OLKGKM, NEPe/] MOHTUDOBaHHEM

CTaTUCTHKE P
CMOHTHpOBaHHbIE pasgenbi

BoliTH
Qaiinoean cUcTEMa TouKa MOHTUPOBAHUA JocTynko Wenonb3oBako OTMOHTMPOBATH
ubiOrootfs from 22.67 ME / 72.57 MB 68.77% (49.91 MB) -
devtmpfs fdev 512.00 Kb / 512.00 Kb 0.00% (0 B) =
tmpfs fmp 121.53 ME / 122.26 MB 0.59% (744.00 KB) -
Jdev/ubi1_0 foverlay 133.30 MBb / 135.18 MB 1.39% (1.88 MB) -
overlayfs:/overlay / 133.30 MB/ 135.18 MB 1.39% (1.88 MB) -
Jdev/mmcblkOp1 jmnt/ufs/media/mmecblkop1 70.07 ME / 126.01 MB 44.39% (55.94 MBE)
ToYKH MOHTHPOBaHWA
TouKi MOHTMPOBEHWA ONPEAENFAIOT, KyAa B (ainoBoil cucTeme GyIyT CMOHTUPOBaHBI pa3fenbl 3anNoMHHaIOLLEr0 yCTPOHCTES
BKnw4eHo YcTpoiicTEO Touia s ONUMH MOHTHPOBAHHA MpoeepHTh
MOHTHPOEAHWA cHcTeMa
/devisdal (e /mnt/ufs auto rw,codepage=1251,jocharset=utf8  Het
CYWECTBYET) /media/sdal
/dev/mmcblk0p1 Jmnt/ufs/media _ . _ =
(128.00 ME) /mmeblkopT auto (vfat) rw,codepage=1251jocharset=utf8 Her

Yaanute

Hobaeute

Ccorn o | [

|

Puc. 4-12: CTpaHuya «ToOYKM MOHTUPOBaHUS»

MoHTUpOBaHMe pa3aesnoB ocywecTBnsieTcsa yTunmToli block Ha ocHoBe KoHMrypauuoHHoro dhaiina
«/etc/config/fstab». Bce HaCTpOikK, NpeacTaBneHHble Ha CTpaHuLe «TOUKM MOHTUPOBaHNSA» XPaHATCS B KOH(K-
rypaumoHHoM dpaline «/etc/config/fstab».

Bce HacTpOIKM Ha cTpaHuLe «TOUYKVM MOHTUPOBAaHWS» pa3fesieHbl Ha TP nogpasaena:
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1) «l[nob6anbHble HACTPONKM» (CM. pasaen 4.5.1);
2) «CMOHTMpOBaHHbIe pasgensi» (cM. pasgen 4.5.2);
3) «Toukn MOHTUPOBaHUSA» (CM. pasgen 4.5.3).

4.5.1 NMopgpas3pgen «FNobdasibHble HACTPOKN»

B pasgene «no6anbHble HACTPOMKIUY» CTPaHMULbl « TOUKM MOHTUPOBAHMS» (CM. PUCYHOK 4-12) npeAcTas/eHs! ro-
6asIbHble HACTPOMKI MOHTUPOBAHUA:

» KHonka «Co3gatb KOHhUrypayumoHHbIii dhainn» — no3BoNseT co3gath (nepenncartb) KOHUTYpPaUOHHbIN
thaiin «/etc/config/fstab» Ha ocHoBe OBHapyXXeHHbIX B CUCTEME pasfenos. Haxatne kHomnkn «Co3farb KOH-
hurypaLmoHHbIin daiisi» paBHO3HAYHO BbINO/THEHUIO B KOHCO/IM KOMaHbI:

block detect > /etc/config/fstab

+ KHonka «MoHTMpoBaThb NOAKMOUEHHbIE YCTPOCTBa» — BbINOSIHAET MOHTUPOBAHMWE TEKYLLMX CKOHCOUTYpPUPO-
BaHHbIX NOAK/THOYEHHbIX YCTPOIACTB.

* «HeunsBecCTHbI pa3gen» — aBToMaTnYeckoe MOHTUPOBaHVe pasfesnos, Aaxe ecnv 3Tu pasgesbl SBHO
He yKasaHbl B KOH(hurypaumm nogpasgena « Touku MOHTUpoBaHus» (cM. pasgen 4.5.3).

Ecnu onuus Bk/IOYEHa, TO HEM3BECTHbIE pasfesibl OyayT aBTOMaTUYeCcku CMOHTUPOBAaHbI B Marnky
«/mnt/<nms_ycTpoiicTBa>».

* «Hotplug pasgena» — aBTOMarMyeckoe MOHTUPOBaHUe pasaenos npu nogknwodeHun (hotplug).

ABTOMaTUYECKOE MOHTUPOBaHWE OCYLLEECTB/ISIETCS TOMNBKO A/18 pas3fesnos, KOTopble yka3aHbl B Tabnuue nog-
pasgena «ToYKn MOHTUPOBaHMA» (CM. pasgen 4.5.3).

Ecnv nogxntouéHHbli pasaen He nepeuncned B Tabnuue pasgena «Touku MOHTUPOBaHWS», TO Takoli pasgen
OGyAEeT CMOHTMPOBAH TO/IbKO €C/IM BK/IHOYEHA onunsi «Hen3BeCTHbIN pa3aen». ToUKoli MOHTMPOBAHNSI B TaKOM
cnydae 6yget nanka «/mnt/<umsi_ycTpoiicTBa>».

 «[lpoBepka hainnoBbIx CUCTEM Nepes MOHTUPOBaHNEM» — BbINOJIHEHME NPOBEPKM (haioBoit cnctemsl pas-
Jena nepef, MOHTMPOBaHMEM. [115 NPOBEPKM NMPUMEHSIOTCA Cneayowme yTUAnTbl B 3aBUCMOCTM OT Tna
(oaiinIoBoIi CUCTEMBI:

o VFAT — /usr/sbin/dosfsck;

o F2FS — /usr/sbin/fsck.f2fs;

o Btrfs — /usr/bin/btrfsck;

o ext2, ext3, ext4 — /usr/shin/e2fsck.

4.5.2 Nopgpasaen «CMOHTUPOBaHHbIE pa3aesibl»

B nogpasgene «CMOHTUPOBaHHbIE pa3aesibl» CTpaHnLbl « TOUKM MOHTUPOBaHUSI» NpUBEAEHa Tekywasa Tabnvya
MOHTUPOBAHNSA (CM. PUCYHOK 4-13).

CMOHTMpOBaHHbIe pasgensi

Daiinoean cucTeMa To4Ka MOHTHPOBaHHA HocTynso Mcnonb3oBaHo OTMOHTHPOBATH
ubiO:rootfs Jrom 22,67 ME / 72.57 MB 68.77% (49.91 MB) -

devtmpfs Jdev 512.00 Kb / 512.00 Kb 0.00% (0 B) -

tmpfs /tmp 12118 ME / 122.26 MB 0.89% (1.08 ME) -

Jdev/ubil_0 Joverlay 129.97 ME / 131.93 Mb 1.49% (1.96 MB) -

overlayfs:/overlay / 129.97 ME / 131.93 MB 1.49% (1.96 ME) -

fdev/mmcblkOp1 /mnt/ufs/media/mmcblk0pl 70.07 ME / 126.01 MB 44.39% (55.94 MB)

Puc. 4-13: CtpaHula «TOYKM MOHTMPOBaHUS». TekyLlas Tab/mua MOHTMPOBaHNSA

B Tabnvue nepeuncrieHbl Bce CMOHTMPOBaHHbIE pa3fesibl, UX TOUKU MOHTUPOBAHUA Y 06BEM JOCTYMHOMO Npo-
cTpaHcTBa. IMeeTcs BO3MOXHOCTb PYYHOr0 Pa3mMOHTUPOBaHWSA NMOJb30BaTENIbCKUX Pa3esioB npyi NOMOLLY KHOMKN
«OTMOHTMPOBATL.
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4.5.3 Mopgpasgen «TOYKU MOHTUPOBaHUSA»
YnpassieHe ToukamMmu MOHTUPOBaHWSA OCYLLECTB/IAETCA B nofpasaene « TOUKM MOHTMPOBAaHNA» CTpaHuLbl «TOYKK

MOHTMPOBaHUA» (CM. PUCYHOK 4-14). B faHHOM pasfenie MOXHO A06aBUTb TOUKM MOHTUPOBAHUSA A5 NO/1b30Ba-
TenbCkNx pasgenos (Hanpumep, ans USB-Hakonutenei).

TOYKHM MOHTHPOBaHWA

BknioveHo YcTpoicTEO Totuka @aiinosan ONUWH MOHTHPOBaHWA MNpoBepHTb
MOHTHPOBAHNA cHcTeMa P posep

/dev/sdal (ne ,!mntf_ufs auto rw,codepage=1251,iocharset=utf8 Hert
CyLecTBYeT) /media/sda’l

fdev/mmcblk0p1 /mnt/ufs/media = m

auto (vfat) rw,codepage=1251,jocharset=utf8  Her
(128.00 ME) /mmcblkop1 Ve

Puc. 4-14: CtpaHuya «ToYkM MOHTUPOBaHUS». YNpasieHne MOHTMPOBaHNEM MOb30BaTe/IbCKUX pa3fenos

B pasgene npveeaeHa Tabnmua yxe co3faHHbIX (CKOHUIYPUPOBaHHbIX) TOUEK MOHTMPOBAHWS NO/Ib30BATENbCKMX
pas3fesioB C MX napameTpami (CM. PUCYHOK 4-14). Tabnvua CoaepXuT creaytolime cTonoLbl:

* «BKNnoyeHo» — onpeaenseT BKAYEHa NN JaHHaa ToUka MOHTUPOBaHUA.

* «YCTPOWCTBO» — NapameTpbl yCTPOMCTBA 1 NPU3HaK, N0 KOTOPOMY YCTPOMCTBO MAEHTUULMPYETCS A1 MOH-
TnpoBaHus (UUID, meTka ycTpoicTea nam gaiin ycTpoiictea).

Mo ymonuaHuio fo6aB/eHbl Ba YCTPONCTBA, KOTOPbIE NMPY NOAK/THOUYEHUM COOTBETCTBYHOLLMX YCTPOWCTB 6yayT
aBTOMATUYECKN CMOHTUPOBaHbI:

o «/dev/sdal» — nepBbiit pazgen USB-HakonuTens;
o «/dev/mmcblcOpl» —- neps.biit pazgen MMC-kapTbl NamsATy.
e «ToYka MOHTMPOBaHKS» — TOUKA MOHTMPOBaHWA pasgena.
» «®daiinoBas cuctema» — painsioBast cMcTeMa CMOHTMPOBAHHOIO pasgena.
¢ «OnuM¥ MOHTMPOBaHUA» — AONOSIHUTE/IbHbIE ONUWY, NepefasaemMble yTUAUTE mount [7] npyM MOHTUPOBaHUN.

» «[poBepnTb» — onpeaensieT, 6yAeT /N BbINOSIHEHA NPOBEPKa (haii/10Boi cucTeMb! pasaesna npy MOHTUPOBa-
HUN.

4.5.3.1 PepakTupoBaHue TOUKN MOHTUPOBAHUA

[na pefakTypoBaHus TOYKM MOHTMPOBaHMA M0J/b30BaTe/IbCKOro pasfena HeobXoaMmMo HaxaTb KHOMKY «/3me-
HWUTb», PACMOIOKEHHYIO B NPaBOIi YaCTU CTPOKM COOTBETCTBYIOLLErO pasgena Tabnuubl TOUEK MOHTMPOBAaHUA

(cm. pucyHok 4-14). MNpu 3TOM OTKPOETCSA BCNJbIBAIOLLEE OKHO pefaKTUpoBaH/UsA napaMeTpoB TOYKM MOHTUPOBAHUS
pasgena, Kak nokasaHo Ha pucyHke 4-15.

OKHO pefakTMpoBaHUsi NapaMeTpoB TOUKM MOHTUPOBaHWS pasfena pasfesieHo Ha Bkiagkm «O6Lume HacTpoKms
(cm. pucyHOK 4-15) 1 «[4ononHUTENbHbIE HACTPOMKM» (CM. PUCYHOK 4-16).
Bo Bknagke «O6LLMe HACTPONKU» pasMeLLeHbI CrieaytoLe HacTPOKK:

* «BknoyeHo» — onpegenseT BKIOYEHA /N AaHHasA ToUKa MOHTUPOBAaHUS.

* «UUID» — ecnv BblbpaHa faHHas onuus, TO MOHTUPYEMbIA pasgen 6yaeT naeHTMdmumpoBaTbCs no BblbpaH-
Homy UUID.

Bo3moxeH py4uHoin BBog UUID mnm Beibop 13 cnvcka UUID Bcex NOAKIYEHHBbIX Pa3fesnioB Ha MOMEHT 3arpys-
KW CTpaHuLbl.

* «MeTka» — ecnv BblbpaHa faHHas onuus, TO MOHTUPYEMbIV pasgen 6yaeT naeHTUgUUMPOBAaTLCSA MO Bbl-
GpaHHON MeTKe.

B03MOXeH pyyHOii BBOA, MMEHWN METKMN UM BbIGOP U3 CNMCKa METOK BCEX NMOAK/HOUYEHHbIX Pa3fenoB Ha Mo-
MEHT 3arpy3ku CTpaHuLbl.
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Touykn MoHTHpoBaHWA — HacTpoiiku pasgena

O6wme HacTpoiky | [lononHUTENbHbIE HACTPOHKK

BrnioueHo

UUID  —npoeepka no uuid — v

MeTka  —npoeepka no meTke - v

YcTpodcTeo  /dev/sdal v

ToyKa MOHTWPOBaHHWA Jsmnt/ufs/media/sdal v

Puc. 4-15: O6Lyme HACTPOKM TOUKU MOHTMPOBaHNSA pasfena

Toukn MmoHTHpOBaHWA — HacTpoilkun pasgena

061LMe HACTPORKK | [lONONHMTENLHLIE HACTPORKK

Qaitnoeas cucTema auto e

ONUMK MOHTUPOBAHKUA rw,codepage=1251 jocharset=utfg

Mpoeepute  []

Puc. 4-16: lononHWTeNbHbIE HACTPOWKU TOYKM MOHTUPOBAHUSA pa3gena

* «YCTPOIACTBO» — €eC/n BbiGpaHa AaHHas onuus, TO MOHTUMPYEMbI pas3aen 6yaeT naeHTUULMPOBaTLCS
Mo MMeHM yCTpoiicTaa.

BO3MOXeH pyuHOi1 BBOZ MMEHM YCTPOICTBA MW BbIGOP U3 CNUCKA YCTPOCTB BCEX MOAK/IHOUEHHBIX Pa3fenos
Ha MOMEHT 3arpy3ku CTPaHuLibI.

» «TOouUKa MOHTPOBAHMUS» — onpeaensieT TOUKY MOHTUPOBAHUA pasaena.
BO3MOXeH pyuHOi1 BBOZ TOUKM MOHTMPOBAHMS pasfena Uiy Bbi6op U3 criefyoLimx BapuaHToB:
o «lcnonb3oBaTh Kak KopeHb (/)» — ICMOMb30BaTh pasfes Kak KopHeBoi pasaen.

B cnyyae Bbibopa gaHHol onuum 6yAeT BblgaHO COOBLLEHME C peKoMeHJaunsamu, B Buae Habopa Ko-
MaHz, no NoAroToBke pasgena 4711 UCMosib30BaHUA B Ka4eCTBE KOPHEBOrO HA OCHOBE CYLLIECTBYHOLLETO.
[JaHHble KoMaHAb! BbITAAAT cregyowym obpasom:

mkdir -p /tmp/introot

mkdir -p /tmp/extroot

mount --bind / /tmp/introot

mount umA_ycTpoiicTBa_pa3gena /tmp/extroot

tar -C /tmp/introot -cvf - . | tar -C /tmp/extroot -xf -
umount /tmp/introot

umount /tmp/extroot
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Mpu BBOAE AAHHbIX KOMaHA, UMS_yCTpOACTBa_pa3aena cneayet 3aMeHUTb Ha peasibHoe MMs YCTPOIi-
cTBa pasgena (Hanpumep, /dev/sdal).
Bo Bknagke «[lonofHMTe bHblE HACTPOLKM» PaCcNONOXeEHbI CNeayoLmne HacTPOKK:

» «®aiinoBas cucteMa» — BbIGOP (haiifIoBoii CUCTEMBI MOHTUPYEMOTO pasgena. [ocTynHbl cnefytolye Bapy-
aHTbl:

o «auto» — aBTOMaTuveckoe onpeaeneHue anoBoi cucTemsl pasgena (3HaueHne no ymoayaHui);
o «ext2» — cpalinosas cuctema ext2;

o «ext3» — (palinoBas cuctema ext3;

o «extd» — chalinosas cuctema exts;

o «vfat» — chaiinoBas cuctema VFAT,;

o «msdos» — chainosas cuctema FAT32;

o «ntfs» — chainnosas cuctema NTFS;

° «M0/fIb30BaTENbCKNIN» — PYYHOI BBOA, Ha3BaHWs (painnoBoiil cuctembl, koTopoe ByaeT nepefaHo yTunante
mount [7] np¥ MOHTVPOBAHUN.

o «OnNuMN MOHTUPOBaHMUS» — AOMOSTHATENbHbIE ONUMK, NepeaBaemMble yTUANTE mount [7] NP MOHTUPOBAHNUM
pasgena.

[lns KOpPpeKTHOro 0To6paXkeHnss UMEH haiIoB 1 KaTasIoroB C UCMOb30BaHNEM CUMBOJIOB KMPUWLbl, HEO6XO-
4MMO yKasaTb criefytoLme onuyn MOHTUPOBaHUSA:

codepage=1251, iocharset=utf8

 «[poBepuTb» — onpegensiet, GyAeT v BbINO/IHEHA NPoBepKa haiiIoBoi cucTeMbI pasaena npyv MOHTMPOBa-
HUW.

4.5.3.2 [lo6aBneHne TOUKN MOHTUPOBAHUA

[na no6asneHns HOBOIM TOYKM MOHTUPOBAHMWSA NOJbL30BATENLCKOTO pasfena HeobxoArMo HaxaTb KHOMKY «Job6a-
BUTb», PACMOIOXEHHYIO NOA, Tabnmueli To4ek MOHTUPOBAaHWSA (CM. PUCYHOK 4-14).

Mpw fo6aBNEHNN HOBOW TOUKM MOHTUPOBaHMUSI OTKPOETCS TAKOE XXe OKHO PeaakTUpOBaHUsi NapaMeTPOB TOUKM MOH-
TUPOBaHUSA, Kak U NpY peakTUPOBAHNMN YXe CYLLECTBYIOLLENR TOUKM MOHTMPOBaHUS. PefakTpoBaHNne CylLecTByo-
LMX TOYEK MOHTUPOBaHMS pacCMOTPEHO B pasgdene 4.5.3.1 AaHHOro pykoBoACTBa.

4.5.3.3 YpaneHune TOYKM MOHTUPOBaHUA

[ns yaaneHus TOYKM MOHTMPOBaHUS NOMb30BaTENbCKOTO pasferna HeobXoAMMO HaxkaTb KHOMKY «YAanuTb», pac-
MOIOXXEHHYI0 B MPaBoii YacTu CTPOKM COOTBETCTBYHOLLETO pasaena Tabnmubl TOHeK MOHTMPOBaHNS (CM. pyCy-
HOK 4-14).
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4.6 Pe3epBHOe KonupoBaHue

Ha cTpaHuue «Pe3epBHas Konus» pasgena «Cuctema» pacnosioxXeHbl HaCTPOMKK, CBSA3aHHbIe ¢ co34aHueM U BOC-
CTaHOB/IEHMEM pe3epBHOI Konun ¢haiiioB KOHAhMrypaumm ycTpoicTBa. HacTpoiika cnmcka coxpaHsiembix dalisios
onncaHa B pasgene 4.6.2. Kpome TOro, Ha flaHHOl CTPaHMLE MOXHO BbIMO/IHATL COPOC YCTPOMCTBA K 3aBOACKUM
HacTpoiikam (factory reset).

BHewHwuii Bug, cTpaHnupbl «Pe3epBHas Konus» nokasaH Ha pucyHke 4-17.

& plc210 - Peseperan konua - x |+ - [m] s

&« c Q LOBN"1 172.16.0.1/cgi-bin/lud/admin/system/flash e b d N @.

UBEH :

Coctonnne b plc210

Cuctema ¥

Pe3EpBHaH Konusa

Ofime HaCTPoiKK B
DNedcteua | KoHgurypauus

Bpemsa

YnpaeneHue PesepBHas KonuA

CTOpOMEBOH Talmep

Touku MOHTHPOBaHWA

3arpysnTo pesepeyio Komio NN, aprue

PesepBHan KOMUA

OGHOBNEHWE NMPOLINBKM BoccraHosneHune

TepMuHan
Mepesarpyaka

) COPOCHTE Ha 3HaUEHNA NO yMoNuaHnio [N cbpoc
MacTep HacTpoAku

MK » BOCCTaHOBMTS peaepaHyio komuio  [ERRRINEPRE,

Cnywobl b
Ceto b
CTaTMCTHKE P

BbIATH

Puc. 4-17: CtpaHuua «Pe3epBHas Konus»

Ha cTpaHuue «Pe3epBHas Konusi» Bo BKagke «[eicTBus» (CM. pUCyHOK 4-17) npeAcTaB/eHbl crieaytoLiue ane-
MEHTbI yNpasneHus:

+ KHonka «Co3gaTtb apxuB» — MO3BOJIAET CO34aTb (CKayaTb) tar-apxms TEKYLLMX KOH(IMIypaLMOHHbIX dhaiinios
MPOLUMBKM YCTPONCTBA,;

» KHonka «BbInonHuTL cO6poc» — BbINOMHAET COPOC YCTPOICTBA K 3aBOACKMM HacTpolikam (factory reset);

Mpu BbINOMIHEHUM COPOCA K 3aBOACKMM HACTpOiKaM 6yayT YHUUTOXEHbI BCE NOJ/b30BaTe/IbCk1e haiisibl 1 note-
psiHa nosib3oBatesibckas KOHUrypauys ycTpoiicTea.

Mpu BbINOMIHEHUM cOpOca K 3aBOACKMM HACTpoiikam ByaeT BbiNoSHeHa nepesarpyska ycTpoicTaa.

* KHomMKa «3arpyska apxusa...» — BbIMOIHAET BOCCTAHOB/EHWE HACTPOEK U3 tar-apxuea (cM. pasgen 4.6.1).

4.6.1 BoccTaHOBJ/IEHUE Pe3epBHOV KOMUU HACTPOEK

BoccTaHOB/MEHVE PE3EePBHOI KOMUK HACTPOEK NPOV3BOAMTCS NPY NMOMOLLY KHOMKM «3arpy3ka apxuBe...», pacnoso-
XEHHOI B nogpasaene «BoccTaHOBNEHNE» CTPaHULbl «Pe3epBHast Konus».

Mpy HaXxXaTUM KHOMKK «3arpy3ka apxusa...» 6ygeT 0TO6paxXeHOo BCMN/biBaloLLEE OKHO, KakK NoKa3aHO Ha PUCYH-
Ke 4-18.
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3arpyska daina...

Moxanyiicra, BbiGepuTe daidn LnA 3arpysKun.

0630p... OTMeHa
Puc. 4-18: BoccTaHoBNeHMe pe3epBHOli konuun. Beibop chaiina ans 3arpysku

B gaHHOM OKHE HeobxoAMMO BblOpaTh (halin apxvBa pe3epBHOIT KoMK Ha fIoKasbHON (ainnoBol cucTeMe npu
noMoLLM KHOMKK «O630p...» (CM. pUcyHOK 4-18). Mocne Bbibopa haiina apxmsa AN 3arpy3ky, BO BCM/IbIBAOLLEM
OKHe ByfeT oTobpaxeHa nHopmaLuus o BbiIopaHHOM dhaiine (MM 1 pasmep), Kak nokasaHo Ha pucyHke 4-19. MNpu
3TOM, KHOMKa «3arpy3nTb» CTAHOBUTCSA akTUBHOW.

3arpysKa daiina...

o Hazeanwe: backup-plc210-1-2020-09-17 tar.gz
o Pasmep: 47.44 Kub

0630p.. OTMeHa m

Puc. 4-19: BoccTaHoBNeHWe pe3epBHO konuu. MoaTBepXAeHVE 3arpy3km

[nsa noatTBepxaeHns 3arpy3ku Bbl6paHHOro haiina HeobxoAMMO HaxaTb KHOMKY «3arpy3uTb». B cnyyae ycnewu-
HOW 3arpy3kn haiina apxmea pe3epBHO KoMK 1 ero npaBuALHOTO doopmata (apxus B popmare «.tar.gz»), éyget
0TOOPaXKEHO OKHO MOATBEPXAEHNA BOCCTAHOB/IEHNSA CO CMIMCKOM BCEX BOCCTaHaB/MBaeMbIX (DalifioB, Kak nokasa-
HO Ha pucyHke 4-20.

BoccTaHOBUTE pe3epBHYI0 Konuio?

3arpyXeHHbIi apXMB Pe3epBHOI KOMWW ABNAETCA JeHCTBUTENDHBIM M COAEPKUT ainbl, NepeuncNeHHbIE HIKE. HaxmuTe «MPofoMKNUTD» ANA BOCCTAHOBNEHWA PE3EPBHOI
KOMMKW 1 Nepesarpyaki, uni «0TMeHa» 1A NPepbiBaHUA onepauum.

etc/collectd.conf o
etc/config/codesys

etc/config/ddns

etc/config/dhcp
etc/config/firewall
etc/config/luci

etc/config/luci wizard
etc/config/matpd
etc/config/network
etc/config/systen
etc/config/ucitrack
etc/config/ubttpd
etc/config/vaftpd
etc/dropbear/dropbear_rsa host key
etc/group

etc/hosts

etc/inittab

etc/openvpn/

etc/passwd

etc/profile

etc/rc.local ”

Puc. 4-20: BoccTaHoBNEHWE pe3epBHOi konuu. MoaTBepXAeHe BOCCTaHOBNEHNS

[ns noATBeEpPXAEHNSI BOCCTAHOB/IEHWSI Pe3ePBHOI KoMK He06XoAMMO HavkaTb KHOMKY «MpoaomkuTe». B aToM
cny4yae 6yaeT BbINOIHEHO BOCCTAHOB/EHNE (DalifoB M3 3arpyXeHHoro thaiina apxmea pe3epBHOii konuu ¢ nocre-
[AytoLlell nepesarpy3koli ycTpoiicTa.

Mpu BbINOMHEHUM BOCCTAHOB/IEHWSI PE3EPBHOI KOMM HEKOTOPbIE NOJb30BaTe bCKue haiisibl (HanpuMep cepTudmka-
Thbl, CKPUMNTbI) MOTYT OCTaTbCsl B cUCTEME. YTOObI 3TOT0 HE MPOW3OLLIIO, BbINOIHATE Nepes BOCCTAHOB/IEHMEM Pe3epB-

j i Mpu BbINOSIHEHUM BOCCTAHOB/IEHVSI PE3EPBHOI KONWUM HACTPOEK BYZET BbIMOMIHEHA Nepe3arpyska ycTpoicTaa.
i HOIi KonUM cBPOC K 3aBOACKUM HACTPOMKaM.
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B TOM c/iyyae, ec/n 3arpyxaemblii NOBPEXAEH UM UMeeT HEBEPHbI hopMaT, MoC/e HAXaTUs KHOMKK «3arpy-
3UTb» (CM. PUCYHOK 4-20), BCM/bIBAIOLLEE OKHO GYAET 3aKpbITO, a B BEPXHE YacTh CTpaHuULbl 6YAEeT 0TO6paXeHO
COO0O6LLEHME O TOM, YTO 3arpyXXeHHbli paiin He yaaéTca NpounTaTh, Kak NokasaHo Ha pucyHke 4-21.

& N5
] plc210 - Pezeperan konna - Lu. X ‘ + =
« (& ‘@‘ D & 172.16.0.1/cgi-bin/luci/admin/system/flash aee ﬁ In @O ® =
Vaupus= g
13511
L
CocTosuwe P plc210
Cuctema ¥
OBime HaCTPOiiKM 3arpy#eHHbilii apXWE Pe3ePBHON| KOMUK He UNTAETCA JaKpbITs
Bpemn

PeSEpBHaH Konwna

Ynpaeneuwe

DOeiicTBuA | KoHpurypauus
CTOpOMeBo# Taiimep

ToukK MOHTHPOBaHWA PesepBHan Kon1A

PeaepsHan Konus HamMHTe «CO3AaTH APXHEs, 4TOObI CO3MAT

Q6HOBNEHME NPOLIMEKA

3arpyauTb PE3EPEHYKD KOMUK m

Puc. 4-21: BoccTaHoBMEHVE pe3epBHOi Konuu. OLnGKa YTeHUs 3arpy)eHHoro daiina

4.6.2 HacTtpoiika cnucka ¢paiinos pe3epBHOiA Konuu

Ha Bknaake «KoHdurypauus» cTpaHunLbl «Pe3epBHast KOnusi» MOXHO BbINOSIHUTL HACTPOIKY crniMcka chaiinos,

KOTopble ByayT coXpaHATLCA B pe3epBHOM Konuun. BHeLHWI B1A, BKNaaku «KoHdurypaumsi» nokasaH Ha pucyH-
Ke 4-22.

& plc210 - Pesepenan konms - X |+

- (] s
&« (] Q [OAN"1 172.16.0.1/cgi-bin/luci/admin/system/flash e T} In @ ©. =
OB :
CocToRuue b plc2l0
Cuctema ¥

Pe3epBHafA Konua

OfwWme HacTPOIKK ~
JeicTBua | Kongurypauus
Bpemsa

YnpaeneHue KoHdurypauyma

CTOpOKEBOA TalMep B AaHHOM KOH(UrypaunoHHO# daiine nepeyucnerbl nyTv k daiina i nanEEm

Toukn MOHTHpOBaHWA

MokazaTe TeKYLLHW CNWUCOK q)avmoa peaepeHOM KONUK OTI(pI:ITD CINCOK....
Pe3epBHan KOMWA

## Thia file containa files and directories that sheould

QfHOBNEHUE NPOLIMBKU ## be preserved during an upgrade.

# /etc/example.conf
Tepmunan # /etc/cpenvpn/

Mepesarpyzka
MacTep HacTporku

nnK »

CnywGbl ¥

Puc. 4-22: CtpaHuua «Pe3epsHas konus». Bknagka «KoHdurypaums»

34ecb NpeAcTaB/ieHO COAEPKMMOE KOH(hUrypaumoHHOro goaiina «/etc/sysupgrade.conf», B KOTOPOM yKa3blBatOTCS
[ONONHWTENbHbIE NYTH K dhaiinam n/nnm nankam, KOTopble HEOBXOAMMO COXPaHATb B PE3EPBHOM KOMUK (MO OAHOM

3anncy Ha CTPoKy). CTPOKM, HAUMHAIOLMECS C CUMBONA «#», ABNAIOTCA KOMMEHTapUSAMU 1 UTHOPUPYHOTCA NpK
BbINO/THEHWUW PE3EPBHOTO KOMMPOBAHWSI.

Mpwn HaxaTum KHOMKK «OTKPbITb CMMCOK...» ByAeT 0TOOPaXEH NOJHLIA CNMCOK haiinoB BO BCN/IbIBAIOLLEM OKHE,

KoTopble ByayT COXpaHEeHbl B Pe3ePBHYI0 KONMIO C y4ETOM KOH(UIypaumoHHoro daiina «/etc/sysupgrade.conf»
(cMm. pucyHoK 4-23).
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CnucoK daiinos ana pesepBHOro KONMPoBaHUA

Hue NPMBOAMTCA onpenenéxHbli cnucok Gaiinoe ANA pe3epBHOMO KOMWPOBaHWA. OH COCTOMT U2 M3MEHEHHDIX KOHMIypaUMoHHbIX haiAnos, oTMeueHHbIX opkg,
HeoBxoauMbix Ga308bix Hainoe, a TakKe WalnoHOE pe3epEHOND KONWPOBaHWA, ONPeaeneHHbIX NoNb30BaTENeM.

J/etc/collectd. conf ~
/etc/config/codesys

fetc/config/ddna

/etc/config/dhep

/etc/config/firewall

Jete/config/luci

fetc/config/luci_wizard

Jetc/config/matpd

/etc/config/network

/fetc/config/aysten

/etc/config/ucitrack

/fetc/config/uhttpd

Jfetc/config/vaftpd

/etc/dropbear/dropbear_rsa_host_key

/etc/group

fetc/hoats v
/etc/initrab

3aKpbITb

Puc. 4-23: CtpaHuua «PesepBHas konusx». Bknagka «KoHdurypaums». Cnucok daiinos
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4.7 OGHOBMEHUE NPOLUNBKN

Ha cTtpaHuue «O6HOBMEHME NPOLLUMBKU» pasgena «CucteMa» pacnosnioxeH diyHKLMOoHaN 06HOBNEHNSA MPOLUMBKM
ycTpoiicTBa. BHelWwHWi BUA cTpaHnubl «O6HOB/IEHME NPOLUMBKU» NOKa3aH Ha pucyHke 4-24.

& plc210 - Obrosnenme npoww: X | == - O x

&« ¢ o © £ 172.16.0.1/cgi-binAud/admin/system fu see fad m o &

UIBI:H

CocToRHME P plezld
CueTema v O6HOBNEHNE NPOLUMBKM (war 1 13 3)

06wWme HacTpoiKK

BpemsA
Onuyun 06HOBNEHWUA NPOLUMBKH

Ynpaenexue
CTOpOMEBOA TaAMep
YpanuTh HacTpoitku ycTpoictea [
TOYKH MOHTHPOBAHWA
Pe3epBHaRA KONMA
OGHOBNEHHME NPOLMEKN
Tepmunan
Mepesarpyzka
MacTep HacTpoiiku
MK »
CnywGbl b
CeTb b
Cratuctuka b

BolitTia

Puc. 4-24: CtpaHuua «O6BHOBNEHNE NPOLUNBKM»

Bcs npoueaypa 06HOBNEHUS NPOLLMBKM YCTPOACTBA COCTOMT K3 3-X LIAroB:
1) BbI6op onuuii 06HOBNEHNSA NPOLLMBKN;
2) 3arpyska 06pasa NpoLUNBKM Ha YCTPOMNCTBO;
3) BbinosiHeHVE 0GHOBEHNS MPOLUMBKM YCTPOCTBA 1 Nepesarpysku.

4.7.1 Bbl6op onuuii 0GHOB/IEHUSI MPOLUVBKU

MpK BbINOHEHUN OOHOB/IEHNS NPOLUMBKM YCTPOMCTBA MOXHO BbINOMHUTL aBTOMATUYECKUIA COPOC BCEX HACTPOeK
K 3aBOACKOMY COCTOSIHMIO. 1191 BbINONHEHMS cOpoca npegHa3HayeHa HacTpoka «YAanuTb HaCTPOLiKK YCTPoi-
cTBa» (CM. PUCYHOK 4-24). Ecnv faHHas HacTpoiika BK/IKOYEHa, TO NPY BbINOSIHEHUM 0GHOBEHWS MPOLLMBKU BCE
Nosib30BaTeIbCKMEe HACTPOVKU U JaHHble Ha YCTPOWCTBE ByayT YHUUTOXEHbI. ECNKM )Xe HacTpoiika He BKIKYEHa,
TO NPV BbINOSIHEHWNN 0GHOBEHNS MPOLUMBKM BCE NO/Ib30BATE/IbCKME HACTPOVKM 1 AaHHbIE HA YCTpolicTBe ByayT
COXpaHeHbl.

[aHHOro fokymeHTa. Mpy 06HOBEHWM NPOLUMBKM YCTPOCTBA, A4J18 CO3AaHUs U BOCCTAHOB/EHUS1 Pe3epBHOIA Konun

i TMpoueaypbl Py4HOrO CO3AaHNS 1 BOCCTAHOB/IEHUS PE3EPBHOI KOMMK NOAPOGHO paccmaTpuBatoTcs B pasgene 4.6
i 1CrONb3yIoTCA Te Xe BO3MOXHOCTY.

4.7.2 3arpys3ka o6pasa NpoLINBKU

BHewwHWiT BUZ CTPaHWLbl BTOPOTO LWara, Ha KOTOPOM BbIMOMHSETCS 3arpy3ka goaina obpasa npoLLMBKY, MOKa3aH
Ha puUcyHke 4-25.
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@ plc210-Ludl X | + -~ O *
<« c Q © & 172.16.0.1/cgi-bin/luc/admin/system /fwu/step_2 v @ ﬁ [[\EN] ®. =
V)L B :
CocToAHKe b plc2lo
Cuctema >

O6HOBNEHWE NPOLUMBKM (Liar 2 u3 3)
061Lue HacTpoiikn Ha faHHOM Lware HeoGXoAMMO BoIBPaTL (aiin NPOLWMEKN.

Bpemn Boifpannoii daiin npowusky OyneT sarpyseH Ha yCTRORCTBO, koTopoe Obino BoiDpaHo Ha npegoigylem ware

Ynpaenenne
Onuwun 06HOBNEeHUA NPOLUMBKKN

CTOpOMEBOH TalMep

¥AanuTb HAacTPORKM YCTPORCTEA ‘ nNa
TOUKK MOHTHPOBAHWA

Peaepean Konua BaHble YBeAOMCHHA

OGHOBNEHUE NPOLLMEKN ~ )
‘ BHUMAHME: Bo Bpems 0GHOBNEHWA NPOLUHBKA BCE NONb30BaTENbCKWE AaHHBIE HA YCTPORCTEE GyAYT YHHUTOREHDI J

TepmuHan
‘ BHWUMAHME: Bc EpemMs 0GHOBNEHWA NPOLIMEKA BCE HACTPOAKKM YCTPORCTEa GyAyT NOTEPAHDI. Bbl MOXETe CAENATE PE3EPEHYHD KOTIHK) HACTPOSK 30ech. J
Mepeaarpyaka
MacTep HacTpolikn ®aiin NpoLMBKH
MK » 06pa3s NpoLUMEKH (3ToT o6pa3 GyAeT UCNoNb30BaH ANA 06HOBNEHUA NPOLLMEKMW)
MoxanyiicTa ebiGepuTe $hain NPOWWEKKW ANA 38rPY3KM
Cnyx6Gob1 #
0620p... | ®aiin He BrIBpaH.
CeTo b

CratueTva b Haaap | MMepesarpyanTb yCTPOWRCTBO M OOHOBMTH NPOLUNBKY

BbiATI

Puc. 4-25: CtpaHuua «O6HOBEHVE NPOLWMBKM». 3arpy3ka doaiia npoLUBKu

B noapasgene «Onuym 06HOBNEHNS MPOLLMBKU» 0TOGPaXKaIOTCA 3HAUEHUS BbIGPaHHbLIX ONuuii Ha NpeaplayLiem
Lware.

B nogpasgene «BaxHble YBELOM/IEHNSI» 0TOGPAKAIOTCA Pas3/IMUHbIE BaXKHble COOBLLEHNS, KOTOPbIE MOTYT 3aBW-
CETb OT BbIGPAHHbIX AOMNO/THUTE/bHBIX ONUMIA U T.N. Hanpumep, B c/lyyae BKIOUEHHOW ONuun «YaasiMTb HACTPOMKI
YCTpOIiCTBa» AaHHbIi noapasaen 6yaeT BbIMAAeTb TaK, Kak NokasaHo Ha pUcyHke 4-26.

| BHUMAHME: Bo Bpema 06HOBNEHUA NPOLUMEKW BCE NOMb30BATENBCKWE AaHHbIE HA YCTPORCTBE BYAYT YHUUTOMEHDL. J

| BHUMAHME: Bo Bpems 0GHOBNEHUA MPOLIMBKW BCE HACTPOMKK yCTPoHcTEa GYnyT NOTEPAHDIL. Bbl MOXETE CAENATh PE3EPEHYH KOMMID HACTPOEK 3/ECh. J

Puc. 4-26: CtpaHuua «OGHOBMEHNE NPOLUNBKM». O61aCTb BaXKHbIX YBELOMIEHWIA

Mpu OTCYTCTBUW YBEAOMEHWIA NoApasaen «BaxHble YBeJOMIEHUA» He 0TOBPaKaeTCs.

B noppasgene «®daiin npowmekn» 0TobpaxaeTcs HopmaLms o 3arpyXeHHoMm haine obpasa NpoLumBkn. Ecnu
Ha TeKyLLMA MOMEHT HET 3arpy>XeHHoro ghalisnia obpasa npoLunekn, To nogpasaen «dain npoLnBKN» ByAET BbIrIs-
[LeTb, KaK NoKa3aHo Ha pUCyHke 4-27.

Daiin NPOWMEKYW HA BHELUHeM HocHTene (3ToT daitn GyaeT Henonb3oBaH AnA oGHOBNEHWA NPOLNEKN):

| MowanyiicTa BbibepuTe (ain NPOLWWEKN AN1A 3ArPY3KM HAa BHELHWA HOCHMTEND

O6zop... | ®aiin He ewIbpaH.

Puc. 4-27: CtpaHuua «O6HOBNEHME NPOLLMBKU». OTCYTCTBME (halifia NPOLUMBKY Ha BHELLUHEM YCTpOCTBE

B aToM cnyyae Heo6xoAMMO BbIGpaTh thaiin o6pasa NPOLUMBKA A1s 3arpy3ku Npy NOMOLLY KHOMKKM «O630p...».
Bo Bpems BbINOHEHUA 3arpy3ku thaiina o6pasa NpoLIMBKY HA BHELLHee YCTPOoCTBO, noapasaen «®daiin npolums-
Ku» GyAeT BbIMAAETb Tak, Kak MoKa3aHo Ha PUCYHKe 4-28.
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= = VingT sarpyska (haiina NpowMBKK, NOXANYACTa NOAOKANTE. .

3arpyxeHo 14155300 13 58178486 (24%)

Puc. 4-28: CtpaHuua «O6HOBNEHMe NpoLmMBKM». Mpouecc 3arpy3ku daiina npoLUBKN

Ecnu 3arpyxeH chaiin obpasa npoLUnBKM, KOTOPLIA He NpegHa3HaveH AN NPOLUMBKY Ha ycTpolicTse M/1K210,

TO nogpasgen «dain npownBkn» ByaeT BbIMSAAETh Tak, Kak Moka3aHo Ha pucyHke 4-29. B 3Tom cnyyae Heobxo-
AMMO BbIGpaTh HOBBIW halin obpasa NPOLIMBKA A1 3arpy3ky Ha BHELUHee YCTPOMCTBO MNPy NOMOLLM KHOMKK «O6-
30pP...».

O6Gpaz npoluMEKM (3ToT obpas GyaeT MCNoNb3oBaH ANA oGHOBNEHWA NMPOLLMEKHN)

3arpymeHHblii (ailn NPoLIMEKM HE ABNAETCA NPOILMBKON NpeAHa3HaYeHHON ANA yeTpoiicTea MMK210. 3ToT daiin He MoXeT GbITb HCNONb30OBaH ANA
0GHOENEHUA MNPOLUMBKM Ha ycTpoiicTee MJIK210. MoxanyiicTa, BbiGepuTe U 3arpysuTe dain NPoLWKWEKH, NPpeAHa3HaYeHHbIA 4NA ycTpoicTea MNK210.

Paamep: 2.98 MB
Bpemn cozpanuA: Wed Mar 04 13:35:43 2020
KoHTponbHaa cymma (MD5): c40bld5e9de28907a2bddd45443d3a01

0630p... | Maiin He BoIbpaH.

Puc. 4-29: CtpaHuua «O6HOBNEHNE NPOLLNBKUY». HEKOPPEKTHBIN dhaiisl NPOLUUBKA Ha BHELLHEM YCTPOCTBE

Ecnu e 3arpyxeH cpaiin o6pasa npoLLnBKY, KOTOPbIV NpeAHasHaueH A71s NPOLUMBKU Ha ycTpolicTee M1K210,
TO nogpasaen «daiin NpowmnBk» GyaeT BbIMSAETb Tak, Kak NoKa3aHo Ha pucyHke 4-30.

0OGpaz npowunexn (3ToT ofpa3s GyaeT McNoNb30BaH ANA OGHOBNEHWUA NPOLUMEKH)

Pasmep: 56.45 MB
Bpemn co3afgaxna: Wed Mar 04 13:38:10 2020
KoHTponbHas cymma (MD5): 50d7da639£864d20d3d68d6cfelcefal

0G30p... | ®aiin He BrIGpaH.

Puc. 4-30: CtpaHuua «O6HOBEHME NPOLMBKM». KOppeKTHbIl chalin NpoLUMBKU HA BHELLHEM YCTPONCTBE

B nogpasgene «®daiin npowmBkn» A1 3arpy>XeHHoro daiisiia obpasa NPOLNBKN Ha BHELLIHEE YCTPONCTBO BbIBO-
AnTCa cnegyowas AononHUTeNbHas HopMaums:

» «Pa3mep» — pa3mep paiina obpasa NPOLLMBKN Ha BHELLIHEM YCTPOICTBE;
« «Bpewmsi co3gaHus» — aarta u BpeMs co3faHus daiina obpasa NpoLLMBKU Ha BHELLIHEM YCTPOIACTBE;

» «KoHTponbHasa cymma (MD5)» — KOHTpO/ibHas cymma halina o6pasa NpoLUMBKY Ha BHELLHEM YCTPONCTBE,
paccuntaHHasa anroputmMom MDS5.

4.7.3 Mepesarpyska u o6HOBNEHNE NPOLLUNBKU

Mpy HaIMUMKM Ha BHELLHEM YCTPOWCTBE KOPPEKTHOro doaiisia o6pasa NpoLUmMBKM, NpegHa3HauYeHHOro /18 NPOLUMBKA
Ha ycTpoiicTee MNJ/1K210, kHonka «[lMepe3arpy3vTb YCTPONCTBO Y OBGHOBUTL MPOLLMBKY>» CTAHOBUTCS akTUBHA.

HaxaTvie 3Toii KHOMKM HaYMHAeT npoLeaypy 06HOB/EHUsI MPOLUMBKM YCTPOCTBA. Mpu 3ToM cTpaHuua «O6HoBe-
HWe MPOLUMBKW» BYAET BbIrNAAETh, Kak NOKa3aHO Ha pUcyHke 4-31.
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OGHoBNEeHWe NpowWwnBKHK (war 3 us 3)

MpéT obHOBNEeHWe NPOWMBKN YCTPONCTBA, NOXANYHCTa NOAOKANTE...

= OsargaHine NoJKMHUEHUA YCTpoicTEa. .
('

Hazag

Puc. 4-31: CtpaHuua «O6HoBNEHUE NPOLLNBKM». OBHOBNEHUE NPOLLUBKA YCTPONCTBA

B Tom cnyuae, ecnv 06HOB/IEHME NPOLLUMBKY BbINO/THAETCSA C BbIK/TFOYEHHO HACTPOIKON «YaannTb HACTPOIKM
yCTpoiicTBa», TO Noc/ie 06HOBNEHNSA NPOLLMBKM M YCMELLHOW 3arpy3ku YCTpOCTBa NPON30MAET aBTOMAaTUYECKMNIA
nepexo Ha cTpaHuuy ayTeHTudmkaumm (cm. pasgen 1.3). Ecnn gononHutenbHasa HacTpoiika «YganuTb HacTpoit-
K1 yCTpOicTBa» BK/OUEHA, TO BO3MOXHO NOTPebyeTcs NoAK/o4eHNe K YCTPOWCTBY B PYHYHOM pexume, Tak Kak
IP-agpec ycTpoiicTBa nocne 06HOB/IEHWS NPOLLUMBKN MOXET ObITb U3MEHEH.

i TMpoueaypa 06HOBNEHNA NPOLLMBKM YCTPOCTBA MOXET 3aHMMaTb 10 10 MUHYT;
i 3anpelyaeTcs OTK/IOYATL NUTaHME YCTPOKCTBA [0 NOJIHOrO OKOHUYaHMSA NPoLEeayPbl 0GHOBIEHMA NPOLLNBKY.
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4.8 TepMmuHan

Ha cTpaHuue «TepMuHan» pasgena «CucteMa» MOXHO NoMy4YnTh JOCTYN K TepPMUHaNY YCTPOCTBa Hernocpea-
CTBEHHO uepe3 6pay3ep, 6e3 UCNosIb30BaHWS KAKOro-M60 A0MNO/IHUTE/ILHOTO NMPOrPaMMHOT0 06eCneyeHus.

BHelwHW BUA, cTpaHuLbl « TepMUHan» nokasaH Ha pucyHke 4-32.

& tanowrt - Tepraunan - LuCl x |+ - O x
&« c @ © A 172.16.0.1/cgi-bin/luci/admin/system/shellinabo s w mn o & =
u ~
UBI:H
CocToaHue b TAnowrt
CucTema ¥

Tepmmunan | HacTpoitkn

06wWKe HAacTpOAKK

Be6-TepMuHan

Bpems
Ynpaenexue
CTOpOMEBOA TaAMep

- / PLC218
OYKHK MOHTHpOBaHMA ) 203 -81 18:89:88 UTC

PesepBHaA KONMA ) (c) 2018-2028 Owen LLC
‘ \ https://owen.ru

OGHOENEHUE NPOLWEKN
Tepmunan
Mepesarpyska
MacTep HacTpoiiKK
MK »
CnywGbl b
CeTb b
Cratuctuka b

BolitTia

OTKpbITb TEPMHUHAN B OTAESNEHOM OKHe

Ecnv TepMUHan He

MAETCA U UCNONbL3Y

aMOonNoANUCaHHb
TEETCTEYHOLLEA KHOMKKM BhILIE 1 NOATBERS)
paHuLy UNKM KCNONb30BaTh TEPMUHAN B OTKPbIBLLEMCAH OKHe

eT NoTpeGoBaTbCA OTKPLITh TEPMWHAN B OTAENEHOM OKHE
Mocne NogTEEPXAEHNA CECIT.«IEIZ-KIHEI’& Heobxognmo

3UTb JJAHHYHO C

Puc. 4-32: CTpaHuua «TepMuHas»

Mpun ncnonb3oBaHWK caMonognucaHHoro SSL ceptudmkara 06nacts TepMUHaNa Ha CTpaHule «TepMUuHas» Mo-
XET BbIMNALETb TaK, Kak NoKasaHo Ha pUCyHKe 4-33.

B 3aBO/CKOI NPOLUMBKE YCTPOICTBA CaMONOANMCaHHbI cepTUdKaT reHepupyeTcs aBTOMaTUYeCKy Npu NepBom
BK/TOYEHUMN YCTPOICTBA.

[JaHHoe cooblieHne CBUAETENLCTBYET O TOM, UTO Gpay3epy He YAanoch BbINOHUTL NPOBEPKY cepTudukaTa. B ue-
NAX 6e30MacHOCTM NPaKTUYECKM BCE COBPEMEHHbIE 6pay3epbl N0 YMOYAHUIO He OTKPbIBAKOT CTPaHWLbI, Ha KOTO-
PbIX UCMOJIb3YIOTCSA CAMOMNOANUCaHHbIe CepTUdUKaTbI.

Ha pucyHke 4-33 nokasaHo cogepxunmoe o06nactm TepMmyHana gns 6paysepa Mozilla Firefox. B gpyrux 6pay3sepax
BHELLHWI BUA, U COAEPXaHNe AAaHHOMO COOBLLEHMSA MOXET OT/IMYATbCS.
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[TpenynpexaeHue: BeposaTHas yrpo3a 6e3onacHoCTy

Firefox oBHapyxu1n BepOATHYH yrpo3y Be30nacHOCTM WM He cTan oTkpeieats 172.16.0.1. Ecan Bbl NoceTMTe 3TOT CauT,
Hanajaslne MOryT NONbITaTbCA NOXMTHTL BALLY MHHOPMALIMIO, TAKYHD Kak Maponu, aipeca SNeKTPOHHOW NouTkl
WK AaHHble BaHKOBCKWX KapT.

MoapobHee...

BepHyTbcs Hazaa (pekoMeHayeTcs) [LononHUTensHo...

OTtnpaeka COOBLWEHMA O NOA0OHEIX OWwWKbKax nomoxeT Mozilla 0bHapyXuTe W 3a610KMpPOEaTE BpeLOHOCHbIE

CarThI

Puc. 4-33: CtpaHuua «TepmuHasn». Ownbka npoBepku ceptudmkara B 6paysepe Mozilla Firefox

[nsa paspelueHns paboTbl TEpMMHAIA C CAMOMNOANMCAaHHBIM CepTUUKATOM, HE0OXOAMMO BbINOMHUTL CrieayoLme
felicteua (Ha npumepe 6paysepa Mozilla Firefox?):
1) OTKpbITb TEPMUHA B OTAE/bHOM OKHE 6pay3epa, HaXas KHOMKY «OTKPbITb TEPMUHAS B OTAE/TbHOM OKHE>,
pPacnosiIOKEHHYIO B HUWXKHEW YacTu CTPaHuUbl « TepMUHa» (CM. pUCYHOK 4-32).

2) B OTKpbIBLUEMCS OKHE OyAeT 0TOH6paXKeHO CO0bLLEHME, aHaUTOTMYHOE NOKa3aHHOMY Ha pUCyHKe 4-33. Heobxo-
JMMO HakaTb KHOMKY «[ONOMHUTENbHO...».

3) B oTkpbiBLIElCS 06/1aCTU AONOSHUTE/BbHOK NHGOPMALMK (CM. PUCYHOK 4-34) HE06X0AUMO HaXKaTb KHOMKY
«[TPUHATL PUCK 1 NPOAOMKUTB.

Beb-caiTel NOATEEPMXAAHT CEOK NOAAMHHOCTE C MOMOLLLHD cepTudKrkaTos, Firefox He aosepaeT aToMy
CaWTy, MOTOMY UTO OH MCMNOAL3YET CEPTUOMKAT, HegeAcTeMTeNsHbIA ang 172.16.0.1:4200.

Koa owwnbku: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

MNpocmoTpeTs cepTUduKaT

BepHyTbca Hasan (pekoMeHayeTca) MPUHATE PUCK M NPOACTKUT b

Puc. 4-34: CtpaHuua «TepMmuHan». [lonosHnTebHas nHopmaums 06 ownbke NpoBepKN cepTudmkaTa Ha npumepe 6paysepa
Mozilla Firefox

4) BygeT OTKPbIT TePMUHAT C NPUIALLEHNEM K BBOAY VMEHW MO/Mb30BATEIsl, Kak NoKasaHo Ha pucyHke 4-35.

1 B gpyrux 6paysepax (Google Chrome, Opera, Microsoft Internet Explorer u T.n.) npuBeA&HHaA NocneAoBaTebHOCTb ASCTBUI MOXET
HeCyLLeCTBEHHO OT/IMYATbLCS.
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@ ple210 - Teprawnan - LuCl x E Shell In A Box x | + -

c @ @ & https://172.16.0.1:4200 o Y IND ® B =

plc218 login: []

Puc. 4-35: CtpaHuua «TepMuHan». OTKpbITUE TEPMUHAA NOC/e NOATBEPXAEHUS CAMONOANUCAHHOTO cepTudmkaTa

5) OTtaenbHoe OKHO 6pay3epa MOXHO 3aKpbITb. [oc/ie 06HOB/IEHNA OCHOBHOIO OKHa, B KOTOPOM Obl1a OTKpbITa
cTpaHuua «TepMuHasn», 06n1acTb TepMuHana fo/HKHa BbIrA4EThb, Kak Noka3aHo Ha pucyHke 4-32.

4.8.1 HacTpoiiku TepmuHana

CTpaHuua HacTPoeK TepMUHasia nokasaHa Ha pucyHke 4-36.

@ plc210 - Hacrpoiika - LuCl x | + « - O
< @ ‘m‘ D 172.16.0.1 /cgi-bin/luci/admin/system/shellinabox/configure LT w In O ® 1 =
I -
VBENH
CocTosuue b plc2lo
Cuctema +

TepMuHan HacTpoilka
OBLUME HACTPOIKK

HacTpoiika TepMUHana

Bpema
YnpaeneHue OCHOBHblE HAacTpOMKK | HacTpoWku SSL

CTOpOMEEOW TalMep
Mopr | 4200
TOUKH MOHTHPOBEHWA

PezepeHan KonuA
OTKNKOUYNTD BbIBOL, 3BYKOBbLIX CUTHaN0oB
OGHOBNEHWE NPOLIMEKK

TepmuHan

Mepeaarpyska CoxpaHuTb W npumeHuTs i CoxpanuTh

MacTep HacTPoiKK

Puc. 4-36: CTpaHuLa OCHOBHbIX HACTPOEK TepMyHana

B none «MopT» yka3biBaeTcs 3Ha4eHne TCP noprta cnyx6bl Be6-TepMmHana. Mo ymonyaHuto, ciyxooii Beb-
TepMuHana ucnosne3yetcs nopt TCP 4200.

HacTpoiika «OTK04YMTb BbIBOA, 3BYKOBbIX CUTHaU10B» OTK/Il04aeT BOCnpoun3BeaeHve 6pay3epoM 3ByKOBbIX CUrHa-
0B, KOTOPbIE MOTYT 6bITb CreHepuMpoBaHbl B TEpMUHAUIE, HanpumMep Npu BbiBoAe cneunasnbHoro cumsona ASCI|
BEL (kog 7) [8].

Ha Bknagke «HacTpoiikun SSL» pacnonoxeHbl HACTPOVKY WndpoBaHmsa SSL. BHelwHuiA BUA, BKNaakn «HacTpoiiku
SSL» nokasaH Ha pucyHke 4-37
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& plc210 - Hacrpoiika - LuCl X | + + _ 0o
&« c @ © & 172.16.0.1/cgi-bin/luci/admin/system/shellinabox/configure Rhd w In DO ® @ =
~
UBEN
L]
CocToRHue b plc2lo

Cucrema ¥ ~
TepmuHan | HacTpoika

OBLLMe HECTPOIRKK

HacTpoiika TepMHHana

Bpems

VnpaeneHue OCHOBHbIE HACTPOAKKM | HacTpoikmn SSL

CTopoxeBol Talimep
BrniouMTe SSL [

Toukn MOHTHPOBaHWA

PeaepaHan Konus Ceprudukat HTTPS (popmat PEM) | ] /ete/shellinabox/ssl/certificate.pem (2.79 KB)

OBHOBNEHHE NPOLIUEKY

TepmuHan Ypanuto SSL ceptuukar  IRAELTIEESS Il TGy

Mepesarpyzka

MaCTep HaCTPOHKK

CnyxGol b

Puc. 4-37: CtpaHuua SSL HacTpoek TepmuHana

HacTpoiika «Bknounts SSL» No3BO/SET BKIOUUTL WK OTK/IIOUUTL UCMO/b30BaHNe SSL npu pa6oTe TepMyHasa.

He pekomeH/yeTcsi UCMOMb30BaTh CYX6Y TepMUHaIOB 6e3 BKIUYEHHOTO SSL WwWndpoBaHus. B aTom crydae, Bce
[laHHbIE MO CETV NepeaatoTca B OTKPLITOM BUAE, B TOM HYMC/IE JIOTUH W Naposib.

HacTpoiika «Ceptudmkat HTTPS (chopmat PEM)» no3BonsieT ykasartb NyTb K SSL cepTudmkaTy Ha daiinoBoii
cMcTeMe yCTpOWCTBa UM BbIMOHUTBL 3arpy3Ky HOBOro ceptudpmkara B popmare PEM npy noMoLm kHonkm «O6-
30p...».

Mpun HaxaTnm KHOMKN «YaanuTe SSL cepTudhmkar» nponcxoauT yaasneHume tekyulero SSL ceptudpmkara. MNpu atom,
€C/In BK/IloUeHa onuusa «BkiounTe SSL», aBTomMatuyeckn 6yaeT BbiNo/HeHa reHepaums HOBOro camonoinmMcaHHo-
ro ceptudpmkara.
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4.9 lMepes3arpyska

CTtpaHunua «[lMepe3sarpyska» pasgena «Cucrema» npegHasHadeHa 15 BbINOSHEHNUS NPOrpaMmHol nepesarpysku
ycTpoiicTBa. JaHHas yHKLMSA aHal0rMyHa BbINO/THEHWIO B KOHCO/IM KOMaHAbl reboot. BHewwHuin Bug, cTpaHuubl
«[epe3arpy3ka» pasgena «Cucrema» nokasaH Ha pucyHke 4-38.

& plc210 - Mepesarpyaca - LuCl X | + - - O
<« c @ © & 172.16.0.1/cgi-bin/luci/admin/system/reboot eee v mWweo®e®H\ =
. ~
UBEEH
L]
CocToAxue b plc2io
Cuerema ¥ Mepesarpyska
0Gwme HACTRORKM MporpaMMHan Nepesarpyska Ballero yeTPoORCTES, T.e. BbINOMHEHWE KOMaHbl reboot

Bpemn
BbINONHUTL Nepe3aarpyaky

Ynpaenexue
CTOpOMEEOH TaliMep
TOUKK MOHTUPOBaHUA
PesepaHan KonuA
OBHOBNEHWE NPOLIMBKM
TepMmuHan
lMepeaarpyska

MacTep HacTpOHKK

Puc. 4-38: CtpaHuua «lepe3arpyska»

Mepe3arpyska yCTPOCTBA BbINO/THAETCS NPY HaXKaTUW KHOMKM «BbINOMHUTL Nepesarpysky».
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4.10 MacTtep HacTpoWKu

[JaHHblit pazgen oTcyTcTByeT B Web-uHTepdeiice ynpasneHusi kKoHTposniepos CrK.

Ha cTpaHuue «MacTep HacTpoiiku» pasgena «CucteMar» MOXHO BbINOMHUTL 3aMyck MacTepa HacTPOKK, KOTOPBbII
noApo6HO onucaH B pasaesne 2 JaHHOro AOKYMEHTA.

BHeLHW Buf, cTpaHuLpbl «<Mactep HacTpolikn» pasgena «Cuctema» nokasaH Ha pucyHke 4-39.

& plc210redu-1 - Mactep Hactpe. X | + - O
&« ¢ @ © & 192.168.5.1/cqgi-bin/luci/admin/system fwizard o bxd ne@o @ 1 =
~
V)[1H 1]
=
CocTosHue b plc2l0redu-1
bueTema = MacTep HaCTPONKH

O6ume HACTpORKK MacTep HaCTPOAKKM MO2BONAET BLINONHUTL KOHDWIYPaUWio OCHOBHDIX NapaMeTPOE YCTPOACTEE 338 HECKO/BKO NPOCTh!
BpemA

YnpaeneHne

CTopoXeBoii Taiimep

TOUKH MOHTHPOBaHUA

Pe3epBHaA KOMKA

OBHOBNEHWE MPOLIMEKN

Tepmunan

MNepesarpyska

MacTep HaCTPOMHKK

nnK »

Puc. 4-39: CtpaHuua «MacTep HaCTpOKu»

3anyck MacTepa HacTPOiKM OCYLLECTB/ISETCS MPU HAXATWUKN KHOMKK «3anyCcTUTb MacTep HaCTPOKM...».
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H NMnK

B fJaHHOM pasfesnie CoAepXUTCS onMcaHve CTpaHuL, AN ynpasieHusi, HacTPONKN 1 MOHUTOpUHIa dyHKUmi MNJ1K
YCTPOWCTBA, KOTOpble obecneynBatoTcs cpenoi ncnonHeHms CODESYS.

5.1 Be6 Bu3yanusauyus

Ha cTpaHuue «Beb Bu3yanmsauusa» pasgena «MJ/1K» otobpaxaercsa Bu3yanusaums nonb30BaTesIbCKoro npuiaoxe-
Hna CODESYS.

BHewwHWii BUA, cTpaHuLbl «Beb Bu3yanmsaums» pasgena «IMJ1K», npu 3anyweHHOM nosib30BaTe/IbCKOM Mpuioxe-
HWUW, NoKa3aH Ha pucyHke 5-1.

i -
° plc210 - Beb eusyannsauua - L X | + = n

&« ¢ © & 172.16.0.1/cgi-bin/luci/admin/plc/webvisu o Ine&@o ® 8 =

VIBEEH :

CocToRnue b plc2lo

Cucrema b

Be6 Busyanusauus

e I o o I N e e N | = e
Beb Buayanuzauua _
Tect Y¥aauHeix OwmSrm Mpouext CyTOH Hbl H CTeHA
HacTpoitku DO-DI 4Hz 0 0 0

Q) o ©

RS485 115200 &n1
usBe

3arpyaku

ol ool e
o|lo|le| e
ol ol o e

MpunoxeHue MMC
Eth
PesepeupoBaHie — Whchopmauwa o USE yerpoiictee ———
Daitnbi xypHanos EMKOCTE:
TecT He 3anyLueH .
Coyxon » 3aHATo:
CeoBogHo:
CeTb b — OBy WnHEI Cron / Crapt Barapen
= . — Whdopmama o MMC yetpoitcee ———
Gt s e 2693 Emkocte: 132135936
Boti
e _ Ethemet 3auATo: 58650352
[ Paam. nakera:56 ] € bR 3475584
Khonka: (Omxata
Zanyctume Tect | [ANUTensHOCTE MCNLTaHui:
Hac Mun
Owmbru | BrniounTe Bhixoaa Tect RTC / Retain agﬁaop;f“:; | II| IIl

OTKpbITb Bef BU3yanuaalMio B OTAENBHOM OKHe (BKNagKe)

Puc. 5-1: CtpaHuua «Beb Bu3yanmsauus»

B HWXHEl YyacTu CTpaHULbl pacnonoXeHa KHomnka «OTKpbITb BE6 BU3yanM3aumio B OTAe/IbHOM OKHe (BKNaake)»,
KoTopasi NMo3BOJISIET OTKPbITb BE6 BU3yann3auyio B 0TAe/IbHOM OkHe (U1 BKafdKe) 6pay3epa, UTo MOXET ObiTh
yA06HO NpY HEO6X0AMMOCTIN PYUHOTO MaclUTabUpoBaHUs OKHa BeG BU3yasm3aLui.

Ecnu nonb3osatensckoe npunoxeHne CODESYS He 3anyueHo, To Ha cTpaHuue «Beb Busyanusaumsa» oyaet
0TOGpaXeHO COOTBETCTBYIOLLEE CO0bLIEHME (CM. PUCYHOK 5-2).
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& plc210 - BeB puzyammanma - | X |+ = - o EH
<« c @ © & 172.16.0.1/cgi-bin/luci/admin/plc/webvisu sss fg meo®®H[ =
~
V)UDH]
-
CocTorHue b plc210

Cucrema b Beb BU3yanusauma

MnK = (
Monb30BaTENbCKOE NPUNOXEHWE HE 3aNYILEHO.

BeG BH3yannaaLua

HacTpoiiku

3arpyaku

Puc. 5-2: CTpaHuLa «Be6 Bu3yanmsauysi». MNo/b30BaTeNlbCkoe NPUIoKeHNe He 3arnyLleHo

5.2 HacTpoiikun

CTtpaHunua «HacTpoliku» pasgena «M/1K» cogepXUT 0CHOBHbIe HACTPOKKM cpeabl ncnonHeHnss CODESY'S, Bk/ito-
yas pyHKUMIO Be6 BM3yanusauun. BHeLWHWIA BUA cTpaHuLbl «HacTpoikn» nokasaH Ha pucyHke 5-3.

W@ plc210 - HacTpoiiky - LuCl X |+ - [m] H
<« ¢ @ © B 172.16.0.1/cgi-bin/uci/admin/plc/settings .. o In @ & =
™ -~
0""'. c ABTOOGHOBNEHHE BRNIOYEHO
=
CocToAHme b ple2io
» -
Crerena HacTpoiiku CODESYS

niK «

CeTeBble HacTpouku Be6 BUsyanusayum
Beb Buayanuaauns

THN NOgKNHYEHUA HTTP w HTTPS ~

HacTpoiik1

3arpyaku Homep nopra HTTP 8080
Mpunaxenne Homep nopta HTTPS | 8443
PeaepenpoBaHue

SSL ceptudurkat  HeT SSL cepTudmkata
Cnyxbol b

Cets b Wckniouenuns

CTaTMcTHka b 06paboTKa NCKNKYEHH Otnasnusastca CODESYS ~

BbIATH
PasHoe

Puc. 5-3: CTpaHunua «HacTpoiikm»

Ha ctpaHuue «HacTtpoiiku» pasgena «M/1K» foCTynHbI cneaytoLue HacTPONKM:

e «Tun NOAK/IOYEHNS» — BbIGOP NOALEPKUBAEMbIX NPOTOKOMNOB NOAK/IIOYEeHNs Be6 Bu3yanusauun CODESYS
(no ymonuaHuio «<HTTP n HTTPS»);

» «Homep nopta HTTP» — Homep nopTta TCP, ncnonb3yemblii Be6 Bu3yanusaumein CODESY'S, npu ucnosnb3o-
BaHuKU npoTtokona HTTP (no ymonyaxuio 8080);

» «Homep nopta HTTPS» — Homep nopTa TCP, ncnonb3yemblii Be6 Busyanunsaumein CODESYS, npu ucnosb-
30BaHMKM npotokona HTTPS (no ymonyaHuio 8443);

* «SSL cepTudmkar» — nHgopmaumsa 1 HacTpolikn SSL ceptudmkara, ncnonsdyemoro ans HTTPS nogktove-
HVA K BE6-BM3yanusaunu.

Ecnun cepTudpmkar oTcyTCcTBYET, TO 0TOOpakaeTcs cooblieHne «HeT SSL cepTudmkartax». 18 nmerowierocs
cepTuchukaTa oTobpaxkaeTcs fara ero cosfaHusa 1 gara UCTeYeHNs ero cpoka geiictaus (CM. pucyHok 5-4).
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SSL ceptudmkat Cozpad: May 515:25:36 2020 GMT
WeTekaeT: May 5 15:25:36 2021 GMT

Puc. 5-4: NHdopmauums o Tekywem SSL ceptudmkare se6 susyanusauum CODESYS

KHonku «CreHepupoBarts...» U «YaanuTtb...» NpefgHasHaveHbl A5 reHepauny Hosoro SSL ceptudmkara v yaa-
NleHns TeKyLero ceptudimkara COOTBETCTBEHHO. eHepauns u yganeHune SSL ceptudhmkara Beb Bu3yanmsa-
umm CODESYS paccmoTpeHsbl B pasgenax 5.2.1 1 5.2.2;

KHonka «3arpy3ntb...» npegHasHadyeHa ans sbibopa 1 3arpy3ky SSL ceptudpmkara ¢ 3akpbITbIM K/1H04OM. Ipo-
uecc 3arpyskm SSL cepTudpmkara paccMoTpeH B pasgene 5.2.3.

* «O6paboTka NCKNIUYEHUI» — MeTog, 06paboTkn nckveHui. JocTynHbl cnegytowme BapuaHTbl:
o «OTnaenuneaetcd CODESYS» — uckntoyeHus obpabaTsiBaloTcs cpefoii ucnonHeHns CODESYS;
o «[Mepesarpy3ka» — Mpy BO3HWKHOBEHWU UCK/IOUYEHNSA BbINOJTHSAETCA Nepesarpyska.

e «OYNCTUTb retain NnamaATb...» — OYNCTKA SHEProHe3aBNCUMOIA retain namaTn (cm. pasgen 5.2.4).

* «[Mepe3anyctutb CODESY S» — BbINOHAETCA NoMHasA nepesarpyska scex cnyx6 CODESYS (MHTepdeiicos,
npunoxexuii n gp.) (cm. pasgen 5.2.5).

o «YJanuTb NPOEKT» — NO3BONAET YAAUTL 3arpPyXXeHHbI NPoekT (CM. pasgen 5.2.5).
5.2.1 leHepauyua SSL ceptuchukarta
KHonka «CreHepupoBarth...» (CM. pUCYHOK 5-3) N0O3BONSAET BbINOHUTL reHepaumio Hosoro SSL ceptudimkara. MNpu

Ha)kaTuu JaHHOI KHOMKW 6yaeT 0To6paKeHo MoAa/IbHOE OKHO C 3anpoCcoM MOATBEPXKAEHUS TeHepaLm HOBOro
SSL cepTudmkara, nokasaHHoe Ha pucyHke 5-5.

NeHepauwusa SSL ceptudukaTa

Bbl AefCTEMTENBHO XOTHTE CreHepUPOBaTh HOBbIR SSL cepTudukaT?

leHepaUyvA HOBOIO L-cepTUMKaTa MOXET 3aHATH MHOTO BpeMeHK. CyLLecTBYIOLLMA SSL-cepTudUKaT, ecnin creHepuposad, GyaeT yaaneH. [1NA NPUMEHEHNA HOBOMD ‘

cepTUdMKaTa Heo6X0[MMO BRYUHYHO Nepe3anycTTs CODESYS
O "EUEE  CreHepupoBaTh

Puc. 5-5: MNoaTBEpXAEHME reHepauun HoBoro SSL cepTudukata

Mpun HaxaTnm KHonkn «CreHepmnpoBaTb» ByeT 3anyLLeH npouecc reHepauum HoBoro SSL ceptudpmkara. Bo Bpems
BbIMOSIHEHWSA reHepauuy 6yaeT oTobpaXKaTbCA OKHO, NOKa3aHHoOe Ha PUCYHKe 5-6.

MeHepauuna SSL cepTudmkaTa

& MeHepauuwA Hoeoro SSL-cepTudukara... MoxanyicTa, NOJOKANTE, 3TO MOXET 38HATh MHOTO BREMEHH. ..

Puc. 5-6: l'eHepaumsa HoBoro SSL cepTudmkata

Mpu ycnewHoM 3aBepLUeEHUN TeHepaumn HOBOro SSL ceptudimkara 6yaet oTobpakeHo OKHO € COOBLLEHNEM, KakK
NnoKasaHo Ha pUCYHKe 5-7. B none nHopmaumm o Tekyllem ceptugukare (CM. pucyHok 5-4) 6yayT oTobpakeHbl
[aHHble HOBOrO cepTudukara.

leHepauyuna SSL cepTudukaTa

HoBbIi SSL cepTU(UKAET YCNELWHO CreHEPUPOBEH.

3aKpbiTh

Pwuc. 5-7: YcnewHas renepauns HoBoro SSL ceptudmkara
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5.2.2 YpaneHue SSL cepTudukara

KHonka «Yaanutb...» (CM. pUCYHOK 5-3) NO3BOMSET YAAINTL TEKYLMIA SSL cepTudimkar. Mpu HaxaTum 3Toli KHOMKK
6y[eT 0TO6paXeHO MoasIbHOe OKHO NOATBEPXAEeHUS yaaNeHns cepTudmkara, nokasaHHoe Ha pUcyHke 5-8.

Ynanenue SSL ceptudukaTa

Bbl AeiiCTEMTENDHO XOTHTE yAanuTb SSL ceptudmkar?

Puc. 5-8: MNoareepxeHve yaaneHus ceptudukara

Haxartume KHONKn «Yaanutb» NpMBEAET K 3anycKy npouecca yganeHns Tekyulero SSL ceptudpmkata. B cnyyae
YCMELLHOro yaaneHus 6yaetr 0TobpaXeHo OKHO C COOOLLEHMEM, KakK MOKa3aHo Ha puCyHke 5-9.

Ypanenue SSL cepTuduKaTa

SSL cepTMhMKAT YCMelHo YAaNEH.

3aKpbITh
Puc. 5-9: YcnelwHoe yganeHune ceptudgumkara

5.2.3 3arpyska SSL ceptucukara

KHonka «3arpysuTb...» (CM. PUCYHOK 5-3) npefHasHaveHa ans 3arpyskun gpalinos SSL ceptudonkara seb-
Bu3yanmsauun CODESYS. Mpu HaxaTun faHHO KHOMKK 6yaeT 0TobpaeHO MoAasIbHOEe OKHO C 3anpocom Tpe-
6yeMbIx halinoBs (CM. pUcyHok 5-10):

» ®aiin ceptndmkara (.cer chaiin) — dpaiin ceptTndonkara 6e30nacHOCTU, KOTOPbIA Cnonb3yeTcs aasa obecne-
yeHus 6e30MacHOCTV CepBepoB, TpaH3akLUuii, NorMHoB. CepTudmkar 6e30nacHOCTH BbIAAETCS CnelyasbHbIM
LieHTpom cepTudpmkaumm.

« daiin npuatHoro kntova (.key dpaiin) — chaiin 3akpbiToro (NPMBaTHOIO) K/ko4a, KOTOPbI 06ecneynBaeT 3a-
wuweHHoe HTTPS coeguHeHne mexay cepBepoM U K/TUEHTOM.

« DH (Diffie Hellman) kntou (.pem dpaiin) — dpaiin DH kntoya, 3akoaupoBaHHbIli B Base64, npuMmeHsiemblii gns
6e3onacHoi Bepucukauuy nonb3oBaTenei.

3arpyska SSL ceptudmkarta

MoxanyicTa, EpiGepuTe SSL-cepTdUKaT w Gain ¢ 3aKPbITHIM KNKOYOM ANA 3arpyaku. [ANA NpUMEHEHUA HOBbIX CEPTUdMKATOR HeOBXOAMMO BPYYHYHO NEpe3anycTuT
CODESYS nocne 3arpysku.

®aitn ceprudukara (.cer daitn) 0630p... | Daiin He BoibpaH.
Qaitn npueaTHoro knioya (key daiin) 0630p... | ®aiin He BLIGpaH.
DH (Diffie Hellman) kntou (.pem daiin) 0630p... | Daiin ve Buibpan.

Puc. 5-10: MogansHoe okHo 3arpy3ku SSL ceptudmkara Be6-susyanusauum CODESYS

Mocne 3arpy3ku Bcex TPEX (hainnoB 1 HaXaTun KHOMKK «3arpy3nTb» (CM. pUCyHOK 5-10) GyA€eT BbINO/THEHA 3arpy3-
Ka thalinoB SSL ceptucmkata Beb6-susyannsaumm CODESYS Ha ycTpoicTBO. BO BpeMs BbINOHEHUS 3arpy3Ku
byneT oTobpaxaTbCs OKHO, NOKa3aHHOe Ha pucyHke 5-11.
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3arpyska SSL ceptudukata

ks 3arpyska S5L cepTudmxaTa...

Puc. 5-11: 3arpy3ka SSL ceptucdukara

Mpw ycnewHom 3aBepLueHnn 3arpy3ku dpaiinoB SSL cepTudimkata 6yAeT 0TO6paXEHO OKHO C COOBLLIEHNEM, Kak

NnokasaHo Ha pucyHke 5-12. B none nHtopmaymm o TekyLem ceptTudmnkare (CM. pucyHok 5-4) 6yayT 0To6padkeHbl
JaHHble HOBOTrO cepTudukara.

3arpyska SSL cepTudukaTa

S5L cepTMhMKAT YCMELWHO 3arpyHeH.

3aKpbiTh
Puc. 5-12: YcnelwHas 3arpyska SSL ceptudukata

[na npumeHeHuns 3arpyxeHHoro SSL ceptucukara Heo6xo4MMO BbINOHUTL Nepesanyck CODESYS npu nomoLm
KHOMKKN «Mepe3anyctute CODESYS...» (cm. pa3gen 5.2.5).

5.2.4 OuucTKa retain namaTu

KHonka «QuucTka retain namaTu...» (CM. PUCYHOK 5-3) NO3BOJISET BbINOHUTL OUNUCTKY retain naMsTy (3HeproHesa-

BMUCMMOI1). Mpn HaXkaTnm faHHOM KHOMKK ByAeT 0TobpaKeHO MoAasIbHOEe OKHO C 3anpoCcoM MOATBEPXAEHUSA OUMCT-
KW retain namsTy, nokasaHHOE Ha pPUCYHKe 5-13.

OuncTKa retain namaTu

Bbl AeACTEUTENBHO XOTHTE OUMCTUTD retain namaTs?

(LT -DEN OUMCTUTE

Puc. 5-13: MoaTeepxaeHne ouncTky retain namsaTn

Mpu HaxkaTUKM KHONKM «OuKCTKa retain namaTu...» BygeT 3anyLleH npoLecc OYUCTKM retain namaTu. Bo Bpems Bbl-
NOMIHEHNS OYMCTKM ByaeT OTOBpaKaTbCs OKHO, NMOKa3aHHOe Ha pucyHke 5-14.

OyucTKa retain naMATH

- BBINONHASTCA 04YWMCTKA retain namATH...

Puc. 5-14: Ounctka retain namsatu

Mpun ycnewHomM 3aBepLUeHn OUUCTKM retain naMaTy ByaeT 0TO6PaXeHO OKHO € COOBLLIEHNEM, KaK NOKa3aHo Ha pu-
CyHKe 5-15.

OyKcTKa retain naMaTm

Retain NamATE yCnewHo o4neHa.

3aKpbiTh

Puc. 5-15; YcnewHas ouncTtka retain namaTm
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5.2.5 lMNepesanyck CODESYS

KHonka «[MNepe3anyctnte CODESYS...» (CM. pucyHoK 5-3) no3Bonset nepesanyctutb CODESYS. MNpu Haxatuu
[OaHHOI KHOMKKN 6yAeT oTo6paxeHo MoganibHOE OKHO € 3anpocoM noaTBepxaeHms nepesarpyskm CODESYS, noka-
3aHHOe Ha pucyHke 5-16.

MNMepesanyck CODESYS

Bbl geliCTEWTENBHO NepesanycTuTe CODESYS?

[ "UE  [epesanycTuTb

Puc. 5-16: NoarsepxaeHne nepesarpyskn CODESYS

Mpun HaxaTum KHoMkmn «Mepesanyctute CODESYS...» ByaeT 3anyLleH npouecc nepesarpyskm CODESYS. Bo Bpe-
MS BbINOSIHEHUS Nepe3arpy3ku dyaeT oTobpaxarTbCa OKHO, NOKa3aHHOE Ha puUCyHKe 5-17.

MNepesanyck CODESYS

5. Boinonuaetca nepesanyck CODESYS...
Puc. 5-17: lNepe3sarpy3ka CODESYS

Mpw ycnewHom 3aBepLueHun npouecca nepesarpysku CODESYS 6yaeT oTo6paXeHOo OKHO C COOBLLEHMEM, Kak
nokasaHo Ha pucyHke 5-18.

Mepesanyck CODESYS
CODESYS yCnewHo nepesanylyeH

3aKpbiTh

Puc. 5-18: YcnewHas nepesarpy3ka CODESYS

5.2.6 YpaaneHue npoekrta

KHOMKa «YaanuTb NpoekT...» (CM. pucyHok 5-3) no3sonseTt yaanutb npoekt CODESYS. Mpu HaxaTun gaHHoiA
KHOMKM ByfeT 0TO6paXKeHO MOAa/IbHOE OKHO C 3arpocoM NOATBEPXKAEHMS YAASIEHNS NPOEKTa, NoKasaHHoe Ha pu-
CyHKe 5-19.

Ypanenue npoexkta CODESYS

Bbl AefCTEMTENBHO XOTHUTE YAaNUTL NpoekT CODESYS?

Puc. 5-19: NoaTeepxaeHne yaaneHne npoekta

Mpy HaXaTUM KHOMKK «Y[annTb NPOEKT...» ByAeT 3anyLleH npouecc yaganeHmsa npoekta CODESYS. Bo Bpems
BbINOSIHEHUA yAaneHns 6yaeT oTobpaxarbCs OKHO, NOKa3aHHOe Ha puUcyHke 5-14.

Ypanenne npoekta CODESYS
"% Ypanenue npoexTa CODESYS...

Pwuc. 5-20: YnaneHve npoekra
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Mpwn ycnewwHom 3aBepLueHnmn yaasneHus npoekta 6yaeTr 0oTobpaeHO OKHO C COOOLEHEM, KakK NokasaHo Ha pUCYH-
Ke 5-21.

YpaneHune npoekta CODESYS
MpoekT CODESYS ycnewHo yaanéu.

3aKpbiTh

Puc. 5-21: YcneluHoe yaaseHne npoekTta
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5.3 3arpysku

Ha ctpaHuue «3arpy3ku» pasgena «MJ1K» npegctasneHbl CCbI/IKM A1 3arpy3ku pas/iMyHbIX NonesHbIxX aiinios
N CCbINIKM Ha MH)OPMaLMOHHbIE MaTepuasibl No paboTe ycTpoicTea. BHeLWwHWI BuA, cTpaHuubl «3arpysku» pasge-
na «MMJIK» nokasaH Ha pucyHke 5-22.

@ plc210 - 3arpyakm - LuCl X |+ - ] X
&« Cc o © & 172.16.0.1/cgi-bin/luc/admin/plc/downloads [+ mn o & =
~
V) (10 [
.
CocToAHKe b plc2ld
CucTema b
3arpysKku

MK

Mawker OBEH CODESYS
Be6 Buayan13aLnA

- CkauaTb (8.96 MuE)
HacTpoitku

3arpysku

Opaiisep RNDIS gna Windows

MNpunoxeHue
Ckavatb (1.46 MuE)

PeaepeupoBsaHme

Daitnbl XypHANoB Wndopmauma u matepuansi
CryxGol b o CTpaHuua ycTpoicTEa Ha calite OBEH
o Ctpanuua CODESYS V3 Ha caiite OBEH
Cetb b o Pazpen CODESYS V3 Ha dhopyme OBEH

o OGpPaTUTBCA B TEXHUUECKYH NOAASKKY
CTaTUCTUKa P

Puc. 5-22: CtpaHuua «3arpysku»

[na 3arpy3ku AOCTYMHbI cnepytowme daiinbl:
* «MakeT OBEH CODESYS» — nakeT a1 cpegpl paspabotkn CODESYS;

» «[paiiBep RNDIS ans Windows» — nakeT gpaiiepos ans USB RNDIS nogkntoueHus ansi onepaunoHHon
cuctembl Windows.

* «/HgopMaLums n MaTepuasibi» — CCbINIKMA Ha CTPaHuLUbl Nogaepxkn yctpolictea, CODESYS 1 TEXHUYECKOA
noAAepXKN.
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5.4 lpunoxeHune

Ha ctpaHuue «MpunoxeHune» pasgena «MJ/1K» otobpaxaetca nHpopmauus o 3anyLeHHOM Nob30BaTeIbCKOM
npunoxeHun CODESYS. BHelwwHWii BUg, cTpaHunubl «MpuioxeHne», npy 3anyLweHHOM Nosib30BaTe/IbCkoM npuo-
XXEHUU, NoKasaH Ha pUCyHke 5-23.

@ plc210 - Mpnnoxenme - LuCl X + " - = “
« (& Q 0 Z 172.16.0.1/cgi-bin/luci/admin/plc/application e o IneBo ® 1 =
] A
“l'l-l l c ABTOOGHOBNIEHHE BKITIOYEHO
[ |
COCTORHME P ple210
Cuctema b
MpunoXeHue
nnK =
CocToRHWe PaGoTaeT
Befl Buayanuaauma
Wmn naladka_PLC210
HacTpoiku
AsTop Melnik A. G.
3arpyaknu Bepeust 3.5.14.3003
MpunoxeHHe WameHeHo 17.12.2019 10:44:07
Pe3epBHpOBaHUe Target 351433
Daiinsl kypHanoe MonuTop 3agay
Cnywhbi b
CopTHpoEaTb No cTonbuy MpropuTeT v
Ceto P
MopAACK COPTMPOEKK To BO3pacTaHNio -
CratucTuka b
) MuH, Make.
BoliiTn BpemA EpemA CpepnHee BpeMA MHuH. Maxe.
WuTepean uMKna LMKna BpeMsA uMkna  IKuTTEp JRATTEP MUTTED
Wmna Tun Mpuoputer (MKc) (mMKc) (MKc) umKna (MKc) (mKc) (mKc) (MKc) (Mrc) Cépoc
DODITask Cyclic 0 25000 531 12 405 1026 1318 -937 381
RS485Task Cyclic 1 25000 25 9 40 442 1556 -735 a21
RicTask Cyclic 31 250000 73 15 708 6917 9648 -4895 4753
EthernetTask  Cyclic 31 50000 19 11 59 5882 10943 -5408 5541
DrivesTask Cyclic 31 25000 20 10 36 4733 11182 -5581 5601
StendTask Cyclic 31 250000 795 16 1224 6933 12388 -6194 6194
RetainTask cyclic 31 250000 25 14 68 5839 9445 -4914 4532
VISU_TASK cyclic 31 100000 275 13 446 88497 11139 -5721 5418

Puc. 5-23: CtpaHuua «lpunoxeHue»

B BepxHeli yacTy CTpaHuLbl 0TOGpaXaeTcsi kpaTkas MHCPOPMaLIMS O 3anyLEHHOM NPUIOXEHUWN B BUae Tab/uLbI:

¢ «COCTOSIHNE» — COCTOSAHWE M0/1b30BATE/IbCKOro NPUIOXKEHUA. MOXeT NpYHMMaTb O4HO U3 CriefyroLWnX 3Ha-

YeHWi:

> «Pa6oTaeT» — Nnosib3oBaTe/IbCKOE NPUIOKEHME 3aMyLLEHO 1 paboTaeT;
o «He 3anyleHo» — No/b30BaTe/IbcKoe NPUIOXKEHNE HEe 3anyLIEHO;
o «OCTaHOB/EHO» — NO/b30BATE/bCKOe NPUIOXKEHNE OCTAHOB/EHO;

o «lIcKoueHne» — paboTa Nnosb30BaTe/bCKOro NPUIOKEHVs Gblia NpepBaHa 13-3a NpousoLeawero

VCKJ/TIOUYEHMS;

o «/IMsi» — Ha3BaHue (MMS) NPUIOXKEHUS;

* «ABTOpP» — aBTOP NPUIOXEHUS;

+ «Bepcusi» — Bepcusa NPUNOKEHNS;

¢ «l/3meHeHO» — farta 1 BpeMs nocnefHero n3MeHeHus NpuioXeHus.

» «Target» — Bepcyusl LIeN1eBoro paHTaimMa.
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Hanpumep, ecnu nonb3oBartesibckoe npunoxeHne CODESYS He 3anyujeHo, To Tabnvuya ¢ nHpopmaumein o npuio-
XeHun ByaeT BbIrNAAETb, Kak MoKa3aHo Ha puUcyHke 5-24.

CocToAHKe He aanyuieHo
Mmna He yKa3aHo
AeTop He yKka3aHo
Bepcua He yKka3aHo
M3meHeHO He yKka3aHo
Target He yKa3aHo

Puc. 5-24: CtpaHuua «lpunoxeHne». MNMonb3oBaTesibckoe NpuIoKeHne He 3anyLuieHo

5.4.1 MoHuTOp 3apau

B nogpasgene «MoHMTOp 3agad» CTpaHunLbl «[prunoxeHne» oTobpaxaeTtcs Tabnvua 3agad (task) Tekyuiero sany-
LLLEHHOTO NMO/ib30BaTeNbCcKoro npunoxeHms CODESYS (cm. pucyHok 5-25).

MHH. Make.

Bpema Bpems Cpepnee Bpemsa MuH. Make.
WHTEpEan uUMKna uUMKNa BpEMA uukna  JwuTTep AWUTTED AMUTTED

UmnA Tun MpuopuTeT (mKc) (MKc) (MKc) umMkna (MKc) (mKc) (mKc) (mKc) (Mkc) CoGpoc
DODITask Cyclic 0 25000 521 12 405 1026 1318 037 381
RS485Task Cyclic 1 25000 24 9 40 442 1556 -735 821
RicTask Cyclic 31 250000 991 15 709 6917 9648 -4895 4753
EthernetTask Cyclic 31 50000 27 11 59 5882 10949 -5408 5541
DrivesTask Cyclic 3 25000 26 10 36 4733 11182 -5581 5601
StendTask Cyclic 31 250000 963 16 1227 6933 12388 6194 6194
RetainTask Cyclic 31 250000 26 14 68 5839 9446 -4914 4532
VISU_TASK Cyclic 3 100000 138 13 439 88497 11139 -5721 5418

Puc. 5-25: CtpaHuua «MpunoxeHne». Tabnvua moHuTopa 3agaqy

Kaxgas cTpoka Tab/uLbl COOTBETCTBYET OAHOI 3a[ade, [/151 KOTOPOK 0ToGpaXKatoTcs crefyoLive napameTpbl
B COOTBETCTBYIOLLMX CTONOLAX TabNNLbI:

«ma» — nmga 3agaun,
«Tun» — TN 3agayn. MoxeTt NPMHUMaThL cneayrwme 3Hav4yeHnaA:
o «Cyclic»;
o «Event»;
o «Status»;
o «Freewheeling»;

«[MpuoputeT» — NpropuTeT 3aga4n. MoXeT nprHUMaTh 3HaveHuns ot 0 (HamBbicwnii npuopuTeT) fo 31 (Haw-
MEHbLLMWA NPUOPUTET);

«VHTepBan (MKC)» — MHTepBaUT 3arnycka 3afjayu B MUKPOCEKYHAAX;
«Bpems uyukna (MKC)» — BpeMs uMKna 3ajadn B MUKPOCeKyHaaXx;
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* «MwuH. Bpems uykna (MKC)» — MUHUMasIbHOE BPEMS LMK/Ia 334a4M B MUKPOCEKYHAAX;

» «Makc. Bpemsi Luyknia (MKC)» — MakcUMasibHOe BPeMsi LMK/a 3a4a4u B MUKPOCEKYHAAX;

o «[xutTep (MKC)» — MKUTTEP 3a4a4n B MUKPOCEKYHAAX;

o «MUH. BKXUTTEP (MKC)» — MUHUMaSIbHbIA KUTTEp 3a4a4n B MUKPOCEKYHAAX;

* «Makc. mKuTTEp (MKC)» — MakCUMasTbHbI MXUTTEP 3a4a4M B MUKPOCEKYHAAX;

» «C6Bpoc» — KHOMKa copoca CUETUMKOB A/1s1 AaHHOW 3aaaun. CopackiBaloTCsA CHETUMKMA BPEMEHM LyKNa
U DKUTTepa B 3HaueHne «0».

KHorka «C6pocuTb BCE» BbINOSHSET COPOC CUETUMKOB BPEMEHW LKA U [HKNTTEPA B 3HaUeHne «0» A Bcex 3a-
[y, nepeyncrieHHbIX B Tabnmue. C6poc CUETUMKOB TOMBKO AJ151 KOHKPETHOW 3a4aui BbINOHSIETCA NP NOMOLLM
KHOMKM, pacrosfioxeHHoii B cTonoLe «C6poc» CTPOKM COOTBETCTBYIOLLEN 3a4aumn TabnnLbl MOHMTOpA 3a4ad.

Ceepxy Tabnmupbl MOHUTOPA 3a4a4 PacnofiokeHbl 3/IeMeHTbl ynpaBneHust (CM. pUCYHOK 5-26), No3BoNsioLLME Bbl-
NOSIHUTL COPTMPOBKY CTPOK TabuMLbl NO 3a4aHHOMY CTO6LY C 3afaHHbIM NOPSiAKOM (N0 BO3pacTaHuio Un yobiBa-
HUIO 3HAYEHWN).

CopTupoBaThb no cronbuy MpHopUTET v

MopAACK COPTUPOBKK Mo BO3PACTaHWD v

Puc. 5-26: CTpaHuua «[puioxeHue». YnpasneHue cOpTUPOBKOI TabnuLpl MOHUTOpa 3a4ad
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5.5 Pe3epBupoBaHue

[JaHHbI pa3gen npucyTcTByeT Tonbko B Web-nHTepdelice ynpasneHusa KoHTponnepos M/1IK210 ¢ nogaepxkoi dyHK-
LMW pe3epBrpOBaHNS.

Ha cTtpaHuue «PesepsupoBarune» pasgena «M1K» otobpaxaeTca nHdopmaumsa n aneMeHTbl ynpasieHa qyHKU-
el pesepsuposaHus MJK.

BHeLHW Buf, cTpanuLpl «PesepeupoBaHmne» pasgena «MNJK», npy 3anyLieHHOM MNosb30BaTe/TbCKOM MPUIOKEHNN
¥ HAaCTPOEHHOV (hYHKLMM pe3epBMpPOBaHUS MeX/y ABYMS YCTPOCTBAMU, NMOKa3aH Ha pUCYHke 5-27.

(] plc210 - Pesepenposanue - Lu. X ‘ + - ] x
&« c @ © & 172.16.0.1/cgi-bin/luci/admin/plc/redundancy wee w0 In @ ©. =
] Ll
V l'l-ll c ABTOOGHOBNEHHE BKITHOHEHD
-
COCTORHKE b plc2lo
»
Crereva PesepBupoBaHue
nnK « Ha aToil cTpaHuLe MOXHO HACTPOMTD peaeperpoeaHue MNJTK CODESYS u HabniopaTth 3a TEKYLLMM COCTORHUEM PE3EPEMPOBAHKA
Bef BU3ayanuaayus
CocTtosHune
HacTpoiiku
Mapametp NogknoveHHbIA MK ETopoii K
3arpyaku
IP-appec 192.168.10.10 192.168.10.11 &
Mpunoxenne .
Moaxmoyenne (ping) La Na
PesepEnpoBaHue AocTyn K ynpaenekiio na na
Daiinel xypHanos BepcuA NPoWMEKH 2.0.0814.0957 2.0.0814.0957
CyxGo1 b CocTofAHue pesepBHpPOBaHKA Pe3epBHbli OcHoBHO#M
CeTs b OwKEKa pezepEUPOBaHWA Het owmnbok HeT owubok
CTaTucTHKa b
L lMepekniounTb COCTORHME ISP o
CHHXpOHW3aLMA = = HacTpoiika 4OCTYNa K yNpaeneHuio
BolitTy (DCHOBHOIA/ pE3EPBHDIIf)
Kondmrypauua
NapameTp NogknioYeHHbIR MK Bropoii NNK
WpenTudukarop NIK. 1 2
IP-agpec nogxkntoyeHHoro MK 192.168.10.10 192.168.10.11 &
IP-agpec eToporo MK 192.168.10.11 & 192.168.10.10
MopT NOAKNIOYEHHA 1206 1205
TafMayT CHHXPOHWIALMH NPUMCHKEHHA (MC) 5000 5000
TaliMayT CMHXPOHU3ALMM AaHHbIX (MC) 500 500
TaiimayT KOH(pHIyPaLMOHHBIX NAKETOR (MC) 400 400
CroHurypHpoBaTsh noagKnioyeHHbIA MK CroHdurypupoeaTh BTopoi MK
Konturypauus nogkntouentoro NJK... B COOTBETCTBHM C NapameTpamMu BTOporo B COOTBETCTBMM C NapamMeTpamu
K. nofiKntoueHHoro MIK...
hd

Puc. 5-27: CtpaHuua «Pe3epsuposaHmne»

CTpaHuua «Pe3epBupoBaHue» pasfeneHa Ha Asa nogpasgena:

* «COCTOSIHUE» — COAEPXKUT MHCPOPMALMI0 O TEKYLLEM COCTOSIHAN Pe3epPBUPOBaHNS Y OCHOBHbIE 3/1IEMEHTbI
ynpasnenuns (cm. pasgen 5.5.1);

* «KoHdmrypaums» — cogepxut HopmMaumio 0 KoHpurypauum yHKLMN pe3epBUpoBaHNSA NOAKTOHEHHO-
ro 1 pesepsHoro MNJ1K, a Takke cCoAepXUT aIeMeHTbl YNpaBieHNs CUHXPOHM3aLMN KoHdurypauum (cMm. pas-
nen 5.5.2).

99 /227



Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

5.5.1 NMopgpaspen «CocTosiHNeE»

B nogpasgene «CocTtosiHue» oTobpaxaetcs Tabnuua ¢ nHdopmMaumeii o TekyLleM COCTOSAHUM PYHKUUN pe3epBu-
poBaHusl. BHeLWHNIA BnA Tabnnubl COCTOSIHUSA NPMBEAEH Ha pUCyHKe 5-28.

Mapametp MopknioueHHbIA MK BTopoii NNK
IP-appec 192.168.10.10 192.168.10.11
Moaknioyexue (ping) Oa na
JAocTyn K ynpaeneHuo na na
BepcuaA NpowmMBEKH 2.0.0814.0957 2.0.0814.0957
CocToAHue pe3epBHpOBaHNA PesepeHblid OCHOBHO#
Own6Ka pe3epeMpOEaHUA HeT owmnbok HeT owmnGok

MepeKniounTE COCTOAHKE
(ocHOBHOR/pe3epBHbIA)

Puc. 5-28: CtpaHuua «Pe3epBrpoBaHmex». Tabnmua COCTOSIHNUSA

Tabnua coCTOSAHUA COAEePXUT cneaytoLme cTonoubl:
* «[MapameTp» — UMs 0TOGpaKaeMoro napamMmeTpa CoOCTOSAHNS;
* «[logkntoyeHHoro MJIK» — 3HavyeHne napamMmeTpa an4a nogknwyveHHoro MN/K;
» «BTtopoii MN/IK» — 3HauveHne napameTpa 4151 BToporo (pesepBHoro) MJIK.

B cTpokax Tabnuubl 0TO6paxarTCs 3HaUYeHUs 418 cneaywmx napameTpos:

* «IP-agpec» — ckoHurypupoBaHHsbIii IP-agpec MJIK. KoHdurypauus IP-agpecoB Ans NOAKIOYEHHOrO U BTO-
poro MNJIK BbinonHsAeTcs B nogpaspene «KoHdmrypauus» (cm. pasgen 5.5.2). Ecnv IP-agpec He ckoHdurypu-
poOBaH, TO 3Ha4YeHne napameTpa bygeT 0To6paxarTbcs Kak «He cKOHhUrypmpoBaHo» (CM. PUCYHOK 5-29).

MapameTp Mopkno4eHHbIR MK Bropoit MNK
IP-appec 192.168.10.10 He cKoHpUrypupoBaHo
Mopknioyexue (ping) Oa HeT ceA3u
JocTyn K ynpaenexuo na HeT ceAau
Bepcua Npowmexun 2.0.0814.0957 HeT ceAau
CocTofHKe pe3epBUpoOBaHnA PesepEHbIi HeT ceAau
OwwnbKa pe3epBMPOBaHNA HeT owmGok HeT ceAaun

Puc. 5-29: CtpaHuua «PesepsupoBaHmne». Tabnuua cocTosiHusA. |[P-agpec He CKOHGUIyprpoBaH

¢ «[opgkntoueHune (ping)» — pe3ynsTar BbINO/IHEHUA NPOBEPKX NoakoyeHns K MJIK. MNpoBepka BbINOMHAETCA
nyTém otnpasku ICMP naketa «<ECHO_REQUEST» [9] ckoHurypuposaHHomy IP-agpecy ¢ BpeMeHeM 0Xu-
JaHvs oTBeTa paBHbIM 1 cekyHAe. B ToM cnyyae, ecnv 3a Bpems oxuaaHusa He 6ygeT nonydveH oreet (ICMP
naketr «kECHO_REPLY»), 3Ha4yeHue 3TOro 1 Bcex nocneayrwmx napaMeTpoB byaet oTobpaxarbes Kak «HeT
CBA3U» (CM. pUCYHOK 5-30).
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Mapametp MNoakno4eHHbIN MK Bropoii MK
IP-appec 192.168.10.10 192.168.1011
MNoaxmeoyeHue (ping) Da HeT ceasu
AocTyn K ynpasnexuo Ha Het censu
BepcuA NpolMEKH 2.0.0814.0957 Het censu
CocToAHHE pe3epBUPOBaHNA ABTOHOMHbI# HeT cBA3N
OwwubKa pe3epEMPOBAHHA HeT cooBLieHua Het censu

Puc. 5-30: Ctpanuua «PesepsrposaHmne». Tabnuua coctosiHnA. OTCyTCTBUE CBA3W €O BTOPbIM MK

3HaueHne «HeT cBA3W» Takke 0TobpaXaeTcs B C/lydae He CKOHGurypupoBaHHoro IP-agpeca MJykK.

¢ «[loCTyn K ynpasneHuno» — pe3y/ibTart BbIMOSIHEHUS NPOBEPKN Hanuna gocTyna kK ynpasnenuio MNJ1K. B cny-
Yyae nogxnryeHHoro MK, goctyn K ynpaeneHuto onpegensetca 1em, 3anyweHo nm aapo MNJK (CODESYS)
nnu Het. B cnyyae BToporo MK, ans obecneveHns [ocTyna K ynpasieHuno, NoOMYMO 3anyLLeHHOro aapa
MJIK, Takke HeobxoaMMo Hanuune 6ecnaponbHoro SSH-goctyna ko sBTopomy MNJIK. 19 HAaCTPOWKK Takoro Ao-
CTyna Heo6xoAMMO BOCMNO/Nb30BATLCA KHOMKON «HacTpoiika foctyna K ynpas/ieHuto...», KoTopasi CTaHOBUTCS
aKTMBHOI B C/ly4Yae OTCyTCTBMSA AOCTyna K ynpasseHuto BTopbim MJ1K (cm. pasgen 5.5.1.3).

B cnyuae oTcyTCTBMA AOCTYNa K ynpasieHuto, 3Ha4eHre 3Toro 1 BCex rnocsiefyoLwmnx napaMmeTpos 6ygert
oTobpaxarbes Kak «HeTt goctyna» (CM. pUcyHoK 5-31).

CocTosiHIEe «HET A0oCTyna» MOXET 0To6paxaTbCcs BO BpemMst nepesanycka siapa MK, Hanpuvep, npu nuameHe-
HUW KOHpUTypaLn.

MNapameTp MNopaknoYeRHbIA MK Bropoi MK
IP-appec 192.168.10.10 192.168.10.11
Mogxnioyexue (ping) Da Oa
[ocTyn K ynpaBnexnio na HeT noctyna
Bepcua npoluMeKkn 2.0.0814.0957 HeT goctyna
CocToAHHE pe3epBUpOBaHHUA OCHOEHOR HeT goctyna
OwwnbKa pezepEUpPOBaHUA HeT owubok HeT goctyna

HacTpoiika AOCTYNa K YNPaENeHMIo. ..

Puc. 5-31: Ctpanuua «PesepBrpoBaHmne». Tabnuua coctosHus. OTCyTCTBME focTyna K ynpasneHuto sTopbiM MK

* «Bepcua npolumnBku» — Bepcud npowumskn MNJK. Ecnu Ha nogknvyeHHoM 1 BTopoM MK Bepcuu npoLuns-
K/ pasnuyatoTcs, To 60nee paHHASA Bepcus 6yaeT oTMeyeHa KpacHbIM LLBETOM (CM. pUCYHOK 5-32). B Takom
cfy4yae, Ha 3TOM YCTPONCTBE PeKOMEHAYETCs BbINO/HUTL OOHOBEHWE NpoLwwmBKY (CM. pasaen 4.7).

BepcHA NpoLMERH 2.0.0814.0957 2.0.0112.0836

Puc. 5-32: Ctpanuua «PesepBrpoBaHme». Tabnvua cocTosHNsA. PasHblie BEpCUMM NPOLLIMBOK

» «CoOCTOsIH/E pe3epBMPOBaHNs» — TeKYLLEe COCTOSIHME Pe3epBUpPoBaHus. Bo3MOXHbI CeadytoLe cocTos-
HUS:

o «3anycKk» — BbIMNOHAETCA 3anyck;
o «CUHXPOHW3ALMS» — BbINOJ/IHAETCA CUHXPOHM3ALUS;
> «OCHOBHOI» — pe3epBMpoBaHne paboTaeT HopMasibHO, M/IK SIBNSIETCA OCHOBHbIM;
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o «Pe3epBHbIN» — pe3epBrpoBaHNe paboTaeT HopManbHo, MNJ1K ABNSETCS pe3epBHbIM;
o «ABTOHOMHbIN» — [MJIK paboTaeT aBTOHOMHO 6€3 pe3epBNpPOBaHUS;
o «OwWwmnbKa» — NPoun30oLLIa OLLNBKA;
o «CUMYNAUUS» — PEXUM CUMYNSALNUN;
o «OLKnbKa 3arpy3ku» — npounsoLusia owmobKa 3arpysKu;
o «OTK/IHOYEHNE OCHOBHOI0» — BbIMOJTHAETCA OTK/K04YEeHe OCHOBHOrO [MJ1K;
o «OTK/IIOYEHNE pe3epBHOro» — BbIMOJTHAETCSA OTK/IOUeHNe pesepsHoro MJK;
o «OLWKnbKa CUHXPOHU3ALMM» — NPOU30LL/IA OLLINOKa CUHXPOHMU3aLMK;
o «3arnyck CUMY/ALMN» — BbIMOJTHAETCS 3anyck CUMYNALMUK;
o «HeT NMUeH3nn» — OTCYTCTBYET /IMLEH3MS;
o «Hen3BecTHO» — NoNyYnTb MHHOPMALMIO O TEKYLLLEM COCTOSAHUW HE YAas10Ch.
* «OlwmnbKa pe3epBrpoBaHNsa» — MHpopmaLms 06 onbke pe3epBrpoBaHUS. BO3MOXHbI ceaytoLme oWmnoKm:

o «HeT oWwmnboK» — OLLINMOOK HET, pe3epBrpoBaHme paboTaeT HOPMaslbHO;

o «OwWwmnbKa» — NPon30LL/Ia OLLINBKA;

o «OLwwmbKa 3arpy3ku» — nNpounsoLLa omnbKa 3arpysKu;

o «OLWmbKa CMHXPOHM3ALIMN» — NPOU30LLIA OLLUMGKA CUHXPOHM3ALMN;

o «OLWKnbKa UnKna» — npousoLuna owmnobka Uukna;

> «HeBepHoe coobLieHNe» — Moy4eHO HEBEPHOE COOOLLEHUE;

o «OLmnbKa CBA3M» — MPOoKn3oLLIa omnbKa cBA3N;

o «OLwwmnbKa NONEBOW WNHbI» — MPOU30LLISIA OLLUMGKA NOSIEBON LUVHBI;

o «OwmnbKa Npuéma coobLLEHUS» — NPOM30LLIA OLWNGKa Npy NpUéMe CoobLLEHNS;
o «HeT coobLeHnsI» — OTCYTCTBYET COOBLLEHNE;

o «OLWwKnbKa KoHdMrypauumn» — npounsoLuna owwmobka KoHdurypauuu;

o «CRC owwnbka o6nacti BBoga» — NponsoLuna owmbKa KOHTPONbHOM CyMMbl 06/1aCTV BBOAA,
o «HeT NMueH3nm» — OTCYTCTBYET /INLEH3MS;

> «HewnsBecTHas ownbKa» — NPOU30LL/Ia HEN3BECTHASA OLLIMOKa.

B HMXHel YacTn Tabnuubl PacnonoXeHbl TPU KHOMKM:
¢ «CUHXpOHM3aUna» — cM. pa3gen 5.5.1.1;
e «[lepekntounTb COCTOsIHME (OCHOBHOW/pe3epBHbIn)» — CM. pasaen 5.5.1.2;
* «HacTpoiika gocTyna K ynpasneHuto...» — cM. pasgen 5.5.1.3.

5.5.1.1 CuHXpOHM3auusa

B ToM cnyuvae, korga cuHxpoHusaums mexay MNJ1K HapyLeHa (BoccTaHOB/IEHVE CBA3W Mocsie 06pbiBa, 3aMeHa
pesepBHOro MN/K, owWnbKN CUHXPOHU3aLMU U T.MN.), HEOGXOAMMO BbIMONHUTL PYUHYH CUHXPOHU3aumio MNJIK.

Ecnn BbINnonHeHWe onepauuy CUHXPOHMU3aLMY BO3MOXHO B COOTBETCTBUW C TEKYLLMM COCTOSSHUEM MOAK/THOYEHHO-
ro v BToporo MJK, To B HMXHER YacTn Tabnunubl COCTOAHUA ByAeT akTUBHA KHOMKa «CUHXPOHU3auusa» (CM. pucy-
HOK 5-33).

HaxaTne KHomkn «CMHXPOHM3aLUW» NPUBEAET K 3amycKy NpoLiecca CUMHXPOoHM3aUmn. Bo BpeMsi BbINOSIHEHWS! CUH-
XpOHM3aumn, 6yaeT oTo6paxaTbCsl BCMN/IbIBatOLLEE OKHO, NOKa3aHHOE Ha pUcyHke 5-37.

B c/lyuyae ycneLHoro 3aBeplUeHnst CMHXPOHM3aLuK BCM/IbIBAKOLLEE OKHO GYAET 3aKpbITo, a B Tab/MLe COCTOSIHUS
6yayT 0TO6paKeHbl 06HOB/MEHHbIE 3HAUEHWS NapaMeTPOB.

B cryyae oWwmnbKM CUHXPOHM3aLMKN BYAeT 0TOBPAXKEHO BCM/bIBAIOLLEE OKHO C KOAOM W ONUCaHMEM OLUIVMGKU.

5.5.1.2 MepeknoueHne COCTOAHNIA

B Tom cnyuae, korga o6a NJ/1K (nogxntoYeHHbI 1 BTOPOii) paboTaloT HOpMasibHO U MeXay HUMWU NMEETCS CBS3b,
04vH MNJIK cTaHOBMTCSt OCHOBHbLIM, @ BTOPOI pe3epBHbIM.
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NapameTp MoaxnioueHHbli NIK Bropoii MK
IP-appec 192.168.10.10 192.168.10.11
MopknioyeHue (ping) na Ha
AocTyn K ynpaeneHnio Ha Na
BepcuA npowmexkn 2.0.0814.0957 2.0.0814.0957
CocToAHWE pe3epEMPOBaHHA ABTOHOMHBIR ABTOHOMHBIA
0 pesepeunp HeT coobLieHun HeT coobleHua

Puc. 5-33: CtpaHuua «PesepsupoBaHme». Tabnuua cocTosiHNA. AKTYBHASA KHOMKa «CMHXPOHU3aLums»

CunxpoHmnsauma NJIK

"t OnepauvA BbINOMAHASTCA, NOMKANYACTa, MOAOMANTE. .

Puc. 5-34: CtpaHuua «Pe3epBupoBaHue». BbinosiHeHne onepauumn cuHxpoHusaumm MK

[na nepekntoveHus coctoaHuii asyx MNJIK npegHasHayeHa kHomnka «lepekiounTb COCTOAHNE (OCHOBHO/pe3epB-
HbliA)», PaCcMNOMIOXEHHas B HWXHEN YacTy TabnuLbl COCTOSHNUA. Ecnv BbiNONHEHWE onepaumy nepektoyeHunss cocTo-
AAHWUS1 BO3MOXHO, B COOTBETCTBUM C TEKYLLMM COCTOSIHUEM NOAK/IIOHEHHOTO M BToporo MNJIK, To KHoMKa nepekstoye-
HUS COCTOSIHWIA ByeT akTMBHA, Kak Noka3aHo Ha pucyHke 5-28.

HaxaTve KHOMKW NepekioveHnst COCTOsIHWIA NPUBEAET K 3anycKy npoLecca nepekstoyeHusi. Bo BpeMsi BbINosiHe-
HUSI onepauuy ByaeT oTo6paxaTbCs BCMN/IbIBaOLLEE OKHO, NOKA3aHHOEe Ha pUCYHKe 5-35.

MepexknoyeHne cocToAHUA

) Onepauwa BoINCMHAETCA, MOXANYACTa, NOAOKANTE. ..
Puc. 5-35: CTpaHuua «Pe3epBrpoBaHue». BbinosiHeHVE onepaummn nepektoyeHns CoCTOsTHUIA

B cnyyae ycneLiHoro 3aBepLUeHUs onepawuy BCnblBaloLLee OKHO GyAeT 3aKpbITo, a B Tabnvue cocTosiHus ByayT
0oTO6paKeHbl 06HOBNEHHbIE 3HAYEHUS NapaMeTpoB:

* MJIK, KOTOpbIli A0 BbINOMHEHUS onepaLuy uMen coctosiHne «OCHOBHOM», ByaeT Nnepek/loyéH B COCTOsIHME
«Pe3epBHbIin»;

* T1/IK, KOTOpbIli 40 BbLINOHEHNS onepaLyn UMen CocTosiHMe «Pe3epBHbIli», ByaeT NepektiodéH B COCTOAHNE
«OCHOBHOW».

B cnyyae BO3HMKHOBEHUA OoLNGKN 6y,u,eT 0T06pa)KE.'HO BCribiBawllee OKHO C KOAOM 1 onncaHnem OLINGKMN.

5.5.1.3 HacTpoiika goctyna K ynpaBneHuto BTopbim MK

[nsa obecneveHnss gocTyna K ynpasneHuto BTopbIM (pe3epBHbIM) MNJ1K ncnonblyetcs 6ecnaposibHblil SSH goctyn
C aBTOpM3aUMei C NpMMEHEHEM NPUBATHBIX K/Itoueld. Ecnv goctyn K ynpasnieHuto BTopbiM MN/1K oTcyTCTBYET,

TO B HUXKHEN YacTu Tabnuubl COCTOSHUS ByeT akTUBHA KHOMKa «HacTpoiika goctyna K ynpasieHuto...» (CM. pu-
CYHOK 5-31).

Mpu HaxkaTumn KHONKM «HacTpolika AOCTyna K ynpas/ieHuio...» ByaeT 0TO6paxxeHo BCN/bIBaOLWEE OKHO, NOKa3aH-
HOe Ha pucyHke 5-36.
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HacTpo#ka gocTtyna K ynpasneHno BTopbim MJIK

192.168.10.11

VIMA Nonb3oBaTtens oot

Maponb ssse *

EETGEN M HacTpouTb JOCTYN K yNpaBneHuo

Puc. 5-36: CTpaHuua «Pe3epBupoBaHue». BennbiBatoLiee OKHO HACTPOKM AOCTyNa K ynpasnieHnto BTopbiM MK

Bo BcnnbiBaloLLem OKHe, B COOTBETCTBYOLUME NONS 418 BBOAA, HE0OX0AMMO BBECTU AaHHble ANns ayTeHTUdmka-
uun Ha sTopom IMJIK:

* «/IMs nonb3oBarena» — 1M Nosb30BaTena A1 xoaa (Mo yMOMYaHUIO «root»);
* «[Maponb» — naposb A/19 BXoAa (Mo yMONYaHuo «owens).

Mocne BBOZA AaHHbIe A1 ayTeHTUMUKALMM HEOBXOAMMO HakaTb KHOMKY «HaCcTpouThL JOCTYN K YNPaBEeHNIO».
Bo BpeMsi BbINOMIHEHWS HACTPOIKU ByAET 0TOOPaXKATLCS OKHO, NOKa3aHHOEe Ha pUcyHke 5-37.

HacTpoiika gocTyna K ynpasneHnio BTopbim MJIK

3 - Onepauws BbINCMHAETCA, MOMANYACTa, NOSOMANTE. .
Puc. 5-37: CTpaHuua «Pe3epBmpoBaHune». BbiMonHeHVe onepaLymn HacTPOokv AOCTyna K ynpasneHuto BTopbiM MJK

B cnyyae ycneLlHOro 3aBepLUeHNs HACTPOIKX AOCTyna K ynpasieHuto BTopbiM MNJIK BCnbiBatoLwee okHO 6yaeT
3aKpbITO, a B TAG/IMLIE COCTOSIHUS 3HaYeHre napameTpa «JocTyn K ynpaBneHuno» 6yaeT oTobpaxeHo kak «[a»
(cm. pucyHok 5-28).

B cnyyae owmnbkn HacTpoliky AoCTyna K ynpaBneHuto (HEBEPHbIE AaHHbIE 4718 ayTeHTUdMKaLMKN, HEBEPHBIN |P-
agpec 1 T.Nn.) 6yget 0Tob6pakeHOo BCMN/bliBaKOLLLEE OKHO C KOAOM M ONUCaAHNEM OLLMOKKN (CM. PUCYHOK 5-38).

He yaanocb BbINOAHUTL HACTPOMKY AOCTYMa K yNpaBneHuo

He yaanock nonyunTs mySnnuHbil SSH-NoY yaanéHHoro yana. BO3MOMHO YKa3aHbl HEBEPHbIE MMA NONBI0BATENA UKW Naponb

[eTanu3auus olwnGKN

[ {"status":104, "statusMsg": "He ymamocs Noay4mTe Nyfiommmd SSH-mmou yOan€HHore y3aa. BoSMOEHC YXAS8HH HESEDHNE IMA NoIb3ICBATENA WM Napoas™} ]

Puc. 5-38: CtpaHuua «Pe3epBupoBaHue». OmMbka HaCTPOk1 foCTyna K ynpasneHuto BTopbiM MK

5.5.2 Moppasgen «KoHdurypauusa»

B noppaspene «KoHdurypauusi» otobpaxaercsi Tabnuua ¢ HopmMauueii o Tekylleli KoHdurypaumm ayHKLUN
pe3epBMpoBaHns. BHelwHWi Bug Tabnuubl KoHdUrypauuii npueeaEH Ha pycyHke 5-39.
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MapameTp MopknioueHHbIA MK Bropoil NNK
WaeHTudukatop NNK 1 2
IP-agpec nopknoyeHHoro MK 192.168.10.10 192.168.10.11
IP-appec eToporo MK 192.168.10.11 192.168.10.10
MopT NOAKMKOYEHHA 1205 1205
TaiiMayT CMHXPOHM3ALMK NPUNOKEHKUA (M) 5000 « 5000
TailMayT CHHXPOHW3ALMK AaHHbIX (MC) 500 500
TailMayT KOHUrypaLMOHHBIX NaKeToR (Mc) 400 400

CKOH(MIypHPOBAaTH NOAKNIOYEHHBIR MK CroH(urypupoeaTb BTopoi MNK
Kondmrypauwa nogknioueHHoro MIK... B COOTEETCTEMM C NapaMeTpamMi BTOpOro B CODOTEETCTEMM C NapamMeTpaMi

MInK... nogrnoyeHHoro MIK...

Puc. 5-39: CtpaHuua «PesepBmpoBaHue». Tabnuua KoHdurypawuii

Tabnuua KoHurypauum coaepxnT crepytowime cTonobubl:
* «[MapameTp» — UMSA KOHOUIypaLMoHHOIO napamMeTpa,;
 «[lopaskioueHHbIl MJTIK» — 3HaYeHMe napameTpa ans nogkntoydeHHoro MJK;
» «BTtopoii MN/IK» — 3HaueHne napameTpa A5 BToporo (pesepsHoro) MJIK.
B cTpokax Tabnuibl 0TO6paXarTCs TeKyLne 3HaueHUss KOHPUIypaLMoHHbIX NapamMeTpoB A1 NOAKIHUEHHOro
1 BTOpOro (pesepsHoro) MNJIK. MonHbIli nepeyeHb BCEX 0TOOPaxaeMbIX KOH(IUTYPaLMOHHbIX NapaMeTpoB C 1X Onu-
caHvem npueenéH B pasgene 5.5.2.2.
B HWXHel yacTu Tabnuupbl pacnosioXeHbl TPU KHOMKK:
* «KoHtpurypaumsa nogxnodeHHoro M/K...» — cm. pasgen 5.5.2.2;

» «CKOHchurypmpoBaTb NOAKMHOHEHHBIA [/TK B cOOTBETCTBMM C NapameTpamm BToporo MJIK...» — cM. pas-
nen 5.5.2.3;

» «CkKoHcpurypmpoBaTk BTopoli M/1K B cOOTBETCTBUM C NapameTpamu nogkaodeHHoro M/K...» — cwm. pas-
nen5.5.2.3.

5.5.2.1 MpoBepka (Banngauuns) KoHUrypaumi

Mpu Hanuumm goctyna K koHdurypauumn o6omx MK BbinonHAeTCA nposepka (Bamaaums) KoHurypauumii.

B TOM cnyyae, ecniv Kakoin-nmbo KOHUrypauroHHbIi napameTp He CKOH(IUIYpUpPOBaH, ero 3HadeHne B Tabnuue
KOHdhurypauuin 6ygeTt otobpaxarbca kak «He ckoHdurypmnpoBaHo» (CM. pUCyHOK 5-40).
[ononHnTenbHO BbINOHAOTCA CneayoLlme npoBepku:

* ngeHtudmkaropsl MK Ha nogxnoyeHHom 1 BTopom MJ1K He [o/mKHbI CoBnajars;

¢ |IP-agpec nogknwoueHHoro MNMJK Ha BTopom MJ1K gomkeH cootsetcTBoBaTh IP-aapecy BToporo MNMJK Ha nogxksto-
yeHHoM MJIK;

* IP-agpec sToporo MNJIK Ha BTopom MJIK gomkeH cooteetcTBoBarth |P-agpecy nognioyveHHoro MNJ1K Ha nogkito-
yeHHoM [J1K;

e 3HA4YeHMs NopTa NOAK/YEHNS U TaliMayToB AO/DKHbI coBMNadaTtb Ha obomx MJK.

B cnyyae Hanmuus Kaknx-1mbo HeCOOTBETCTBUIA B KOHpUTypaLMsix NoAKMYEHHOrO U BToporo MNMJ1K, ata uHcpopma-
umsa 6yaet otobpaxeHa B Tabnuue (CM. pucyHok 5-40).
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MapameTp

WaeHTudukatop NNK

IP-appec nogknovexdHoro NNAK

IP-agpec eToporo NNK

MopT noAKNoYeHUA

TaiiMayT CUHXPOHM3ALMHU NPUNOXKEHUA (Mc)
TaiiMayT CUHXPOHM3aLMK JaHHbIX (Mc)

TalMayT KOHPUrypPaLMOHHBIX NaKeToR (Mc)

Konpurypauwa nogknouerHoro MNIK...

MoaxknoYeHHbIA NMNK
He cKoHpUrypupoBaHo
192.168.10.10
192.168.10.11
1205
5100 = He cooTBeTCTBYET
500
450 He cooTBETCTBYET
CKOH(PUIypUpOBaTH NOAKNIOYEHHBIR MK

B COOTBETCTEMH C NapamMeTpaMu BTOporo
MInK...

BTopoi NNK

2 S

192.168.10.11

192.168.10.10

1205

5000 He cooTBeTCTBYET

500

400 He cooTBeTCTBYET
CroHpUrypupoeaTh ETOpOi MK

B COOTEETCTEMM C NapameTpamu
nogrnrodyeHHoro NMIK..

Puc. 5-40: CTpaHuua «Pe3epBupoBaHue». Tabnuua koHdurypauun. MNpoBepka KoHgmMrypauuii

5.5.2.2 KoHdurypauusa nogknrovyeHHoro MK

[N n3meHeHnss KOHUIypaLroHHbIX NapamMmeTpoB pe3epBUpPOBaHNsA NOAKIHEHHOTO MK HY)XXHO HaXaTb KHOMKY
«KoHdhmrypauus nogrsitoueHHoro M/K», pacnonoXeHHyo B HWKHEN YacTy Tabnvubl KoHurypauuii (CM. pucy-
HOK 5-39). HaxxaTve KHOMKM NpuBeaéT K 0TOOpaKeHM0 BCN/IbIBAIOLLETO OKHA pPeAakTMpPOBaHUSA KOH(OUIypaLOHHbIX

napameTpoB (CM. pUCYHKMN 5-41 n 5-42).

KoHdurypauyus napameTpos pesepsupoBanua MK

O6wme | TaAmayTsl

WoeHTudmkaTop MK

IP-afgpec nogxnioyedHoro MK 192.168.10.10
P-anpec nogxntoyenHoro MK, 3ToT IP-agpec gonsed 6biTh AOCTYNEH ANA CBASK O BTOporo MNK.
IP-agpec eToporo MK 192.168.10.11

P-agpe

|_|O|3T NoAKNHOYEHWUA

axnoyeHHoro MK

A. Homep nopra no ymonyasuio 1205,

e

Puc. 5-41: CtpaHuua «Pe3sepsrpoBaHue». OKHO pefakTupoBaHua KOHQIUIypaLMoHHbIX napamMeTpoB. Bknagka «O6Lumes»
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KoHdurypauua napameTpos pesepsupoBaHua MK

O6lwme | TaimMayTb!

TaliMayT CUHXPOHW3ALMM NPUIOMEHKA (MC) 5100
TallMayT CUHXPOHU3ALMK JaHHbIX (MC) 500
TaiMayT KOHBUIYpPaLMOHHbBIX NMAKeToE (Mc) 450

Puc. 5-42: CtpaHuua «Pe3epBupoBaHue». OKHO pelakTMpoBaHus KOHPUIypaLVoHHbIX NapaMeTpoB. Bknagka «TalimayTbi»

KoHpurypauvoHHble napameTpbl BO BCN/bIBAIOLWEM OKHE pasfernieHbl Ha ABe BKIagKu:
o «ObLme»;
* «TalimayTbi».

Bo Bknagke «O6Lme» pacnonoxeHbl cneyome KOHOUrypaLmoHHble napaMmeTpbl:
o «NpeHTudpmkatop MAK» — naeHtTudmukarop nogkatodeHHoro kK.

* «IP-agpec nogkntoyeHHoro MJIK» — IP-agpec nogkntodeHHoro MK, Ans nogkntoydeHHoro MJIK ato cobeTBeH-
HbIl IP-aapec ceTeBoro nHTepdeica pesepBrpoBaHus.

« «IP-agpec BToporo MN/1K» — IP-agpec sToporo MJ1K. Ans nogkntoveHHoro MJIK ato IP-agpec BTOporo (peseps-
Horo) MJIK. JaHHbIi IP-aapec 4o/mKeH ObITb AOCTYNEH ANs nogaktoveHHoro MN/1K yepes ceTeBoit nHTepQelic
pe3epBupoBaHUS.

» «[lopT NOAK/IHOUYEHUS» — HOMEp NOPTa, UCMO/b3yeMblii AN nepefaqmn faHHbIX PyHKLUM pe3epBrpoBaHNS.

Bo Bkagke «TaliMayTbl» pacnofioXeHbl cnefytoLine KOHUrypaumoHHble napameTpbl:

* «TalimayT CUHXPOHM3aLUN NPUIOXKEHNSA (MC)» — TalimayT CUHXPOHM3aL MU NPUIoXKeHNs. JonycTuMblii guana-
30H 0T 1000 g0 30000 mc (1-30 c). 3HauyeHue no ymonyaHuo 5000 mc (5 c).

e «TaiMayT CMHXPOHM3ALNUN AaHHbIX (MC)» — TaliMayT CUHXPOHU3aLMKN AaHHbIX. JlonycTuMblii guanas3oH ot 50
00 2000 mc. 3HayeHue no ymonyanuio 500 mc.

* «TaimayT KOH(UIYpPaLMOHHbIX NAKeToB (MC)» — TaliMayT KOH(pUrypauroHHbIX NakeTos. [JonycTuMbIii guana-
30H oT 50 go 2000 mc. 3HaveHune no ymonyaHuto 400 mc.

i Haxatue kHonky «CoXpaHuTb U NPUMEHUTb», B C/lyYae U3MEHEHWs1 3HaUYeHs1 KaKoro-IM60 KOH(UrypaLmMoHHoro napa-
i MeTpa, NpuBefET K aBToMaTuyeckomy nepesanycky sapa MK (CODESYS).

5.5.2.3 CuMHXpOHU3auusi KOHurypauuii

B HMXHE yacTn Tabnuupsl KOHUTypauuii pacnonoXeHbl ABE KHOMKM (CM. PUCYHOK 5-39), NpefiHa3HaueHHble 1S
BbINO/THEHWS CUHXPOHMU3ALMM KOHGUIYpaLil Mexay NoAKUEeHHbIM U BTOPbIM (pe3epBHbIM) MK:

* «CKOHtpurypmposaTb NOAKMHOYEHHBIN [/TK B COOTBETCTBMM C napameTpamu BToporo MJIK...» — CMHXPOHM3a-
LM koHdMrypaummn nogkntodeHHoro MK (ganee ycTpoiicTBO-Ha3HauYeHe KoHurypaumm) ¢ Ucrnosib3oBaHu-
eM KOHJIUrypauuoHHbIX napameTpoB BToporo MJIK (ganee ycTpoiicTBO-UCTOUHUK KOHGUrypaLmn).

» «CKOHcpurypmposaTs BTOpOii MJIK B COOTBETCTBUM C NapaMeTpammn noaxatodeHHoro MJK...» — CUHXpoHU3a-
unst KoHdurypauum stoporo MJ1K (aanee ycTpoiicTBO-Ha3HauYeHne KoHUrypawmmn) ¢ MCnosib30BaHUEM KOHu-
rypaumoHHbIX MapameTpoB nogkntoueHHoro MJIK (aanee ycTpoiicTBO-UCTOUHMK KOHGUrypaumn).

BbINO/THEHNE CUHXPOHM3ALUM BO3MOXHO TO/ILKO NPU CAIEAYIOLWNX YCNOBUAX:
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* VIMEeTCs JOCTYN K YNPaB/eHno yCTPOCTBOM-UCTOUYHMKOM U YCTPOIMCTBOM-Ha3HauYeHuem (cM. pasgen 5.5.1.3);
 KOHChUrypauus yCTpoiicTBa-UCTOUHMKA HE UMEET He CKOHIMIYPUPOBaHHbIX 3HaYeHwuit (cM. pasaen 5.5.2.1).

Ecnu xoTsa 6bl 04HO U3 YCNTOBUIA HE BLINOHSETCS, TO COOTBETCTBYHOLLAS KHOMKA CUHXPOHU3aLUun 6yeT He aKTUB-
HOIA.

HaxxaTune KHOMKM CUHXPOHM3AaLMN KOHUTypaLum npueeéT K 0TOOpaXKeHMIO BCMN/bIBAIOLLENO OKHA C NOAPO6HONA
UHGopMaLMen 0 CUHXPOHU3UPYEMbIX NapamMeTpax, Kak nokaszaHo Ha pucyHke 5-43.

CHHXpPOHU3aUMA KOHOUIypaLum

KoHHrypalMoHHbIe NapaMeTpil BToporo MUK GyayT ycTaHOBNEH! B CNEefyHLME SHAUEHHA:

MapameTp Crapoe 3HavyeHue Hoeoe 3HaveHue
WpexTudurartop MNK 2

IP-appec nogknoyenHore MNNK 192.168.10.11

IP-agpec sToporo MK 192.168.10.10

MopT nogxnioYeHnA 1205

TaiimayT p p ma (Mc) 5100

TallMayT cMHXPOHWIALMM JaHHbIX (MC) 500

TaiiMayT KOHDUrypaUMoHHbIX NaKeToB (Mc) 450

Mocne cMHXpoHW3aUUKM KoHgurypauwn CODESYS GyeT aeToOMaTM4Yecky NepesanylleH Ha BTopom MK,

SEO M CHHXPOHW3UPOBATD KOH(UIYpaLmuio

Puc. 5-43: CTpaHuua «Pe3epBupoBaHme». OKHO CUHXPOHU3ALMMN KOH(UTYPALIMOHHBLIX NapameTpoB

Bo BcnbIBalLLEM OKHE NPUBOAMTCA Tab/mua KOHhUrypauroHHbIX NapaMeTpoB € UX CTapbiMm (TEKYLLMMK) 3HAYe-
HuamMK (ctonbel, «Ctapoe 3HaueHne») U HOBbIMU 3HaYeHUAMK (cTonbel, «HoBoe 3HauYeHne»).

Haxatne KHoMnku «CUHXPOHW3MPOBATb KOHOMIypaLMio» NPUBEAET K BbINOMIHEHUID CUHXPOHU3ALMM KOHADUTYpaLmum
Ha yCTpONCTBe-Ha3HaYeHUN.

3HaueHus1 KOHUrypaumoHHbIX napameTpoB «IP-agpec nogkitoueHHoro MK» n «IP-agpec BToporo MN/IK» cMHXpoHu-
3UPYOTCA TO/LKO MPY BbINO/THEHUN CUHXPOHM3aLMK BTOPOro (pesepsHoro) MJ1K ¢ ucnonb3oBaHneM KOHMUIypaLmoH-
HbIX NapaMeTpoB NoakNuveHHoro MNJ/IK. B 06paTHOM HanpaBieHuy AaHHbIe NapaMeTpbl He CUHXPOHU3VPYHOTCS.

Haxartne kHonkn «CUHXPOHU3NPOBAaTb KOHUIypaLmuio» NnpusedéT K aBTomaTnyeckomy nepesanycky sagpa Nk
(CODESYS) Ha ycTpoiicTBe-Ha3Ha4YeHU KOHGUrypawmm.

Bo BpeMs BbINOMHEHNS OnepaLyn CMHXPoHM3aL MK GyAeT oTo6paxaTbCs OKHO, NOKa3aHHOE Ha PUCYHKe 5-44.

CHHXPOHU3aLMA KOHDUIypauum

OnepaumA BoINCAHAETCA, NOKANYACTa, MOAOKAMTE. ..

Puc. 5-44: CtpaHuua «PesepsrpoBaHmne». BbiNnonHeHe onepauuym CUHXPOHM3aLMmn KoHdurypauum

B cnyvae ycrnewHoro 3aBepLieHnst CMHXPOHM3aLMK BCM/bIBalOLLEE OKHO GyAeT 3aKpbITo, a B Tabnvue KoHdurypa-
LMiA 6yayT 0To6paKeHbl 3HAUEHMS1 HOBbIX CKOHCIMIYPMPOBaHHbIX MapamMeTpoB.

B TOM criyyae, ecsi CUHXPOHU3aunsa KOHPUIypaunoHHbIX NapaMeTpoB He TpebyeTcs (KoHdurypaumy cosnagator),
BHELLUHWI BUJ BCMJ/TbIBAOLLETO OKHA MPU HAXXATUW KHOMKM CUHXPOHM3aL MK ByaeT BbIrSAeTb, Kak MOKa3aHo Ha pu-
CYHKe 5-45, a kHonka «CUHXPOHU3NPOBaTb KOHUrypauuo» He ByaeT oTobpaxeHa.
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CHHXpPOHU3aLMA KOHbUrypaLum

KoHgmrypalmoHHbIe napaMeTpbl BToporo MK 6yayT yeTaHOBNEHb! B CNEAYHOLLME 3HAYEHHA:

MapameTp Crapoe 3HaveHne Hoeoe 3HaveHune
WpenTudukaTop NNK 2

IP-agpec nognioyeHHoro MK 192.168.10.11

IP-agpec eToporo MK 192.168.10.10

MopT noaxniYeHHA 1205

TaiiMayT CHHXPOHH3aLMK NPUIOMEHHA (Mc) 5001

TaiimayT POHH3aLMH (mc) 500

TaiiMayT KOHUrypaUMoHHbIX NaKeToB (Mc) 400

Mocne CHHXPOHW3aWWW KOHDMrypauwu CODESYS GyLeT aBTOMAaTHYeCKW NepesanylleH Ha BTopom MK,

3HAUEHWA BCEX MAPAMETPOE KOHMUIYPALIMM COBNAAAIOT C CUHXPOHU3UPYEMbIMU. CUHXPOHU3ALMA KOHDUIYPaLMK He TpebyeTcs

3aKpbITb

Puc. 5-45: CtpaHuua «Pe3epBrpoBaHme». OKHO CMHXPOHM3ALIMN KOH(IUTYPaLMOHHbIX NapaMmeTpoB. CUHXPOHM3aL s
He TpebyeTcs
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5.6 daiinbl XXypHanos

Ha cTtpaHuue «®daiinbl xxypHanos» pasgena «M/1IK» oTo6paxatoTcs faHHble XYPHas10B COOBLLEHWI cpedbl NCnos-
HeHna CODESYS. BHeluHuiA BUA, cTpaHuLpbl «®aiinbl XXypHanoB» nokasaH Ha pucyHke 5-46.

@ plc210 - aiine wyprancs - L X |+ = - olEl
« Cc @ © & 172.16.0.1/cgi-bin/luci/admin/plc/logs 4 d e ® 8 =
Lal
V) [JH [
[ ]

CocToRHWE b ple210
crerema ¥ (aiinbl XypHanos
MK -

Be Bnayanusauna
HacTtpoiiku
3arpyaku
TpunoxeHre
Pe3epEHPOBaHHE

Daiinbl RypHanos

PlcLog | PlcLog 0

OToGpamaTe N0 yObIBAHWKD BPEMEHH (MOCNEAHEE CEEPXY)

OunsTp

MepezarpyauTh haiin xypHana

€ 0 ownbok  (E)0 MCKAKOUEH Wi

PlcLog.csv

)0 npeaynpexaeHui € 16 MHGOPMaLMOHHBIX cooblLeHri (1) 3 0TNaA0YHbIX COOOLLEHNA

YpoBeHb  BpemeHHan MeTKa

Onucanue

KomnoHeHT

CryxGel b a 18.02.2020 01:33:40 Channel closed because unused for 60 s CmpWebServerHandlerva
Cetb b ® 18.02.2020 01:33:40 Channel 27816 closed by request, 0 CmpChannelServer
] 18.02.2020 01:32:06 Visu_PRG: Successfully Removed Client with IEC-ID: 0 0x0000100c
Crametnca ¥ [ 18.02.2020 01:31:33  State: successful CmpWebServer
BLiiATH LiJ 18.02.2020 01:31:33 File SPlcLogic$/Svisu$/soun_on_mini.png requested ... CmpWebServer
o 18.02.2020 01:31:33 State: successful CmpWebServer
] 18.02.2020 01:31:33 File SPlcLogic$/Svisu$/element-lamp-lamp1-yellow-on.svg requested ... CmpWebServer
(] 18.02.2020 01:31:33 State: successful CmpWebServer
[ ] 18.02.2020 01:31:33 File $PlcLogic$/S$visu$/element-lamp-lamp1-yellow-off.svg requested .. CmpWebServer
D 18.02.2020 01:31:32 Visu_PRG: Address of client with IEC-ID 0 : 3015320872 0x0000100¢c
o 18.02.2020 01:31:32 Visu_PRG: Creating Client successful for Extern-ID: 572920 Returned IEC-ID: 0 0x0000100c
(] 18.02.2020 01:31:32 Visu_PRG: Creating Client for Extern-ID: 572920 0x0000100c
® 18.02.2020 01:31:32 Channel 27816 connected CcmpChannelServer
o 18.02.2020 01:31:32 Localhost connection established .. CmpWebServerHandlerva
] 18.02.202001:31:32 State: successful CmpWebServer w

Puc. 5-46: CtpaHuua «®dainbl XypHasios»

5.6.1 OCHOBHbI€E 3/1IEMEeHTbI ynpas/ieHus

Bce anemMeHThl ynpasneHna pacrnonoXeHbl B BerHer]I 4acTun CTpaHuubl.

Ha pucyHke 5-46 nokasaHa cTpaHuua «®aiisibl XXypHauioB» A5 Criydasi, Koraa B CUCTEME UMEETCS TOIbKO OAUH
dhaiin xypHana. Ecnm B cucteme 6yaeT HECKONBKO haiifioB XypHasIoB, TO B BEPXHEN YacTu cTpaHuupl 6yayT oTob-
paxeHbl BK1agKu 415 Bblbopa gpaiina XypHasa, kak nokasaHo Ha pucyHke 5-47.

PlcLog | PlcLog 0 @ PlcLog_1 | PlcLog 2

Puc. 5-47: CtpaHuua «®daiinbl XXypHanos». Bknagku Boibopa haiina xypHania

Onumsa «OTo6paxaTtb No yobiBaHMIO BpeMeHM (Noc/iegHee CBepxy)» ynpasnseT NopsakoM 0TobpaxeHus 3anucer
XypHasia. Bo3MOXHO 0TOBpadkeHne 3anuceii kak no Bo3pacTaHunio BPEMEHHU, Tak 1 Mo Y6bIBaHUIO (PEXMM N0 YMOSI-
YyaHuio).

3anucuy u3 chaiina xypHana cuMTbIBalOTCS TOMbKO OAUH pa3 Npu 3arpyske CTpaHuLbl (3anncy Ha cTpaHuLe He 06-
HOBNAIOTCS aBTOMaTnueckn). KHonka «Mepesarpy3nTb goaiis )ypHasia» No3BOMSET BbINO/HUTL MOBTOPHOE CUNTbI-
BaHue JaHHbIX U3 dpaiina XypHana 1 06HOBUTL JaHHble Ha CTpaHuLe.

VcxogHble dhaiinbl XypHanoB cogepxar 3anncu B popmare CSV [10]. KHonka «Ckavate CSV» Nno3BONSET cKavaTb
(3arpysunTb) opurnHasibHbIA dhaiin xypHana B popmarte CSV.
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5.6.2 dunbTp 3anucei

B nogpasgene «Punstp» pacnosioXeHbl 31EMEHTbI ypaBieHns hunstpa oTobpaxaembix 3anuceli xypHana
(cMm. pucyHok 5-48).

[v] OToBpamath no yooizaHuo BEpemeHi (NocnegHee ceepxy) Mepeaarpyaute Gain xypHana RelETE A ESY

DOunetp

E'0 uckniouennit | (1) 2 npegynpexaeHui | @ 477 nidopmaumoHHbix coobleHnil (3 68 oTnagouHblx coobLyeHni

PlcLog_0.csv
YpoBeHb BpemeHHaA MeTKa Onucanue KoMnoHeHT
[} 18.02.2020 01:29:08  TlsCreateContext: Creating the TLS context for namespace 'WebServer failed. CmpOpenSSL
Lx] 18.02.2020 01:29:08  TisCreateContext: Failed to read certificate "./PKl/cert/wwwserver.cer' in namespace: 'WebServer'. CmpOpenSSL
! B.02.2020 01:27:41 Retain data are initialized now of [Application] CmpApp
L x] 18.02.2020 01:18:44  No bootproject file $PlcLogic$/Application/Application.app available! CmpApp

Puc. 5-48: CtpaHuua «daiifibl XXypHanos». PUnasTp 3anunceli xypHana

Kaxkaas 3anuchk XypHasia COOTBETCTBYET ONnpeAe/iEHHOMY YPOBHIO COOGLLEeHUA. B CBOIO ouepeab, KaXA0MY YpoB-
HI0 COO06LLEHMIF COOTBETCTBYET CBOSA rpadmyeckasl MKoHKa. BO3MOXHbIE YPOBHM COOBLLEHNI 1 COOTBETCTBYIOLLME
UM rpadgomyeckne NKOHKV NpeacTaBneHbl B C/ieAyoLeM CrCKe:

o © — ownbkKa;

e Bl — uCK/oUeHue;

o (U — npegynpexpaeHuve;

* @ _ yHdopMaUNOHHOE COO0OBLLEHNE;

+ ©® — oTnapo4HOoe coobLueHwe.
duNLTP NpescTaBnseT coboi KHOMKM-NepekyaTeni A1s Kaxaoro ypoeHs coobLleHunii. Korga onnstp BbIK/0-
yeH (BCce KHOMKM-NepeknoYaTenin 0TXaTbl), 0TO6paxatoTCst CO0bLLIEeHUA BCex YPOoBHeiA. Mpu BKAYeHUN dunbtpa
(HaKaTa ofjHa WM HECKO/bKO KHOMOK-Nepekoyareneii) B Tabnumue oTobpaxatoTcs NNLb COOOLLIEHUA TeX YPOB-

Heil, AN KOTOPbIX KHOMKM (hunbTpa Haxo4saTcs B HaXKaToOM COCTOSIHUK. Hanpumep, Ha pucyHke 5-48, BK/THOYEHO
0TO6paXKeHUe TOMbKO COOOLLEHUI C YPOBHAMM «OLUNOKE» N «UCKNHOUEHNE.

[OMONTHUTENBHO [/151 KaXK,0r0 YPOBHSI COOBLLEHWIA, HA KHOMKAaX-Nepek/ouaTensix 0To6paxaeTcs KonmuecTBo 3anm-
celi B XXypHasie, COOTBETCTBYIOLMX AAHHOMY YPOBHIO COOGLLEHUIA.

5.6.3 Coo0LyeHus XypHana

B nogpasgene ¢ umeHem haina xxypHana (Hanpumep, «PlcLog.csv») 0TobpaxaloTcsa 3anvcu XxypHana B Buae
Tabnuubl (CM. pUCyHok 5-49).
Tabnuua 3anvceii XxypHana uMeeT creytolime cTonbupl:

* «YpPOBEHb» — YPOBEHb COOGLIEHNS, NPeACTaBEHHbIV B BUe rpadnueckoii MKoHKM (COOTBETCTBUE rpadinye-
CKMX MKOHOK YPOBHSIM COOGLLEHWIA onncaHo B pasgene 5.6.2);

» «BpeMeHHasi MeTKa» — [aTa ¥ BPpeMsi permcTpaummy aHHoli 3anncu B XypHase;
» «OnucaHne» — TEKCT COOB6LLEHUS 3annch B XypHase;

* «KOMMNOHEHT» — MMs KoMmnoHeHTa CODESY'S, KOTOpbIiA BbINOHWI XXYPHa/IMpOBaHWe AaHHOoi 3anucu. MoxeT
6bITh NPEACTaBNEHO B TEKCTOBOM Buae (Hanpumep, «CmpBIkDrvUdp») nnv B BUe LeCcTHaALaTepuyHOro
Kofa KOMMoHeHTa (Hanpumep, «0x16289cab»).
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PlcLog.csv

QGOQQOGOQGQGOQQQG@Q-E
:

BpeMeHHanA MeTKa

18.02.2020 07

18.02.2020 01:

18.02.2020 01

18.02.2020 01:

18.02.2020 01

18.02.2020 01:

18.02.2020 01

18.02.2020 01:

18.02.2020 01

18.02.2020 01:

18.02.2020 01

18.02.2020 01:

18.02.2020 01

18.02.2020 01:

18.02.2020 01

18.02.2020 01:

18.02.2020 01

18.02.2020 01:

18.02.2020 01

:33:40

33:40

132:06

31:33

:31:33

31:33

131:33

31:33

:31:33

31:32

:31:32

31:32

131:32

31:32

:31:32

31:32

131:32

31:32

313

OnucaHue

Channel closed because unused for 60 s

Channel 27816 closed by request, 0

Visu_PRG: Successfully Removed Client with IEC-ID: 0
State: successful

File $PlcLogic$/Svisu$/soun_on_mini.png requested ...

State: successful

File $PlcLogic$/Svisu$/element-lamp-lamp1-yellow-on.svg requested ...

State: successful

File $PlcLogicS/Svisu$/element-lamp-lamp1-yellow-off.svg requested ...

Wisu_PRG: Address of client with IEC-ID 0 : 3015320872

Visu_PRG: Creating Client successful for Extern-1D: 572920 Returned IEC-ID: 0

Visu_PRG: Creating Client for Extern-ID: 572920
Channel 27816 connected
Localhost connection established ...

State: successful

File $PlcLogicS/$visus/application.imagepoolcollection.csv requested ...

State: successful
File SPlcLogicS/Svisu$/webvisu.cfg.json requested ...

State: successful

Puc. 5-49: CtpaHuua «Paiiibl XypHasioB». Tabnuua anuceii xypHana

KoMmnoHeHT

cmpWebserverHandlerv3a

CmpChannelServer

0x0000700c
CmpWebServer
CmpWebServer
CmpWebServer
CmpWebServer
CmpWebsServer
CmpWebServer
0x0000100c
0x0000700c
0x0000700c

CmpChannelServer
CmpWebServerHandlerV3

CmpWebServer
CmpWebServer
CmpWebServer
CmpWebsServer
CmpWebServer
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H Cnyxobl

6.1 AnHamuueckunit DNS (DDNS)

Ha ctpaHuue «<DDNS» pasgena «Cnyx6bl» pacrnofiokeHbl HACTPOKK CryX6bl AnHaMmmyeckoro DNS.

OnHamunueckuin DNS — TexHonorus, nossonsowas nHpopmaumm Ha DNS-cepBepe 06HOBASATLCS B peasibHOM
BpeMeHu 1 (Mo XenaHuo) B asToMmaTnyeckom pexnme. OHa NpUMeHSEeTCa A1 HasHaYeHNss NOCTOAHHOIO JOMEHHO-

ro MMeHu YCTPOWNCTBY C AUHaMMyeckum IP-agpecom.

BHewHwuii Bug ctpannubl «kDDNS» pasgena «Cnyx6bl» nokasaH Ha pUCyHke 6-1.

& plc210- DDNS - LuCl X | +

- o

&« c @

VI

O & 1724 6.0.1/cgi-bin/luci/admin/services/ddns

- @ 1 n@Doe®8 &=

-
¥ ABTOOGHOENEHUE BKITIOYEHO

CocToAnue b plc210

» -
CueTema OuHamuueckuii DNS
NNk »
WHbopmaumn | Tno6ansHble HaCTPORKK
CnyxGbl ¥
DDNS
STP/RSTP

OpenVPN KNUeHT

FTP

HTTR/HTTPS

Ceto b

Cratuctuka b

BepcuA DDNS  2.8.2-tanol

CocToAHMe ABTo3anyck DDNS oTKNHOUEH

ACTOALLEE BPEMS Of

3anycTuTb DDNS

MepesanycTuTb DDNS

MocnegHee oGHOBNEHWE CMcKa cnyxG  2021-03-20 17:45

BoidTi

OGHOBWTH CNUCOK iyt DDNS

Cny»6bi
MocnegHee
TMoMCK MMEHH XocTa
. obHoBNEHHe
CocToAHHe 3aperucTpup IP- BKNio4eHO G Ees
appec
obHoBneHne
N | OCTaHOBUTS MepesanycTuTb E
He rourhost.example.com Hukorga
6 myddns_ipv4 ¥ P O A
" host | " OCTaHOBUTS MepesanycTuTb E
e ourhost.example.com MKOTAa
myddns_ipve y P O A
patoTaet HET AaHHbIX OCTaHOBNEHA

JoGaeuTb HoBYD CiyxGy...

Puc. 6-1: CtpaHuua «DDNS»

Aepa no-ip.com.

B npunoxeHunn B gaHHOro pykoBOACTBA NpuBEAEHbI MHCTPYKLUMN A5t HACTpolikn cnyx6bl DDNS Ha npumepe npoBaii-

BepxHass yacTb cTpaHuubl «kDDNS» nmeeT age BKNagKu:

o «NHpopmaums» (cMm. pasgen 6.1.1);

» «NnobasbHble HACTPOLiKM» (CM. pasgen 6.1.2).
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B HKHEW YacTu CTpaHuLbl pacnosioxkeHa Tabsmuya co CnMcKoM HacTpoeHHbIX DDNS cnyx6 (cm. pasgen 6.1.3).

6.1.1 NHdpopmauus

BHelwHWit BuA BKknagkn «Hdopmaums» ctpaHmuybl «DDNS» nokasaH Ha pUcyHke 6-2.

WHdbopMmauma | [No6anbHble HAacTPOHKW

Bepcwa DDNS  2.8.2-tanol

Coctoanwe Astosanyck DDNS oTKnHOUYEH

3anycTuTh DDNS

MepeaanycTute DDNS

MNocnegHee o0HOBNEHWE CMcKa cnyxG  2021-03-20 17:45

O6HOBUTb cnucok cnyx6 DDNS

Puc. 6-2: CtpaHuya «DDNS». Bknagka «/HdopMauumss». ABTo3anyck C/1y)06bl BbIK/THOUEH

WMubopmaums | MMoGanbHble HACTPOMKK

Bepcua DDNS  2.8.2-tanol

CocToAHWe ABTosanyck DDNS BKMHOYEH

3anycTute DDNS

Mepeaanyctute DDNS

MocnegHee ofHoBNeHWe cnmcka cnywkd  2021-03-20 17:45

0GHOBUTb cnUcoK cnywG DDNS

Puc. 6-3: CtpaHuua «DDNS». Bknagka «MHhopmauns». ABTo3anyck ciyX6bl BKIHOYEH

B paHHO BKagke npuBefeHa MHopMaLms 0 Bepcun ycTaHoB/ieHHOro naketa DDNS v 0 TeKyLem COCTOSIHMM
aBTOMaTu4eckoro 3anycka cnyxosl DDNS.

B ToM cnyyae, ecniv aBToMatnyeckuii 3anyck crykosl DDNS OTK/IHO4YEH, KakK NOKa3aHo Ha pUCyHKe 6-2, TOo B NOA-
pasgene «MHdopmayma» 6yaeTt otobpaxeHa kHonka «3anyctute DDNS», koTopas 3anyckaeT ciiyxo6y DDNS,
a TaKke BK/IloYaeT aBTOMaTUYeCcKnii 3anyck Criy>6bl Npun 3arpy3ke CUCTEMBbI.

Mpw BK/IIOYEHHOI aBTOMAaTUYECKO 3arpy3ke cnyK6ol DDNS npu 3anycke cuctembl, BHELLHWIA BUA nogpasgena
«VHhopmaLmsa» ByaeT BbIMMAAETb Kak NoKasaHo Ha puUcyHKe 6-3.

Mpy BKNKOYEHHOM aBTOMaTUYeCKOM 3anycke cry6bl DDNS 6yaeT otobpaxeHa kHonka «OctaHoBUTb DDNS»,
KoTopas ocTaHaBnmBaeT cnyx6y DDNS, a Takke BbIK/IHOHYAET aBTOMATUYECKUii 3anyCcK CyX0bl Mpu 3arpyske cu-
CTEeMBbI.

KHonka «[Mepe3anyctute DDNS» No3B0ONSET BbINOMHUTL Nepesanyck (U1 3anyck, ecnv He 3anylieHa) cryxobl
DDNS. CocTosiHue aBTOMaTMUYECKOro 3amnycka C/yX06bl Mpu MCnonb30oBaHMM KHOMKN «lMepe3anyctntb DDNS»
He U3MeHseTCcS.
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6.1.2 TnoGasibHble HACTPOWKMN

Bo Bknagke «lnobasibHble HACTPOIKN» COAEPXKaTbCs HEKOTOPbIE 06LLMe HACTPOVKKN CNyx6bl AnHamuyeckoro DNS.
BHeLuHWi1 BUA BKNagkn «FnobanbHble HACTPOIKU» cTpaHuUbl «DDNS» nokasaH Ha puCyHke 6-4.

Wudopmauma | [MoGanbHele HACTPOMKK

Pa3pewwTs He nyGnnunbie IP-agpeca [

DopmaT Aatbl %F %R

C nogaepMBacMbiMK KOQAMK Bbl MOMETE 03HAKOMMTCA 3A8Ch

Manka cocToAHKA Jvarfrun/ddns

Manka cucTeMHOro XypHana fvar/log/ddns

MpocMoTR ypHana 250

WMcnonbzoeate cURL [

MyTb k CA-cepTuduraTam

URL daidna nogaepmun cnyxo

Puc. 6-4: CtpaHnua «DDNS». Bknagka «nobasibHble HacTpOoKm»

B naHHOR BKNaake pacnonoXeHsbl cneayoLimne rnobasibHble HACTPOKN:

* «Pa3pewmnTb He ny6smyHble IP-agpeca» — paspeLlunTb UCNo/b3oBaHue Heny6mMyHbIX |IP-agpecos (Mo ymon-
YaHWio 3arnpeLleHbl):

o ana IPv4:
- 0/8
- 10/8
— 100.64/10
- 127/8
— 169.254/16
- 172.16/12
— 192.168/16
o ana IPv6:
- /32
— f000::/4

» «®dopmar gaTbl» — CTPOKa crneunanbHbiX crneuudukaTopos, onpeaenstoLwias opmar BbiBoga AaThl 1 Bpe-
MeHK B Tabnuue ckoHgurypupoBaHHbix DDNS cnyx6 (cm. pasgen 6.1.3, ctonbey, «lMocnegHee o6HosneHne /
Cnepytoliee 06HOB/IEHUE).
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C nofpo6HbIM onMcaHnem AOCTYMHbIX CneumgmKaTopos hopmaTa MOXHO 03HAKOMUTCA B onucaHun K C++
yHKumm strftime() [11].

* «[Mamnka coCToAHMA» — NyTb K Narnke, B KOTOPOI XpaHATCS haiisibl COCTOSHUIA CKOHMIyprpoBaHHbIX DDNS
cnyx6.

* «[Mamnka CMCTEMHOIO XypHasia» — NyTb K Nanke, B KOTOPOI XpaHSATCS dhaifbl XXypHasioB CKOH(IUIyprpoBaH-
HbIX DDNS cnyx®6.

* «[1pPOCMOTP XypHana» — KO/IMYECTBO COXPaHSEMbIX CTPOK B CUCTEMHbIX XypHaniax DDNS cnyx6.

* «Mcnonb3oBatb CURL» — HacTpolika NO3BOMSIET BK/OUMTL UCMOMb30BaHWE YyTUAWUTLI curl BMecTo wget B ToM
cnyvae, ec/iM B CUCTEME YCTAHOB/EHbI 06€ YTUANUTLI. [0 YMONM4YaHuio, ecnv B cucTeme ycTaHoB/eHb! U curl
1 wget, 6yAeT UCrnosb3oBaThCs yTuAMTa wget.

» «[yTb K CA-cepTudpmkatam» — nyTb K CA-cepTudomkatam, KoTopble 6yayT UCMoNb30BaTbCs A1 3arpy3Kku
[laHHbIX CEPBUCOB. YcTaHoBUTE 3HadeHne «IGNORE», 4To6bl TPONYyCTUTL NPOBEPKY cepTUdMKaTa.

* «URL chaiina nogaepxkn cnyx6» — URL, KOTOPbIA UCNOMb3YEeTCA AN 3arpy3kn dpanna cnyxo6. Mo ymonya-
HWI0 UCNo/Ib3yeTcs haiin n3 master BeTKM cnos sapa TanoWrt.

6.1.3 Cnyx6bl

B nogpasgene «Cnyx6bi» B BUAE TabnuLibl nepeuncrieHbl TekyLine HactpoeHHble DDNS cnyx6bl. Tabnuua nmeet
crefytoLive cTonoéubl:

» «CocTosiHme» — Tekyllee cocTosHne DDNS cnyx6bl. MoXeT NpuHUMaTh crefyrolime 3HayeHns:
o «He pabotaeT» — naHHass DDNS cnyx6a He paboTaeT (OCTaHOBMEHA);

o «PabotaeT» — DDNS cnyx6a paboTtaeT. B aTom c/iyyae, BO BTOPOIi CTPOKE N0A, Haanuckto «Pabotaet»
6yaeT oTobpaxeéH naeHTudgunkaTop npouecca (PID) gaHHOR Cnyx6bl.

* «HasBaHMe» — nNpon3BobLHOE MMs gaHHON DDNS cryx6bl;

* «[lMownck nMeHn xocTa / 3aperncTpupoBaHHbIi |IP-agpec» — oTo6paxaeT AoMeHHOoe ums gaHHoli DDNS cnyx-
Obl M oNpeAenéHHbIn ansa Hero IP-agpec npu nocnegHeli NpoBepke;

* «BknoyeHo» — npusHak BkNOYeHUs cooTeeTcTByowell DDNS cnyx6bl. ECin gaHHasa onums oTkio4eHa, An1s
[aHHOW CNyXX6bl CKPUNT OOHOB/IEHNST HE 3aMyCKaeTcs;

» «MocnegHee obHoBNeHNe / Cneaytowlee 06HOBMEHWE» — AaTa U BpeMs NOC/edHero n cnegyowero nna-
HOBOro 06HOB/EHNsT UHhopMaumm gaHHoin DDNS cnyx6bl. Mo ymonyaHuio gata 1 BpemMsi 0TobpaxaroTcs
B dhopmare:

Frrr-mMM-44 44 :mv

roe

o

rrrr — rog;

o MM — mecsy, (ot 01 go 12);
A4 — peHb (o1 01 go 31);

° 4y —yacsl (0T 00 go 23);

o

° MM — MUHYTBbI (0T 00 g0 59);

dopmart oTo6paxeHUs AaTbl U BPeMEHN MOXHO HACTPOUTb B nogpasgesne «nobasibHble HACTPONKN» npu
MOMOLLY HaCTpoVikn «dopmar gatbl» (CM. pasgen 6.1.2);

* B nocnegHem cTonbue pacnofnioxeHbl creaytoLue KHonky ynpasnedns DDNS cnyx6amu:

o «OCTaHOBUTb» — MpefHa3HayeHa 4151 OCTaHOBKW paboTbl cooTBeTCcTBYHOWEN DDNS cnyxo6bl. Ecnn
DDNS cnyx6a B TekyLwuii MOMEHT He 3anyLleHa, aHHas KHOMKa He akTUBHA.

o «[lMepesanycTnTb» — NpefHa3HavyeHa Ans nepesanycka cootsercTBytoeil DDNS cnyx6bl. Ecniv DDNS
CNYX6bl B TEKYLLMA MOMEHT He 3anyLleHa, flaHHas KHOMKa He aKTMBHa.

o «M3MeHnTb» — npefHasHavYeHa 418 pefakTMpoBaHus napaMeTpoB (HACTPOEK) COOTBETCTBYOLLEN
DDNS cnyx6bl (cm. pa3gen 6.1.3.1).

o «YpanuTb» — npefHasHadeHa ansa yganeHdns DDNS cnyx6bl (cMm. pasgen 6.1.3.3).
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6.1.3.1 PepakTupoBaHue HacTtpoek DDNS cnyxobl

[na pepakTvpoBaHus HacTpoek DDNS ciyx6bl HEO6X0ANMO HaXaTb KHOMKY «/1I3MEHUTb» A715 COOTBETCTBYHOLLEN
cnyx6bl B Tabnuue nogpasgena «Cnyxobl» Ha cTpaHuue «DDNS» (CM. pucyHok 6-5).

Cnyx6b1
MocnegHee
Mowuck nMeHn xocTa
Hmn 3aperMcTPHPOBaHHbIN IP- BrmoyeHo oGuosnexme CocToAHue
PETHCTRHPO Cnegywowee
ec
anp o6HOBNEHWe
. I DCTaHOBUTL THTb =
ourhost.example.com Hukorga He
myddns_ipv4 y P | a == ii————
HeT faHHbIxX OcTaHOBNEHO paboTaet l T I
host . H H DCTaHOBUTL epe3anycTuTb =
ourhost.example.com WKOrAa e
myddns_ipvé :f-l P O o A s TS S
T AaHHbIX CTAHOBNEHD paboTaet l YTy I

Jo6aBHTE HOBYIO CyHEY...

Puc. 6-5: CtpaHnya «<DDNS». KHONKM N3MEeHeHNsi HaCTPOEK CryX6bl

Mpy HaxkaTUn KHONKK «3MeHNTL» ByAeT OTKPLITO BCM/IbIBAIOLLIEE OKHO pefakTMPOBaHUS HacTPOeK COOTBETCTBYIO-
weit DDNS cnyx6bl, Kak NoKa3aHo Ha pUcyHke 6-6.

Cnyx6a DDNS » myddns_ipv4

OCHOBHbIE HAaCTPOiiku | JlONONHUTENbHbIE HACTPOMKM | HacTpoiika TaitMepa | [MPOCMOTP CUCTEMHOTO XypHana

BrnroueHo

Mowck MMeHu xocTa

| Ta/NOMHOE JOMEHHOS ANA NPOBEDKM, ECIA N AT 0GHoBNeHKe IP-anpeca HO HEOGXOMM!
Bepcun IP-agpeca IPvd-agpec w
faliTe Bej npoT IP-afpeca 'IPv4, TNPaBnASTCA M nepy DDNS
Mpoeaigep cnyxGbl DDNS [IPv4] dyn.com v
HomeH yourhost.example.com
enneT [USERNAME] B Update-URL (URL-encode
WMA nonbzoBatens
ate-URL (URL-encode
Maponb sssssssasssne *

Heo6R3aTenbHbIA KOAWPOBaHHDIA NapameTp

HeoGAsaTensHo: saMexreT [PARAMENC] s Update-U

HeobrAzaTenbHblid napameTp

Ucnonbzoeate HTTPS [

.
@
:

Puc. 6-6: OkHo pepakTpoBaHusa HacTpoek DDNS cnyx6bl

HacTpoiiku DDNS cnyx6bl pacnpegesneHbl N0 YeTbIPEM BKIaAKaM:
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* «OCHOBHble HaCTpOIKn» (cM. pasgen 6.1.3.1.1);

* «JlONO/THUTENbHbIE HACTPOMKM» (CM. pasaen 6.1.3.1.2);

» «HacTpoiika Taimepa» (cM. pasgen 6.1.3.1.3);

* «[1poCMOTp CUCTEMHOrO XypHana» (cM. pa3gen 6.1.3.1.4).

6.1.3.1.1 Bknagka «OCHOBHbIe HACTPOWKN»

BHewwHWi1 BuA Bknagkm «OCHOBHbIE HACTPOWKW» NoKasaH Ha pUcyHke 6-6.

Ha Bknagke pasmeLleHbl OCHOBHbIe HAacTpoiikn DDNS cnyx6bi:

* «BknoyeHo» — rnobasnbHbIl diar akTuBaumm pegaktupyemoin cnyx6sl DDNS. Ecnv aTa onuust OTKI0YeHa,
TO CKPUNT 06HOB/EHWA ANna AaHHo DDNS cnyx6bl Henb3sa ByaeT 3anycTtutb HU ¢ web-nHTepdpeiica LuCl,
HW C KOHCO/K;

e «[MOMCK MMEeHMN XoCTa» — MNOJIHOE AOMEHHOE UMS, UCMOSb3yeMOE /151 MPOBEPKM HEOBXOANMOCTN OOHOBIEHUS
IP-agpeca gaHHo DDNS cryX6bl;

* «Bepcus |P-agpeca» — Bbl6op Bepcun IP npoTtokona DDNS cnyx6bl;
+ «Mpo.aligep cnyx6bl DDNS» — BbiGOp NpoBaiigepa cryx6bl DDNS.

[lns nonb3oBaTenibCKoro npoBangepa (31eMeHT «-- N0/1b30BaTeIbCKOe 3HAYEHUE --» B CMINUCKE) AOCTYMHbI
[AB€ O0NOSHUTE/bHbIE HACTPOIKN — «[Monb3oBaTensckuii URL 06HOBMEHNSI» 1 «[10/1b30BaTeIbCKMI CKpUAT
06GHOBNEHMSA» (CM. PUCYHOK 6-7).

Mpogaigep cnyxol DDNS [IPv4] ~ NOMb30BATENLCKOE SHAUEHHE — v

Monb3oBaTenbckMil URL o6HoBNEHHA ‘ |

MNonb30BaTeNbCKMI CKpUnT 0OGHOBNEHUA ‘ |

Puc. 6-7: HacTtpoiiku nonb3oBatenibckoro DDNS npoBaigepa

B none «lMNonb3oBatenbcknin URL 06HOBMeHUs» yka3biBaetca URL agpec o6HoBneHns DDNS cnyx6bl, rae
MOTYT MCNOJIb30BaTbCA CneLnasibHble 3HaYeHNs1, BMECTO KOTOPbIX OyAyT NOACTaBNATLCA ONpeaenéHHbIe 3Ha-
YeHus:

o [DOMAIN] — 3Ha4YeHue HacTPoVikn «[JOMeH»;

o [USERNAME] — 3HauyeHne HacCTPOMKK «/IMs Nonb3oBaTens»;
o [PASSWORD] — 3HaueHune HacTPoikn «laponb»;

o [IP] — Tekywuin onpeaenéxHolii IP-aapec;

B none «lMonb3oBaTtenbCkuii CKpUNT 0OHOBAEHUS» YKa3blBAETCS NyTb NO/Ib30BATE/ILCKOTO CKpUNTa 06HOBNE-
H1S MHdopmauun DDNS cnyxo6bl;

* «JloMeH» — NonHoe AOMEHHOEe UMS, 3aperncTpMpoBaHHoe y npoBaiigepa cnyx6sl DDNS. [JaHHOe fOMeHHoe
nma 6yaeT oTnpasneHo nposaiigepy cnyx6sl DDNS npu o6HoBneHun |IP-agpeca. JaHHasi HacTpoKa MOXeT
OTCyTCTBOBaTb AN HekoTopbix DDNS npoBaigepos.

3HayeHne gaHHO HacTpolikM noacTasnsetcs Bmecto [ DOMAIN] B URL o6HoBAEHMS;
» «/ms nosib3oBatesnia» — UMs Nonb3oBaTens y4ETHON 3anmcu nposaiigepa cnyxosl DDNS.
3HaueHune JaHHOl HacTpoikM nogcTtasnsieTcs BMecTo [USERNAME] B URL 06GHOBMEHNS;
» «Maponb» — naposb y4ETHOW 3anucy nposaigepa cnyx6sl DDNS.
3HayeHne faHHol HacTpolikm nogcTasnseTcs BMecTo [PASSWORD] B URL o6HoBNeHUS;
» «Mcnonb3oBatb HTTPS» — BktoueHne 6e3onacHoro HTTPS coeanHeHus ¢ npoBaiigepom ciyxosl DDNS.

Mpy BKIHOYEHUN JaHHOW HACTPOIKM CTAHOBUTCA AOCTYNHA AONOMHUTENbHASA HacTpolika «MyTb K CA-
ceptucpukaty» (CM. pUcyHoK 6-8), B KOTOPOIA YkasblBaeTcs NyTb K nanke unu caiiny CA-ceptudukara.
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Wcnonbsoeate HTTPS

MyTb K CA-cepTUdMKaTy Jetc/ssl/certs

Puc. 6-8: HacTtpoiika «[IMyTb k CA-cepTudmkaty» DDNS cnyx6bl

[nsa ncnonb3oBaHusa HTTPS 6e3 npoBepkun ceptudmkatoB cepeepa (Hebe3onacHo) HE06X0AMMO YKa3aTb
3HayeHne «IGNORE».

6.1.3.1.2 Bknagka «[lonosiHuTesibHble HACTPOAKN»

BHeLLHWiA BUA BKNaAKN «J0NOMHUTENbHBIE HACTPOIKU» NOKa3aH Ha pUcyHke 6-9.

Cny»6a DDNS » myddns_ipv4

OCHOBHbIE HACTPOHKW | [lOMONHUTENLHBIE HACTPOHKKM | HacTpoika Taiimepa | pOCMOTP CMCTEMHOTO XypHana

IP-agpec ucTouHWKa CeTh Y]
CeTb wan: g~ -

CoBbITHE CETH  Wan

HasHayeHHan sepcws IP npotokona [

DNS cepeep

Mcnonb3oBaTte Npotokon TCP gnsa DNS 7]

MpoKcH cepeep

3anuce B MypHan CooGlesne A

3anucb B daiin

Puc. 6-9: Bknagka «[lononHuTenbHble HACTPOIiKM» OkHa pefakTnpoBaHus DDNS cnyx6bl

Ha Bknagke «[J0ono/HUTENbHbIE HACTPOKM» PACMONOXeHbI cneaytoLine HacTpoiiku DDNS cnyxo6bi:
* «IP-agpec nctovyHmka» — BbI6OP MCTOYHMKA AN1A onpeaeneHns IP-agpeca goMmeHa gaHHo DDNS cnyx6bl.
Bo3MoXxeH BbI6OP O4HOM0 U3 CNeayoLnx UCTOYHUKOB:

o «CeTb» — NCTOYHMKOM IP-afpeca BbICTynaeT ceTb, BblbpaHHas B BbinagatoLlem cnmcke «CeTb» (CM. pu-
CYHOK 6-10).
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IP-afpec UCTOUHWUKE CeTb [¥]

CeTb wan: »* v

Puc. 6-10: Hactpolikn DDNS cnyx6bl Ans nctouHvka |P-agpeca «CeTb»

o «URL» — nctouHukom IP-agpeca BbICTynaeT OTBET 3anpoca no ykaszaHHomy agpecy (URL) B none «URL
AN 06HapyXXeHusa» (CM. pUCYHOK 6-11).

IP-agpec UCTOUHUKE URL w

URL nns oGHapyKeHus htpp:/fcheckip.dyndns.com

ColbITHE CETH 22l wan v

MpMEA3aTb CETh He OMpegeneHo N

Puc. 6-11: HacTpolikn DDNS cnyx6bl Ana uctouHuka IP-agpeca «URL»

JononHuTensHo, B BbinagatoLem cnmcke «CobbiTne cetu» (CM. pUCYHOK 6-11) BbibpaeTcs ceTb, 41
KOTOpOi1 byaeT 3anycKkaTbCsi CKpUnT 06HOBMEHNSt DDNS cryX6bl.

B Bbinagatowem cnvcke «MNpuBsisaTb CeTb» (CM. PUCYHOK 6-11) BbIGUpPaAETCs CeTb, Yepe3 KOTOPYH HEO6-
XOAMMO BbINO/HATL 3anpoc ykazaHHoro URL. B 60/1bLUNMHCTBE C/lydYaeB peKOMeHAYeTCs BblopaTh 3HaYe-
HWE «M0 YMOMTYaHUIO»;

> «/HTepdelic» — ncTouHmKoM IP-agpeca BoicTynaeT IP-agpec ceTeBoro uHtepdelica, BbI6paHHOTo B Bbl-
nagatowiem cnucke «HTepdpeic» (cMm. pucyHok 6-12);

IP-agpec ncTouHUKa WHTepdenc v

WHTepdeic -l wan v

Puc. 6-12: Hactpoiikn DDNS cnyx6bl ns nctouHuka IP-agpeca «Htepdeiics

o «CKpUNT» — UCTOYHMKOM |P-aapeca BbICTYNaeT pesy/ibTar BbINONHEHUA CKPUNTa, NYTb K KOTOPOMY yKa-
3aH B none «Ckpunt» (CM. pUCYHOK 6-13).

IP-agpec UCTOUHMKA CrpunT 4
CrpunT
CobbiThe ceTn 2" wan v

Puc. 6-13: HacTtpoiiku DDNS cnyx6bl ans uctouHuka IP-agpeca «Ckpunt»

120/ 227



Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

JononHuTensHo, B BbinagaroLem cnvucke «CobbiTne cetn» (CM. pUcyHoK 6-13) BbibrpaeTcs ceTb, A1
KOTOpOW ByaeT 3anyckaTbcs ckpunT 06HoBeHns DDNS ciyx6bl.

» «HasHauyeHHasi Bepcus I[P npoTokona» — HacTpolika yka3blBaeT Ha HE0OXOAMMOCTb NCMOMb30BaHNS KOH-
KpeTHoi Bepcun IP (IPv4 nnu IPv6) npoTokosa B paboTe Taknx yTUauT, kak wget, curl n host. Bepcus nc-
nonb3yemoro |IP npoTokona COOTBETCTBYET BbliOpaHHO Bepcun IP-agpeca B HacTpolike «Bepcus IP-agpeca»
Ha Bknazke «OCHOBHble HAcTpoliku» (cMm. pasgen 6.1.3.1.1);

* «DNS cepep» — agpec DNS-cepsepa 415 onpefeneHus sapeructpuposaHHoro IP agpeca Ans faHHoO
DDNS cnyx6bl. Ecnu He 3agaHo, To 6yaeT ucnosnb3oBaH DNS cepBep N0 yMO4YaHuio;

* «lcnonb3oBatb npoTtokon TCP ana DNS» — ycTaHOBKa AaHHOI onumMmn BK/IKOYaEeT ucnosnb3osaHne TCP Bve-
cto UDP gna DNS 3anpocos;

« «[poKcK cepBep» — apec NPoKCK cepBepa /151 0GHapYXeHUst 1 06HOBeHUs MHdpopMaLy DDNS cnyx6bl.
YKasblBaeTcs B popmare:

[user:password@]proxyhost:port

roe
o [user:password@] — vms nosnb3oBatens (user) n naposb (password) 418 BbINOHEHMA aBTOpU3a-
UMM Ha NPOKCK cepBepe, ecnn TpebyeTcs;

o proxyhost — agpec npokcu cepsepa;

Ecnv agpecom npokcu cepsepa sBnsieTcs |Pv6-agpec, OH Ao/mKeH BbITh YkasaH B KBagpaTHbIX CKOGKax
(Hanpumep, [2001:db8::1]:8080).

> port — Homep nopTa cepBepa;

* «3anncb B XypHas» — BblIGUPAETCS YPOBEHb COOBLLEHNIA A5 XXYPHAMPOBaHUSA. KpUTUUYECcKMe oLwmnBKM Xyp-
Ha/IMPYIOTCA BCEra, BHE 3aBUCMMOCTM OT BbIGPAHHOMO YPOBHS;

* «3anucb B haii/1» — HacTpolika BKoUYaeT 3annch XXypHana gaHHoit DDNS cnyx6bl B doaiin.
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6.1.3.1.3 Bknagka «HacTtpoiika Taiimepa»

BHewwHWi1 BUA, BKNaakn «HacTpoiika Talimepa» nokasaH Ha pucyHke 6-14.

Cny»x6a DDNS » myddns_ipv4

OCHOBHLIE HACTPOMKM | JlONOMHUTENbHBIE HACTPOMKKM | HacTpoiika Taitmepa | TMPOCMOTP CHMCTEMHOIO XypHana
WHTepean nposepku

PasmMepHOCTb MHTEPBANa NPoBepKM MMHYT(b1) he

WHTepean o6HOBNEHUA

Pa3MepHOCTb WHTEPBaNa 0GHOBNEHUA MUHYT(bl) v

CYETYMK NOMbITOK MOBTOPa NpH oLMiKe
MHTEpBan NonbiTKW NOBTOPa NpH olKMbke

PasmepHOCTb MHTEPEANOE NOBTOPA cexyH(bl) W

Puc. 6-14: Bknagka «HacTpoiiku Taimepa» okHa pegaktupoBaHus DDNS cryx6bl

Ha Bknagke «HacTpoiika Talimepa» pacnosioxeHsl criegytoume HacTpoliku DDNS cryx6bl:

* «/IHTEepBan NpoBepKn» — NUHTepBas NPoBepkn nameHeHns IP-agpeca DDNS cnyx6bl. IHTepBan NpoBepku
He [JO/MKEH ObITb MeHee 5 MUHYT;

» «Pa3mepHOCTb MHTEpBana NPOBEPKU» — Pa3MEPHOCTb 3HAYEHNS MHTepBasia NPOBEPKU, YKa3aHHOTO B none
«/HTepBan npoBepkus». JaHHbIA MHTEPBaT MOXET yKa3blBaTbCH B CEKYHAAX (3HAYEHME «CEKYHA(bI)»), MUHY-
Tax (3HauYeHne «MuUHyT(bl)») NN Yacax (3Ha4eHne «yaca(oB)»);

» «/HTEepBan 06HOBNEHUSA» — MHTEpPBaN A5 OTNpaBkyu 06HOBNEHWA npoBaigepy DDNS. Mpu yctaHoBKe 3Ha-
yeHus «0», nposaiiaepy DDNS 6yaet oTnpas/sieHo 06HOB/IEHNE TO/IbKO OANH pas;

» «Pa3mepHOCTb MHTEpBana 06HOB/EHNS» — Pa3MEPHOCTb 3HAYEHWS MHTEepBasia 0OHOB/IEHUS, YKa3aHHOro
B none «l/HTepBan 06HOBIEHUS». [JaHHbI MHTepBasl MOXET YKa3blBaTbCs B MUHYTaxX (3HAYEHUE «MUHYT(bI)»),
yacax (3HavyeHune «4yaca(oB)») Uan OHAX (3HAYEHUE «OHN»);

» «CUETYMK NOMbITOK NOBTOPA NPU OLLIMGKE» — B Clydae OLUUGKM CKPUMNT NPEKPATUT CBOE BIMNOMHEHWE NOCce
3a[aHHOrO KO/IMYEeCTBa NOBTOPHbIX NOMbITOK. 3HadeHne 0 (Mo YMO/YaHuio) UCMosb3yeTcs A1l GECKOHEYHOro
noBTopa,;

 «/HTepBaU NonbITKM NOBTOPA NPW OLWINGKE» — B C/lydae OLUUGKI CKPUNT NOBTOPUT TpebyeMble AeiicTBuS
Mo UCTEUEHWUMN 3a[]aHHOTO BPEMEHN.

* «Pa3MepHOCTb MHTEPBAJIOB MOBTOPa» — PasMePHOCTb 3HAYEHUSA MHTepBasla NomMbITOK NOBTOPa Npu oLwmn6-
K1, yKasaHHoro B nosne «/HTepBasl NONbITKX NOBTOPA NP ownoKe». [aHHbIi UHTEPBa/T MOXET YKa3blBaTbCs
B CeKyHAax (3HavyeHue «cekyHn(bl)») Ui MuHyTax (3HadeHne «MUHYT(bl)»).
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6.1.3.1.4 Bknagka «[1poCcMOTP CUCTEMHOrO XXypHana»

BHewwHW1 BUA, BKNaaKn «[poOCMOTP CUCTEMHOTO XXypHana» nokasaH Ha pucyHke 6-15.

Cnyx6a DDNS » myddns_ipv4

OCHOBHbIE HacTpOiKK | JIONOMHWTENbHbLIE HACTPOHKM | HacTpoiika Taiimepa | TpoCMOTP CMCTEMHOTO MypHana

YuTaTh/NepeunTath aiin xypHana

Tekywee copepxrMoe daina xypHana e «/var/log/ddns» pna gasHoi cnywbbl.

ddns.myplctest.lockup host="myplctest.ddns.net’
ddns.myplctest.pasaword=" ¥**Pk*+"
ddns.myplctest.retry unit="seconds”
ddns.myplctest.service_name="no-ip.com’
ddns.myplctest.use ipve="0"
ddns.myplctest.username=" '
ddns.myplctest=service

031511 : wverbose mode : 0 - run normal, NO conscle cutput

031511 : check interval: 600 seconds

031511 : force interval: 4320 seconds

031512 : retry interval: 60 seconds

031512 : retry counter : 0 times

031512 : "SIGTERM' was send to old process

031512 note : PID "26792' terminated by 'SIGIERM' at 2020-02-19 03:15

031513 : last update: newver

031513 : Detect registered/public IP

031514 : #> fusr/bin/drill -V0 -u myplctest.ddns.net A >/war/run/ddns/myplctest.dat 2>/var/run/ddns/myplctest.err
031514 : Begistered IP '8.8.8.8" detected

031514 info : Starting main leoop at 2020-02-19 03:15

031514 : Detect local IP on "web' v
031514 : #> fusr/bin/curl -R3S -o /var/run/ddns/myplctest.dat —--stderr /var/run/ddns/myplctest.err --noproxy '*'

Puc. 6-15: Bknagka «MpocMoTp CUCTEMHOIO XypHasia» OkHa pefakTnpoBaHus DDNS cnyx6bl

Ha Bknagke «MpocMOTp CMCTEMHOIO XypHasia» 0TobpaXaeTcs CogepXmmoe dhaina cucteMHoro xypHasia DDNS
CNYXObl.

KHonka «Yutatb/nepeunTtarb CUCTEMHbIN XypHa/» npeAHasHaueHa Ass NePBUYHOTO YTEHNS U NEPEUNTbIBAHNS
COAEPXKMMOTO chaiisia CUCTEMHOIO XypHasa.

6.1.3.2 flo6aBneHne HoBoii DDNS cnyx06bl

[na po6asneHns Hooit DDNS cnyx6bl HEOBXOAUMO HaxaTb KHOMKY «[106aBUTb HOBYIO CYXOY...», pacnosioXeH-
Hyto nog, Tabnuueii DDNS cnyx6 nogpasgena «Cnyx6bi» cTpaHuubl «kDDNS» (CM. pucyHok 6-16).

Cnyw6b1
MocnegHee
Mouck HMeHH XocTa
WmA 3aperucTpMpoBaHHbIil IP- BrmoveHo o6HoBneHME CocToAHNe
PErcTpupo Cnepywoluee
ec
Rt obxoeneHne
myddns_ipvd yourhost.example.com 0 Hukorga He R T =
yourhost.example.com 0 Hukorga He

myddns_ipvé
[ No6aB1Tb HOBYHD CryxKOY... ]

Puc. 6-16: CTpaHuua «DDNS». KHomka go6aBneHusi cnyxeébl

Mocne HaxaTnst KHOMNKM «[106aBUTb HOBYHO C/TyXO0Y...» OTKPOETCS BCM/IbiBaOLLEE OKHO, B KOTOPOM HEOBXOAUMO
BBECTU MMS HOBOV DDNS cny6bl U HaXXaTb KHOMKY «Co3aaTtb CyX06y» (CM. pPUCYHOK 6-17).
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DNo6aBuTh HOBYHO ciyX6y...

HaseaHue | newddnsservice|

[ 'ENEN Cozgath cnyxey

Puc. 6-17: CtpaHuua «DDNS». OKHO 406aBEHNS HOBOM C/TyXObI

Mocne HaxxaTnsa kHOoMNkM «Co3paTb Cyx0y» OTKPOETCH OKHO pefakTMpoBaHna HacTpoek HoBoM DDNS cryx6bl,
KOTopoe nogpo6HO paccmoTpeHo B pasgene 6.1.3.1.

6.1.3.3 YaaneHue DDNS cnyx6bl

Lns yaaneHust DDNS cnyx6bl HE06X0AUMO HakaTb KHOMKY «YaasinTb» A1t COOTBETCTBYIOLLEN CNyX6bl B TAbnMUe
nogpasgena «Cnyxo6bl» Ha cTpaHuue «DDNS» (cM. pucyHok 6-18).

Cny»eé6b!
MocnegHee
MoncK HMeHH XocTa
WmA 3aperucTpMpoBaHHbIil IP- BrmoveHo oBHoeneHme CocToAHne
PErNCTpIpO Cnepywolee
ec
e obHoBneHKe
OCTaHOBWTb MepezanycTuTb =
myddns_ipvd yourhost.example.com 0 Hukorga He6
OCTaHOBWTbL MepezanycTUTb =
yourhost.example.com O Hukorga He

ddns_ipvé
myaans_ipy HeT paHHbix OcTaHOBNEHO paBioTaet m-l
N06aB1Tb HOBYHD CryKOY...

Puc. 6-18: CtpaHuua «DDNS». KHoMku yaaneHunst cnyxosbi
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6.2 STP/RSTP

[JaHHbIn pa3gen npucyTcTByeT Tonbko B Web-vHTepdelice ynpasneHus koHTponnepos M/1K210.

Ha ctpaHuye «STP/RSTP>» npon3BoAMTCA MOHUTOPUHI COCTOSIHUS U HAcTpoika cnyx6bl STP/RSTP. BHeLUHWiA
BMA cTpaHuubl «STP/RSTP>» nokasaH Ha pucyHke 6-19.

& tanowrt - CocToanme - LuCl x |+ - m} =
&« ¢ o © £ 172.16.0.1/cgi-bin/luci/admin/services/mstpd 90% b 4 I @ '®‘ =
m ~
“"II.. s ABToOBHOBNEHHE BKNIOYEHD
-
CocTostne » tanowrt
Cuctema »
Cocroanve | Hactpoiku
MK »
CoctosHue STP/RSTP
CrymBo o
DDNS
LLDP MocT «br-lan»
ST BrnroyiEn: v Ia AMHHACTPaTHBEHEA BEPCHA NPOTOKONA: RSTP
! UnenTudumiarop mocTa: 8.000. A26CAC HasHaueHHbIH KOPHEBOI MOCT: 7.000. A42:152C
OpenVPN ks PervoHanbHbIi KOPHEBOI MOCT: 8.000. A26CAC Kopresoi nopr: eth3 (#3)
CTOMMOCTb MaplupyTa: 20 BpemA «max agex: 20c
FTP Bpems «forward delay-: 15¢ MapameTp «transmit hold count»: 6
Bpema «hello timex: 2c Bpemna ycTapeBaHua: 300c
HTTR/HTTPS Bpems ¢ nocnegHero H3MeHeHHnA TONONOrHA: 04 33m 41 (2021 ¢) MopT nocnegHero HIMeHEHUA TONOMOTHK: eth3
KOnW4ecTBEo WIMEeHEHMA TOMONOTHM: 15
Cetn »
Cratictvka b MopTbl mocTa «br-LAN»
Beiimi Moprt ethl eth2 eth3
Brniougs Het  [a  [a
O6patoTka STP/RSTP + [a + Oa  Oa
OnepaTMBHaRA BEPCUA NpPOTOKONA RSTP RSTP RSTP
Ponb Alternate Root
CocToAHWe Forwarding
HoeHTndukarop 8.001 8.002 8.003
Ha3HaueHHbIi KOpHEEON MOCT 5.000. [42:6C:AC 7.000. 42:15:2C 7.000. 421520
HasHayeHHbIi MoCT 5.000. 42.6C4C 7.000. 421520 7.000. 42:15:2C
Ha3zHaueHHbIi nopT 8.001 8.005 8.003
1 Bonblue HGopMaLK |
A4

Puc. 6-19: CtpaHuua «STP/RSTP»

CocTosHWe 1 HacTpoliku ciyx6bl STP/RSTP pasfeneHbl Ha COOTBETCTBYOLLME BKIAAKN, PACMOIOXKEHHbIE B BEPX-
HeW YyacTu cTpaHuLbl (CM. pUCYHOK 6-19):

» «CocTosiHne» (cMm. pasgen 6.2.1);
» «HacTpoiikn» (cM. pasgen 6.2.2).

C 6onee nogpo6Hoii nHchopmaumeli 06 ncnons3oBaHum yctpoiictea MNJK210 B ceTsix Ethernet ¢ noaaepxkoi NpoToko-
nos STP/RSTP MOXHO 03HaKOMUTbCS B CNPABOYHOM PyKOBOACTBE [1] M pykoBoAcCTBe nonb3osatens [2].
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6.2.1 CocTosiHue

Ha Bknagke «CocTosiHne» cTpaHunubl «STP/RSTP» oTobpaxaeTcs COCTOSAHME BCEX MOCTOB, KOHTPOIMPYEMBbIX
cnyx6oii STP/RSTP, n nx noptoB. Bknagka «CocTosHWe» pasfeneHa Ha Tpy Yactu (CM. pucyHOK 6-20):

1) Bknagku Bbibopa MocCTa, A/18 KOTOPOro HE06X0AMMO 0TO6Pa3nTL UHGHOPMALIMIO O TeKyLLIeM COCTOSIHUN (ecnu
CKOHIUIypupoBaH TO/IbKO OAMH MOCT C MCMO/b30BaHNeM NpPoTokosioB STP/RSTP, To BkNagku Bblibopa MmocTa
6yayT OTCYTCTBOBATh);

2) COCTOsiHME BbIGPAHHOMO MOCTA B BUE CMMCKA NapaMeTpoB MOCTa M UX TEKYLLMX 3HAYEHWIA;
3) cocCTosiHVE NOPTOB BbIGPAHHOMO MOCTa B BUAE TabnuLbl.

CocTosnme | HacTpoikw

CoctonaHune STP/RSTP

‘ 1. Bknagkum Bbibopa MOCTa‘

MocT =br-lan» | MoeT br-lan2»

\. J

e N

Moet «br-lan» \ 2. CocTosiHME MOCTa‘

BrnroyE: v [a AAMWHWUCTPaTHEHAA BEPCHA NPOTOKONA: RSTP
WpaeHTupuKaTop mocTa: 8.000. 42:6C4C Ha3sHa4YeHHbIH KOPHEBOH MOCT: 7.000. 42152C
PeruoHanbHbiii KOPHEBOH MOCT: 8.000. 42:6CAC KopHeBoi nopt: eth3 (#3)
CTOMMOCTB MaplupyTa: 20 Bpema «max agex: 20c
Bpema «forward delay=: 15¢ MapameTp «transmit hold counts: 6
Bpems «hello timex: 2c Bpemn ycTapeBaH1A: 300c
Bpema ¢ nocnefHero M3mMeHeHHA TOMoNOrMK: 0y 33m 41c (2021 ©) MopT nocnegHero M3MeHeHWA TOMONOrMKH: eth3

HonuM4ecTE0 H3MEHEHHHA TOMONOTHH: 15

\. J

' )

MopTbl MocTa «br-LAN= 3. CocTosiHMEe NOPTOB MOCTa

Mopt ethl eth2 eth3
BrntougH Het + [a v [a
O6paboTka STP/RSTP + [a V Oa v [a
OnepaTWBHaRA BEpCHA NPOTOKoNa RSTP RSTP RSTP

Fonk Disabled Alternate Root

CocToAHKe Discarding Discarding Forwarding

MaoeHTHbHKaTop 8.001 8.002 8.003
Ha3Ha4yeHHbIA KOPHEEON MOCT 5.000. 42.6C.4C 7.000. 142:15:2C 7.000. 4215.2C
HasHaueHHbIi MocT 5.000. 42:6C4C 7.000.% ¢ 42152 7.000.= 42:15:2C
Ha3HayeHHbIA NopT B.001 8.005 8.003

| Bonsle WHpopMaLMia |

Puc. 6-20: CtpaHuua «STP/RSTP». Bknagka «CocTosHue»

MocT, 4519 KOTOPOro oTobpaXaeTcs COCTOSAHNE, BblGMpPaeTcsa Npy NOMOLLM BKNaLOK C Ha3BaHuem MocTa (nosvums 1
Ha pucyHke 6-20).

B 06/1acTi COCTOAHUA MocTa (Mo3uLmMsi 2 Ha pucyHKe 6-20) oTo6padkatoTcs creaytoLye napameTpbi:

* «BK/MOYEH» — COCTOSIHME BK/TIOUEHNS MOCTA (Aa Un HeT);

* «l/peHTugmKaTop MocTa» — UAEHTUUKATOP MOCTa, COCTOSILLWIA M3 NMpropuTeTa MOCTa 1 COGCTBEHHOTO
MAC-agpeca mocTa. OTo6paxaeTcs B hopmare:

8.000.7C:38:66:42:6C:4C

rae:
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o 8.000 — NpMopuUTET MOCTAa;
o 7C:38:66:42:6C:4C — MAC-agpec mocTa.

* «PervmoHasibHbIN KOPHEBOW MOCT» — UAEHTUNKATOP TEKYLLETO PErMOHA/IBHOTO KOPHEBOro MocTa. ®opmMar
0TOGpakaeMoro 3HaueHusl COOTBETCTBYET (hopmaTty napameTpa «aeHTudmkaTop MocTa;

» «CTOMMOCTb MaplLpyTa» — TekyLlas CTOMMOCTb MapLUpyTa [0 KOPHEBOrO MOCTa,;

* «Bpewms ,forward delay“» — Tekylee 3HaueHne napameTpa «forward delay». MapameTtp onpenenseT Bpems
nepexoga kopHeBbIx (Root) n HasHayeHHbIX (Designated) nopToB MocTa B coctosiHue Forwarding;

* «Bpewms ,hello time*» — Tekylee 3HaveHne BpemeHn «hello time». OnpeaenseT MHTEpPBaUsT BPEMEHN MeXay
nepvoanyecknMmn oTnpaskamu KOHpurypaumnoHHbix coobuiennin BPDU B HasHauveHHble (Designated) nopTbi;

* «Bpewms ¢ nocnegHero M3MeHeHUst TONoorMM» — BPeMsi, NpoLleaLlee ¢ noc/egHero U3MeHeHus Tononorny;
* «KonnyecTBo M3MEHEHW TONOMOrNN» — KONNYECTBO N3MEHEHWIE TOMOSOMNN;
* «AQMUHUCTPATMBHAA BepCcUst NPOTOKOMNa» — CKOH(UIyprpoBaHHast agMUHUCTPATOPOM BEPCUsSt NMPOTOKONA:

o STP;

o RSTP;

» «Ha3HauyeHHbIt KOPHEeBOI MOCT» — WAEHTU(INKATOP TEKYLLEr0 HAa3HAYEHHOTO KOPHEeBoro MocTa. dopmat
0TOGpPaKaeMoro 3HaueHusl COOTBETCTBYET hopmaTty napameTpa «aeHTudmkaTop Mocta;

» «KOpHEBOIi MOPT» — UMSI CUCTEMHOIO UHTepdelica nopTa, KOTopbIi SBMSETCS KOPHEBLIM (B CKOGKax 0TOG-
paxaeTcsl MHAEKC nopTa B MocTy). OTo6paxaeTcsi TO/IbKO B TOM C/lyyae, ec/in MOCT CaM He SIB/ISIETCSA KopHe-
BbIM Ha TEKYLLUIi MOMEHT;

» «MapameTp ,max age“» — Tekylllee 3HauYeHVe napameTpa «max age». OnpeaensieT MakcumasbHblii Bo3pacT
MH(opMaL MK, NepeaaBaemoii Yuepes MoCT TOra, KOrAa OH SBMISeTC KOPHEBbIM;

* «[MapameTp ,transmit hold count“» — Tekylliee 3Ha4yeHne napameTpa «transmit hold delay»;

» «Bpewmsi ycTapeBaHusi» — Tekyllee 3HaueHne BpeMeHun ycTapeBaHus 41 MocTa (ageing time). Onpegensiet
BPeMmsl XU3Hu 3anuceli (B cekyHaax) B AuHaMuyeckoii Tabnvue MAC-aapecos;

 «[lopT nocnegHero M3MeHeHUst TONOSIOTMW» — MMS NOPTa, UHULMMPOBABLLETD Noc/iefHee N3MeHeHve Tono-
norumu.
B o6nactu cocTtossHMS NOpPTOB MOCTa (No3uumst 3 Ha pUcyHke 6-20) pacnonoxeHa Tabnuua, cTon6Lbl KOTOPOi
NpeacTaBnsAT CO60I NOPTbl MOCTA, & B CTPOKaX Nepeync/ieHbl 0TobpaxaemMble napameTpbl:
* «BKNMOYEH» — COCTOSAHME MopTa (4a UK HeT);

» «Ob6paboTka STP/RSTP» — BkntoueHa 5im o6pabdotka STP/RSTP nakeToB Ha NOPTY (4a Wan HeT). JaHHbIl
napameTp ynpaBnsieTcs KoHUrypupyemoi onuueii nopta «®unstp BPDU» (cM. pasgen 6.2.2.2);

+ «OnepaTnBHasi BepCcUsi NPOTOKO/1a» — TeKyLlasi onepaTvBHasi BEpPCUs MPOTOKO/a Ha NopTy.

Mpw coBnageHny onepaTuBHON BEpCUM NPOTOKOMA NoOpTa € aAMUHUCTPATUBHONM BEPCHER NPOTOKO1a MOCTa,
3Ha4YeHne oTobpaxaeTcs 3eNEHbIM (CM. pUCYHOK 6-21(a)). Ecnun onepaTnBHast Bepcus NPOTOKOa OT/INYaeT-
€S OT aAMUHMCTPATVBHOWN BEpCUM NPOTOKONa MocTa (Hanpumep, npy gerpagauumn asTomarmyeckoii RSTP
00 STP), To 3Ha4yeHne 6yaeT oTo6paxeHo KpacHbIM (CM. pUCYHOK 6-21(0));

(a) OnepaTvBHOE COCTOSIHME COBMNaaaet (6) OnepaTvBHOE COCTOSIHME OTNINYAETCA
C aIMMHNCTPATUBHLIM OT afiMUHUCTPATMBHOIO

Puc. 6-21: OTo6paxeHne onepaTuBHOl BEPCUM NPOTOKO/A NopTa MocTa

e «Ponb» — Tekywasa STP/RSTP posnb nopta. MopT MOXET MMETb OfHY U3 CAeAyOLNX PONei:
> Designated — Ha3HaueHHbIi NOPT (PUCYHOK 6-22(a));
o Alternate — anbTepHaTUBHbIN NOPT (PUCYHOK 6-22(0));
o Root — KOpHeBOI1 NOPT (PUCYHOK 6-22(B));
o Backup — pe3epBHblIii NopT (PUCYHOK 6-22(r));
o Disabled — nopT oTKMtO4YEH (pUCYHOK 6-22(n)).
Kaxpas posb nopta oTobpakaeTcs CBOMM LIBETOM, Kak MOKa3aHo Ha pUcyHke 6-22.
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Designated Alternate Root Backup

(a) Designated (6) Alternate (8) Root (r) Backup (o) Disabled

Puc. 6-22: OTo6paxeHue ponei nopta

* «CocTosiHne» — Tekywee STP/RSTP coctosiHMe nopTa. MopT MOXET HaxoAMTca B O4HOM M3 TPEX COCTOSHWIA;

o Discarding — cocTosiHMe oTépacbiBaHMA AaHHbIX (B Cnyyae npoTtokona STP 6yaeT Takke oTobpaxaTbecs
Ansa coctosHuli Disabled, Blocking u Listening);

o Learning — cocTosiHue oby4eHus;
> Forwarding — cocTosiHne nepegayn faHHbIX;
Kaxpoe cocTosiHMe nopTa 0TobpaXkaeTcsl CBOVM LBETOM, KakK NMokasaHo Ha pucyHke 6-23.

Forwarding Learning

(a) Forwarding (6) Learning (B) Discarding

Puc. 6-23: OTobpaxeHne cocTosiHUIA nopTa

* «laeHTudmnkarop» — naeHTMdMKaTOp NopTa, COCTOSALWMIA M3 MpUopUTETa NOpTa 1 HoMepa nopTta. OTobpaxa-
eTca B oopmare:

8.001

rae:
> 8 — npuopuTeT NOPTa;
o 001 — Homep noprTa.

» «Has3HaueHHbIi KOPHEBOI MOCT» — WAEHTUIMKATOP TEKYLLEro Ha3HaYeHHOro KOPHEBOTO MOCTA Ha JaHHOM
nopTy. ®opmaTt 0To6paxaemoro 3HaueH1si COOTBETCTBYET chopmarty napaMmeTpa MocTa «/aeHTudgmkaTop Mo-
cTa»;

* «HasHaueHHbIi MOCT» — UAEHTUNKATOP TEKYLLETo Ha3HaYeHHOro MocTa Ha AaHHoM nopTy. ®opmart oto6pa-
)Xaemoro 3Ha4yeHusi COOTBETCTBYeT chopmaTy napaMeTpa MocTa «MaeHTudmkaTop MocTax;

* «HasHaueHHbIi NopPT» — UAEHTMMKATOP NopTa TEKYLLErO HA3HAYEHHOrO MOCTa Ha AaHHOM nopTy. dopmar
0TO6pakaeMoro 3HaueHusl COOTBETCTBYET chopmaTty napameTpa nopra «MaeHTudumkaTops.
B HWXHE yacTy TabnuLbl pacnosoxeHa KHomnka «bosblie HopMaLMny», KoTopas No3BoNSeT pacluMpuUTb 0To6-
pakaemyto MHopMaLmio B Tabniuie cneayowmmMn 4onoNHUTENbHBIMI NapaMeTpamMm:
» «CTOMMOCTb MapLupyTa nopra» — Tekyllas CTOMMOCTb MapLUpyTa nopTa;

* «AAMUHUCTPATMBHOE NOrpaHNyYHOE COCTOSIHME» — MPU3HaK aAMUHUCTPATUBHOM YCTAHOBKU pexuma norpa-
Hu4Horo nopta (Edge Port). Bo3MOXHbI C/iefylolLme 3HaueHus:

o «[@a» — PEXUM MOrPaHNYHOro NMopTa BK/TOUEH;
o «HET» — PEXIM MOTrPaHNYHOrO NOPTa BbIK/OUEH;

* «ABTOMATMYECKOE NOrpaHNYHOE COCTOSTHME» — MPU3HAK peXxunma aBToMaTnyeckoro onpeaeseHnst norpaHny-
Horo nopta (Edge Port). Bo3MOXHbI cnegylowme 3Ha4eHus:

o «fa» — BK/IHOYEH;
° «HET» — BbIK/IOYEH;

+ «OnepaTMBHOE NOrpaHNYHOE COCTOSTHUE» — MPU3HAK aKTUBHOIO (ONepPaTMBHOIO) pexrmMa norpaHMyHoro nop-
Ta (Edge Port). Bo3aMOXxHbI cnegytoLine 3HayeHus:

o «fla» — MNOPT HaXoANUTCA B pexnme norpaHnyHoro noprta (Edge Port);
o «HET» — MOPT He ABNSETCS NnorpaHMyHbIM (non-Edge Port);

* «AOMUHUCTpaTVBHOE P2P cocTosiHMe» — MpU3HaK afiMUHUCTPATUBHON YCTaHOBKM pexuma Point-to-Point
noAxoueHns ans nopta. MoXeT NPUHUMATL OAHO U3 CAEAYIOLLMX 3HAUYEHMWIA:

o «fa» — Point-to-Point nogkntoyeHue;
o «HeT» — He Point-to-Point nogknoyeHne;
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° «aBTO» — aBTOMaTn4yeckoe onpeaeneHne;

* «OnepatmeHoe P2P cocTosiHne» — npu3Hak, onpegensiolmii ABNseTca n Tekyllee noaknoueHme nopra
Point-to-Point. Bo3mMoXHbI cnefyowme 3Ha4yeHus:

o «fa» — Point-to-Point nogknoueHve;

o «HeT» — He Point-to-Point nogknoyeHne;

» «3awwuta BPDU» — npu o6HapyxeHun BPDU Ha nopTy, nopT 6/10kupyetcs (4a uin HeT);

* «CpabartbiBaHue 3awmTbl BPDU» — konmyecTBo cpabaTtbiBaHwWii 3awmtbl BPDU;

e «OTtnpasneHo BPDU» — Konn4yecTBo oTnpas/fieHHbIXx BPDU nakeToB B faHHbI NOpPT;

* «[lonyyeHo BPDU» — kKonuyecTtso nony4vyeHHbix BPDU nakeToB Ha faHHOM MopTy;

* «[MonyueHo BPDU (0TqMNLTPOBaH0)» — KOMMYECTBO NoslyYeHHbIXx BPDU nakeToB Ha faHHOM MOpPTY, KOTopble

6b1IN OTGUNLTPOBAHBI;

» «OTnpaBneHo TCN» — Konn4yecTBo oTnpassieHHbIX TCN NakeToB B aHHbIA MOPT;

¢ «MonyyeHo TCN» — KO/myecTBo nosyvyeHHbIX TCN nakeTtoB Ha AaHHOM MOPTY.

Ha pucyHke 6-24 npvBeA&H NpuMep BHELIHEro B1aa Tab/uLbl COCTOSIHWSA NMOPTOB MOCTA C BK/IIOUEHHLIMU A0MNO0S-

HUTE/IbHbIMW NapamMeTpamMu.

MopTel MocTa «br-lan»

MopT ethl eth2 eth3
Bxniouéy Het Ha v [a
O6patoTtka STP/RSTP + [la + [a + [a
OnepaTWBHaA BEPCHA NPOTOKONA RSTP RSTP RSTP

Ponb Alternate Root

CocToRHKE Forwarding

WoeHTudukaTop 8.001 8.002 8.003
Ha3HauyeHHbIA KOPHEEOR MOCT 5.000. 426040 7.000. 42:15:2C 7.000. 42152C
HasHaueHHbIA MocT 5.000. 42:6C:4C 7.000. 42:15:2C 7.000. 42:15:2C
HaaHayeHHbIA nopT 8.001 8.005 8.003
CTOMMOCTD MapLUpYTa NnopTa 200000 30 20
AOMHHWCTRETHBHOE NOrPaHHYHHOE COCTOAHHE + [a La + [a
ABTOMATWUYECKOE NOrPaHYHOE COCTOAHKME + [a + [a v [a
OnepaTHBHOR NOrpaHMYHOE COCTOAHME v [a Het Het
AQMMHWCTPATHBHOR PZP CcOCTOAHME ABTOMETHYECKK ABTOMAETHUECKH ABTOMATHYECKN
OnepatueHoe P2ZP COCTOAHHE + [a La + [a
3awmTa BFDU Het Het Het
CpabaTtoiBaHWe 3awwTol BFDU Het Het Het
OTtnpasneHo BFDU 2308 2650 3721
MonydeHo BFDU 4 1486 1493
MonyyeHo BPDU (oTdWnbTpoBaHa) = = =
OTnpasneHo TCN 3 8 24
MonydyeHo TCN 4 14 18

T MeHblue MHQopMaLM T

Puc. 6-24: Ctpanuua «STP/RSTP». PaclumpeHHas Tabnuua CocTosHUS NOPTOB MocTa
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6.2.2 HacTtpoiikn

Ha Bknagke «HacTpoiikn» cTpaHuubl «<STP/RSTP» pacnonoxeHbl HAaCTPoku cnyxobl STP/RSTP. BHellHWIA BUA,
CTpaHuULbl HACTPOEK NokKa3aH Ha pUcyHKe 6-25.

& tanowrt - Hacrpoitkn - Lucl - X | = - ] *
. ) ) - -
« c @ © A 172.16.0.1/cgi-bin/luci/admin/services/mstpd/config 90% v @ 1:{ N @ @ =
~
V)E]]
|
CocTtostue » tanowrt
Cuctema »
Cocroaxue | Hactpoiiku
MK »
HacTtpoiikn STP/RSTP
CrywBer
Ha 3Toit cTpanuLe MoXHO HEcTpouTe NnapameTpel STP/RSTP
DDNS
O6wwe napametpel | MocT sbr-lans»
LLDP
STP/RSTP MocT «br-lan»

OpenVPN wment Wutepdeiic  br-lan (3 nopra)

e MpoTokon RSTP ~
HTTR/HTTPS o STP — Kampe!it nopr »

Cets »

CratucTuxa b Mpwopurer 32768 -

BT MpuopuTeT Ta (0—61440). N TET MOCTE I A —327

Bpemn «hello time» 2

Bpems «forward delay» 15

Bpems emax age» 20

JBNEHOE EPEMA, B TEYEHNE KOTOPOTD Kondurypaymorksie BPDU MoryT yaepxueathen mocTom (6-40

Yerapesatne 300

Mapametp «transmit hold counts 6

MopTel mocTa «br-lans

BXMIOUATE MMM MCKITIOUNTE MOPTEI M3 MOCTE MOMHO HE CTPEHNLIE KOHOUIYPALMKM CETEBRIX MHTEpheicos
A patueHoe A
Hrrepdeiic Mpwopurer TP:‘:Mb MOrPaHWYHHOE NorpaHnYHoe ::;;TP :::I::T.
ethl 32768 “| o O a a = m
cth3 32768 “| o O O a = m

Puc. 6-25: CtpaHuua «STP/RSTP». Bknagka «HacTpolikus»

Ha cTpaHuue HacTpoek npeAcTaB/ieHbl HECKO/IbKO BKIaA0K: «O6LMe napamMeTpbl» 1 BKNaAKN HACTPOEK MOCTOB,
KOTOpble KOHTpOAMpyTCs cnyx6oii STP/RSTP. Bknagkn HacTpoek MOCTOB MMEHT Ha3BaHWs COOTBETCTBYOLLME
Ha3BaHMSAM CEeTEBbIX MHTEP(ECOB MOCTOB.
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6.2.2.1 OGLWMe HACTPOIiKN

O6Lme HaCTPOWKM pacnonoXeHsbl BO BKnagke «O6LiMe HACTPOIKN» CTpaHULbl HACTPOEK ciyxobl STP/RSTP
(cMm. pucyHoK 6-26).

O6wme napametpol | Mocr =br-lan»

O6wme NnapamMeTpbl

YpOoBEHb XYPHaNUPOEaHWA MrbopMaumoHHele cooblyeus (2) w
MocTbl ynpaensembie cnyxGoi STP/RSTP 2 brlan v

HACTPONKK CETEBbIX MHTEphEACOS

Puc. 6-26: O6wwme HacTpoiiku cnyx6bl STP/RSTP

Mpy noMoLLM BbINaAAIOLWEro CNMUcKa «YPOBEHb XYyPHANMPOBaHUSA» BbIOMPAETCA YPOBEHb XYPHA/TMPOBAHNUSA CIYyX-
661 STP/RSTP. JoCTynHbI cneayowme ypoBHU:

«OTK/HOUYEHO» — XYPHAIMPOBAHWE OTK/IHOUYEHO;
«OLWNBKM» — XYPHaANTMPYHOTCA TOMIbKO CO06LLEHNS 06 oLInbKax;

«VHhopMaLMOHHbIE COOBLLIEHNS» — XYPHANNPYOTCA TOIbKO MHpOPMAaLMOHHbIE COOBLLEHNS U COOBLLEHMS
06 owunbKax;

«OTNafouHbIE COOBLLEHUSI» — XYPHA/TMPYIOTCS BCE COOBLLEHMS, BK/OYas OT/1IafouHble, KPOME COOBLLEeHWI
0 nepexofax MallnHbl COCTOSIHWIA;

«[Mepexofbl MallNHbI COCTOSIHWNIA» — XYPHa/IMPYTCS BCE COOOLLEHMS, B TOM YKc/le 0 Nepexoax MallviHbl
COCTOSIHUIA.

Cnucok «MocTbl ynpasnsemblie cnyx6oint STP/RSTP» npefHa3HaveH /18 Bbibopa MOCTOB, KOTOPbIE JO/MKHbI
ynpaBnaTbes cnyx6oit STP/RSTP. B 3TOM Cnvcke 0TO6paxarTcs NMLb Te MOCTbI, A/151 KOTOPbIX BK/IOYEeHa noa-
Aepxka STP B HacTpoiikax ceTeBbIX MHTepdieicos (cm. pasgen 7.1.1.2).

Ecnun mocT He BbI6GpaH B cnvcke «MocCTbl ynpasnsiemble cnyx6oii STP/RSTP», HO npu aTOM BK/IlOHEHa onums noa-
aepxkn STP B HacTpoiikax ceTeBbIx UHTepdeiicoB, To paboTta npotokona STP ans Takoro mocTta 6yaet obecneuu-
BaTbCA BCTPOEHHbIM B Linux Si4p0 anroputMom nogaepxkn STP, a He cnyx6oii STP/RSTP. HacTpoiika napameTpoB
STP ans Taknx MOCTOB, Ha CTpaHULLEe HacTpoek cryx6bl STP/RSTP HeBo3MOXHA.

6.2.2.2 HacTpoiiku MmocTa u ero nopTos

Ha Bknagkax HacTpoek MOCTOB pacrnosiaraloTcs nogpasaesibl HACTPOeK Bbl6paHHbIX MOCTOB U X MOPTOB.

Lna HacTpoiikv AOCTYMHbI MLLL T€ MOCTbI, KOTOPbIE BbiGpaHbl 415 ynpasneHns cnyxooit STP/RSTP B cniucke «Mo-
CTbl ynipaBnsiemble cnyx60ii STP/RSTP» 06LmMx HacTpPoek cnyxobl (CM. pasgen 6.2.2.1).

HacTpoiikn MocTa v ero NopToB pasfeneHsl Ha ABa nogpasaena:

* rogpasgen ¢ HasBaHneM «MocCT ,MMA-MOCTa"» — HacTPOoikn MocTa (CM. PUCYHOK 6-27);

* nogpasgen ¢ HaseaHveM «[opTbl MOCTa ,MMA-MOCTa"» — HACTPOViKM NOPTOB MOCTA (CM. PUCYHOK 6-28).

B nogpasaene HacTpoeK MoCTa pasMelLeHb! CrieaytolimMe HacTPOKM (CM. PUCYHOK 6-27):

* «l/HTepdeiic» — UMs CUCTEMHOIO CETEBOT0 YCTPOKCTBA MOCTa M KOMMYECTBO NOPTOB (B CKO6GKAX);

. ((npOTOKOfI» — Bbl60p aAMI/IHI/ICTpaTI/IBHOI\/’I BepCcunn npoTokona. HO,D',D,ep)KI/IBaeMbIe MPOTOKO/J1bI:

o STP;
o RSTP;

* «[propuTeT» — BLIGOP NPUOPUTETA MOCTA;
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MocT «br-lan»

WuTtepdeic  br-lan (3 nopra)

NpoTokon RSTP w

Mpuoputet 32768 ~

Bpema «<hello times 2

Bpems «forward delay» 15

Bpemn «max age» 20

YcTapeeaHue 300

MapameTp «transmit hold counts 6

Puc. 6-27: HacTtpoiikun mocTa, ynpaensiemoro cnyx6oii STP/RSTP

* «Bpewms ,hello time“» — ycTaHoBKa 3Ha4yeHUs BpeMeHu «hello time», KoTopoe onpegenseT UHTepBas Mexay
oTnpaskamu BPDU coobLueHwuii;

* «Bpewms forward delay“» — ycTaHoBKa 3HaueHus BpemeHun «forward delay»;

* «[MapameTp ,max age“» — ycTaHOBKa 3HaYeHUA napameTpa «max age»;

* «YcTapeBaHue» — yCTaHOBKa 3HaYeHus BpemeHu yctapesaHusa (ageing time);

* «[MapameTp ,transmit hold count“» — ycTaHOBKa 3Ha4yeHusA napameTpa «transmit hold count».

MopTbil mocTa «br-lan»

BKIMHOUUTL WK UCKIIOUWTb NOPTbI M3 MOCTA MOMHO Ha CTPaHULLE KOHDWIYPALNK CETEBbIX MHTEphEeACOB

ALMHHHUCTPaTHEHOE ABTOMAaTHYECKOE

. CTOMMOCTBE QunbTp 3awMTa
WuTepdeiic MpuopuTeT norpaHuYHHoe norpaHn4yHoe
MapLUpyTa BPDU  BPDU
COCTOAHWE COCTOAHWE
eth1 32768 ~ 0 O O O =
eth2 32768 - 0 O O O =
eth3 32768 ~ 0 O | O =

Puc. 6-28: HacTpoiiku nopToB MOCTa, ynpasnsemoro ciyxo6oin STP/RSTP

B noapasgene HacTpoek NopToB MOCTa 0TO6PaKaETCsl CMMCOK NMOPTOB MoCTa B BuAe Tabnuubl (CM. pUCYHOK 6-28).
Kaxasi cTpoka TabnuLbl COOTBETCTBYET OAHOMY MOPTY MOCTa. B cTon6uax Tabnumubl pasMeLleHbl 3/1eMeHTbI
ynpaB/ieHNs, NO3BO/IAOLLME BbINOMHUTL KOHPUIYpaLMIO C/IefyHOLLIMX OCHOBHbIX MapaMeTpoB NopToB MOCTa:

* «/HTepdenc» — NMsi CUCTEMHOIO CETEBOTO YCTPOICTBA nopTa (He KOHUrypupyeTcs);
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* «[propnTeT» — BbIGOP NpUOpUTETA NOPTA;

* «CTOMMOCTb MaplLpyTa» — yCTaHOBKa CTOMMOCTU MapLUupyTa nopta. [/ aBToMaTMYecKoro onpeaeneHuns
UCMonb3yercsi 3HaueHne «0x»;

e «AQMUHUCTPATMBHOE NOrpaHNyYHOE COCTOSIHNE» — YCTAHOBKA aiMMHUCTPATVBHOIO PeXMMa NorpaHu4yHoro
nopta (Edge Port). Bo3moXHble 3Ha4YeHus:

° BK/1HOYEHO;
° BbIK/1HO4YEHO.

* «ABTOMATNYECKOE NOrpaHNYHOE COCTOSAHME» — YCTAaHOBKA PeXnMa asToMaTUyecKoro onpegeneHms norpa-
Hu4Horo nopta (Edge Port). Bo3MoXHble 3HaYeHus:

o BK/1HOYEHO;
o BbIK/ItOYEHO.

e «dnnsTp BPDU» — BK/OYEHME UK OTKAoUYeHe doyHKummn BPDU Filtering Ha nopTy. Bo3MOXHbIe 3HAaYEHNS:
o BK/IHOYEHO;
° BbIK/IIOYEHO.

* «3awuta BPDU» — BkntoyeHne nav otknoveHe dyHkumm BPDU Guard Ha nopTy. Bo3MoXHble 3HaueHus:
o BK/1HOYEHO;

° BbIK/THO4YEHO.

[na KoHdurypaumm 4OCTyNHbI NNLb Te NOPTbI, KOTOPbIE BXOAAT B COCTaB KOH(MIrypupyemoro mocta. KoHdurypa-
LM MOCTOB, B TOM YMC/e BK/IIOYEHME U/UIN UCKNIOYEHNE MOPTOB M3 cOCTaBa MOCTa OCYLLECTBISETCS B HACTPOKax
ceTeBbIX MHTEpeiicoB (cM. pasgen 7.1.1.2).

B nocnegHem CTOI'I6LI,e Ta6I'II/ILI,bI ONA KaXXA0ro nopra pacnosioXXeHbl KHOMKK yrpaBneHns:

* «=» — KHOMKA U3MEeHeHUs NopsiAKa 3anvceit B Tabnuue. Yaepxueas HakaTtoll JaHHy0 KHOMKY MOXHO nepe-
MeLLaTb CTPOKY Tab/nLbl, U3MEHSIS TEM CaMbIM €€ NOPAAOoK.

MopaaoK pacnonoxeHWs NOpToB B Tabsmue He MMeeT (DYHKLMOHa/TLHOMO 3HAYEHNS Y NPUMEHAETCH UCKTIO-
YMTeNbHO A1 yaobeTea 1 AN1A ynpasieHns nopsaKoM BbiBOAa NOPTOB MOCTa B Tabnmue cocTosHus (CM. pas-
aen 6.2.1).

* «l/13MEHUTb» — KHOMKa PacLUMPEHHOTO peakTUpPOBaHNA NapamMeTpoB nopra.

Mpu HaxXkKaTM KHOMKK «3MeHNTb» ByaeT 0ToOOpaXkeHO BCN/bIBAKLLEE OKHO pacLUMPEHHbIX HACTPOEK COOTBETCTBY-
toLLLero nopra (Cm. pUcyHok 6-29).

PaclunpeHHble HacTpOiikM pasfaeneHbl Ha Ase BKNaaky — «O6Lme HacTpolikm» (CM. pUcyHok 6-29(a)) n «onon-
HUTE/IbHbIE HACTPOWMKN» (CM. PUCYHOK 6-29(0)).

Ha faHHbIX BKNadKkax, MOMUMO Y)Xe OMUCaHHbIX BbllLE HACTPOEK JOCTYMHbIX B CTON6LAX Tab/uLbl MOPTOB MOCTA,
pacnonoxeHbl cneaytoLLmne A0NONHUTENbHbLIE HACTPOKMA:

o «Pexum P2P» — agMuHUCTpaTBHas yCTaHOBKa pexuma Point-to-Point nogxnoyeHuns ans nopra. Bo3mox-
Hble 3HaYeHuns:

o «fa» — Point-to-Point nogknoueHve;
o «HeT» — He Point-to-Point nogknoyeHne;
° «aBTO» — aBTOMaTMYecKoe onpeaeneHune;

* «3anpeTuTb NOPTY NPUHUMATL POJIb KOPHEBOTO MOpTa» — HACTPOIKa NO3BOMAET 3aNPeTUTL NOPTY NPUHUMATH
posb KopHeBoro (Root) nopTa. Bo3MoXHble 3HAYEeHMS:

o «Aa» — MOPTY 3anpeLleHo NPMHUMAaTb PoJib KOPHEBOIO NopTa;
o «HET» — MOPT MOXET 6bITb KOPHEBbLIM (3HAYEHME MO YMOSTUYaHUIo);

+ «3anpeTuTb NOpPTY PacnpocTpaHAaTb nonyyeHHsle TCN» — HACTpolika NO3BOMAET 3anpeTuTb AaibHelillee
pacnpocTpaHeHne TCN NakeToB NPUHSATLIX HA AAHHOM MOPTY. BO3MOXHbIE 3HAUEHNS:

o «pa» — pacrnpoctpaHeHne TCN 3anpeLyeHo;
o «HeT» — pacnpocTpaHeHe TCN paspelleHo (3HavYeHre No YMOI4aHuio).
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MapameTpekil nopta «eth1» mocTa «br-lan»

O6wMe HacTpoikK | JloMoNHMTENEHbIE HACTPOWMKK

MpuopuTeT

CTOMMOCTb MaplupyTa

AAMWHUCTPETUEHOE NMOrPaHUYHHOE COCTOAHME

ABTOMaTUUECKOE norpaHW4yHoOe COCTORAHKE

Pexum P2P

MapameTpbl nopta «eth1» MocTa «br-lan»

O6LUMe HacTPONKKM | [1oMoNHMUTENbHbIE HACTPORKY

OuneTp BPDU

3awwmTa BFDU

3anpeTUTb NOPTY NPUHMMATE POJb KOPHEBOTD NOPTa

3anpeTHTb NOPTY pacnpocTpaHATh NnonyyeHHble TCN

32768 v
MpropwTeT nopta (0-61440). NPUOPWTET N0 YMONYaHWo — 32768
0

0 — aBTOMATHYECKH)

O

HauyanbHoe norpaHMyHoe ©

ABTOMaTHYECKWI MEPEXON B/W3 NOTPaHHYHO
ABTOMaTHYECKH v
Pemum onpeaensHus P2P
(a) Bknagka «O6LLmMe HaCTPONKU»
O

O

|

(6) Bknagka «[JononHuTeNbHblE HACTPOWKN»

Puc. 6-29: BenibiBatoLLee OKHO pacLUMpeHHbIX HaCTpOeK nopta MocTa
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6.3 OpenVPN knueHTt

Ha ctpaHuue «OpenVPN KIMEHT» MOXHO BbINOMHUTL HACTPOIKY ak3emnnspoB OpenVPN KnneHTa n oTciexvsarb
TekyLee cocTosiHMe akTUBHbIX OpenVPN KNneHToB. BHewwHWiA BUA, cTpaHuupl «OpenVPN KNneHT» nokasaH Ha pu-
CyHkKe 6-30.

@ plc210 - Coctoame - LuCl X | + — O x
&« (&) Q O & 172.16.0.1/cgi-bin/lud/admin/services/ovpndient/status e g 1:? i N €0 @' =
n ~
V l'l-ll c ABTOOGHORNEHUE BRMIOYEHO
L]
CocTonHne b plc2lo
CucTema b
CoctoRnne | Kondurypaums
MAK »
CocTofHKe U ynpasneHue OpenVPN KnueHTaMu
Cnyxbol ¥
Ha 3Tl CTPaHWLIE Bbl MOXETE NPOCMOTPETH COCTOAHUE 2aMYILEHHBIX 3K3EMNNAPOE OpenVPN KNKeHTa
DDNS
SK3eMnnapbl
STP/RSTP
OpenVPN knueT Wmna Pafioyee cocToAHMe  CraTMcTvKa DeicTena

3anycTuTb OCTaHOBMTH

Mypuan
netherlands | 3aqyuiey OGHoeneHo: Tue Sep 1 15:35:54 2020
cooaree e [
PID 10114
MpuHATo: 2.54 MUB
HTTP/HTTPS - P OuMcTUTL

OrnpasneHo: 64.69 Kub

MepesanycTuTh

CeTb # usa He 3anyujeH He gocTynHo

Tp(0B)  OuMCTHTL JanycTuTb OCTaHOBMTL

Cratvctvka P
MepesanycTuTs
BoiliTi

Puc. 6-30: CtpaHuua «OpenVPN KineHT»

CocTosiHve 1 HacTpoiika ak3eMnnsApoB OpenVPN KNMeHTOB pa3feneHbl Ha COOTBETCTBYOLWME BKIAAKN (CM. pucy-
HOK 6-30):

» «CocTosiHne» (cMm. pasgen 6.3.1);
* «KoHturypauus» (cm. pasgen 6.3.2).

6.3.1 CocrtosiHne
Ha Bknagke «CocTosiHne» ctpaHuubl «OpenVPN KineHT» B BUae Tabnuubl oTobpaxaeTcsi TEKyLLee COCTos-

HMe BCeX BKKOUYEHHbIX 3k3eMnaspoB OpenVPN kaveHTa (CM. pucyHoK 6-31). MoMUMO 0TOGpaKeHUs COCTOSAHUSA

Ha A@HHOI CTpaHWLE MOXHO NPOU3BOAUTL PYUHOI 3amycK U OCTAHOBKY HACTPOEHHBIX 3k3eMnisipoB OpenVPN kiu-
eHTa.

Coctoanne | Kondwmrypauws

CocTtoaHue u ynpasneHue OpenVPN knneHTamu

Ha 3Toii cTpaHuLe Bbl MO

2 NPOCMOTPETE COCTOAHWE 2aNyLLeHHbIX JK2eMNNApoE O

JK3eMnaapbl

Wmna Pabovyee cocToAHMe  CTaTUCTHKa Mypnan DeAcTENA

netherlands D&HijleHo: Tue Sep 1 15:41:46 2020 MpocMoTp (5.08 Kub) 3anycTuTo
YeTpoiiereo: tun0
OTtnpaenexo: 50.23 Kub

usa He 3anyugeH He goctynHo e -
i Aocty MpocmoTp (0 B) QUHCTUTE 3anycTuTe OCTaHOBUTL

e

]

anyCTHTE

Puc. 6-31: Ctpanuua «OpenVPN knneHT». Bknagka «CoctosiHne»
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Kaxpasa cTpoka Tabnuubl COOTBETCTBYET O4HOMY ak3eMmnispy OpenVPN knneHTa. B ctonbuax Tabnvubl otobpa-
Xaetcsa cnefyroLan nHopmMaLma:

¢ «/MA» — yHMKanbHoe M ak3emnnapa OpenVPN kaneHTa.

* «Pabouee cocTosHNE» — TekyLlee paboyee cocTossHne ak3emnasapa OpenVPN kineHTa. MoXeT npuHumarb
OfIHO 13 ABYX 3HAYEHMWIA:

o «He 3anyweH» — ak3emnniap OpenVPN knveHTa He 3anyLeH;

o «3anyLieH» — ak3emnasap OpenVPN knneHTa 3anyuleH. iaeHTudmkarop npouecca (PID) gaHHoro
ak3emnispa 6yaeTt otobpaxaTbca B popmate «PID <ngeHTuduKaTop>», Kak nokasaHo Ha pUCyH-
Ke 6-32;

e «CTatnctmka» — cTtaTucTvKa BUPTYasIbHOro nHTepdelica aksemnisipa OpenVPN knveHTa. Bkioyaet B cebs
cnepyroLime napameTpsl:

> «OBGHOBNEHO» — faTa v Bpems NocnefHero 06HOBNEHUS AaHHbIX CTaTUCTUKN;

o «YCTPOICTBO» — UMSI YCTPOICTBa BUPTYa/IbHOrO MHTepheica NogxIoveHmns. B cnyyae HEBO3MOXHOCTH
onpegeneHns MeHN YCTPOCTBO OTOOPaXaeTCs 3HaUYEHNE KHEN3BECTHOY;

o «PUHATO» — KOMIMYECTBO NPUHATBLIX AaHHbIX Yepe3 nHTepdieiic OpenVPN nogknioyeHus;
o «OTnpaB/IeHO» — KO/IMYECTBO OTNPAB/EHHbIX AaHHbIX Yepe3 uHtepgeiic OpenVPN nogknoueHus.

Ecnu faHHble CTaTUCTVKM He AOCTYMHbI (HanpuMep, 3K3eMNAap ewé He 3anyckasncsl), To B JaHHOM cTosn6Le
oToGpaxaeTcsi coobLieHne «He 4OCTYNHO».

e «KypHan» — KHOMKX NPOCMOTPa U o4nCTKM haina xypHana aksemnnsapa OpenVPN knueHTa (cM. pas-
fen 6.3.1.1);

o «[leficTBUsI» — KHONKM AelicTBuin Ansa aksemnnspa OpenVPN knveHTa (cMm. pasgen 6.3.1.2).

PID 5985

Puc. 6-32: OTo6paxeHre 3anyLeHHOro CoCTosHMA ak3emnnspa OpenVPN knveHTa

6.3.1.1 MpocmoTp 1 ouncTtka haiina xypHana saksemnnsapa OpenVPN knineHta

[ns npocmoTpa cogepxmmMoro haina xypHana aksemnasapa OpenVPN kiveHTa npegHasHadYeHa kHomka «[1po-
CMOTp», pacnofioXeHHas B cTonbue «>KypHan» Tabnuubl COCTOAHMA ak3eMnnspoB OpenVPN kineHToB (CM. pucy-
HOK 6-31).

[ononHnTensHo, B Ha3BaHMM KHOMKM B CKOOKax OTobpaxaeTcs TeKyLMin paamep daina xypHana ansi COoTBeT-
cTBytowero aksemnaspa OpenVPN knveHTa. KHonka «MpocMoTp» akTMBHA TO/IbKO ecin pasmep daina xypHana
6onbLue 0.

Mpu HaXxaTun KHOMKK «poCMOTP» 0TOBPaxXaeTcs BCN/bIBatOLLEE OKHO C COAEPXUMbIM haiiia XypHana, kak noka-
38HO Ha pUCyHKe 6-33.

[Ona ounctku xypHana sksemnnapa OpenVPN knneHTa npegHasHavyeHa KHonka «OuncTka», pacrnosioxeHHas

B CTON6UE «OKypHan» Tabnuubl COCTOAHNA 3k3eMnnsApoB OpenVPN kineHToB (CM. pucyHok 6-31). KHonka akTue-
Ha TONbKO ecnu pasmep daiina xypHana 6onblue 0. Mpu HaxkaTun KHONKM «OuncTKa» 6yaeT BbIMOHEHA OUMCTKA
coaepXmmoro daina xypHana anst CootBeTcTaytollero OpenVPN knneHTa.

peasibHoe MMs YCTPoiiCTBa onpeaenseTcs NyTEM aHanM3a CoAePXMMOro diaiina xypHana. [ns Takux 3K3eMnisapos
OpenVPN K/1eHTa NoC/e OUUCTKY XypHaa HEBO3MOXHO ONpeAe/IMTL UMS YCTPOICTBA BUPTYasibHOMO NHTEpdeiica
NOAK0YEHNs. B 3TOM cryuyae B cTon6ue «CTaTucTukas TabiuLbl COCTOSIHMS B napameTpe «YCTpoicTBo» GyaeT

o ¢ Ana aksemnnsipoB OpenVPN KneHTa, B KOTOPbIX MCMOJIb3YETCsi aBTOMATUUYECKOe Ha3HAYEHNEe UMEHU YCTPOIACTBA,
i oTOBpaxaTbCs 3HAYEHNE «HEU3BECTHOX.

6.3.1.2 PyyHoi4 3anycK u octaHOBKa aksemnnsapa OpenVPN knveHTa

[ns BbINO/THEHWST PYYHOTO ynpaBfieHus (3anyck, 0CTaHOBKa WM nepesanyck) aksemnnisipom OpenVPN knveHTa
npeAHasHauYeHbl KHOMKW, PacnosioXeHHble B cTon6Le «elicTBrs» TabnuLpl COCTOAHMSA ak3emnnsipoB OpenVPN
KNIMEHTOB (CM. PUCYHOK 6-31):
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XypHan aksemnnapa OpenVPN knueHTa (netherlands)

Tue Sep 1 18:3 2020 OpenVEN 2.4.7 arm-ce-linux-gnueabi [S5L (OpenSSL)] [LZ0] [LZ4] [EPOLL] [MH/PETINFO] [AERD]

Tue Sep 1 18:3 2020 library wersicns: OpenSSL 1.1.1g 21 Apr 2020, LZ0 2.10

Tue Sep 1 18:3 2020 MOTE: the current --script-security setting may allow this configuration to call user-defined scripts
Tue Sep 1 18:3 2020 Cutgeoing Control Channel Authentication: Using 160 bit message hash "SHR1' for HMAC authentication
Tue Sep 1 18:3 2020 Inceoming Control Channel Authentication: Using 160 bit message hash "SHR1' for HMAC authentication
Tue Sep 1 18:3 2020 TCE/UDF: Preserving recently used remote address: [AF INET]185.80.53.16:443

Tue Sep 1 18:3 2020 Attempting to establish TCP connection with [AF INET]185.80.53.16:443 [nonblock]

Tue Sep 1 18:3 2020 TCP connection established with [AF INET]185.80.53.16:443

Tue Sep 1 18:3 2020 TCP_CLIENT link leocal: (not bound)

Tue Sep 1 18:3 2020 TCP_CLIENT link remote: [AF INET]185.80.53.16:443

Tue Sep 1 18:3 2020 WABNING: this configuration may cache passwords in memory -- use the auth-nocache option to prevent this
Tue Sep 1 18:3 2020 VERIFY OK: depth=1, 0=5ellc9e4c47b216751%e9%ef6, CN=5ellc9e4c4Tb2167519e9£03

Tue Sep 1 18:3 2020 VERIFY KU OK

Tue Sep 1 18:3 2020 Validating certificate extended key usage

Tue Sep 1 18:3 2020 NOTE: --mute triggered...

Tue Sep 1 18:3 2020 4 variation(s) on previocus 3 me3sage(s) suppressed by --mute

Tue Sep 1 18:3 2020 [5ellc9e6c4T7b2167519e9£07] Peer Connection Initiated with [AF INET]185.80.53.16:443

Tue Sep 1 18:3 2020 Cutgoing Data Channel: Cipher "RES-128-CBC' initialized with 128 bit key

Tue Sep 1 18:3 2020 Outgoing Data Channel: Using 160 bit message hash "SHA1' for HMAC authentication

Tue Sep 1 18:3 2020 Incecming Data Channel: Cipher "RES-128-CBC' initialized with 128 bit key

Tue Sep 1 18:3 2020 NOTE: --mute triggered...

Tue Sep 1 18:3 2020 1 variatien(s) on previocus 3 message(s) suppressed by --mute

Tue Sep 1 18:3 2020 TUN/TAF device tunl0O0 cpened

Tue Sep 1 18:3 2020 /sbin/ip link set dev tunl00 up mtu 1500

Tue Sep 1 18:3 2020 /sbin/ip addr add dev tunl00 192.168.245.230/24 broadcast 192.168.245.255

Tue Sep 1 18:3 2020 fusr/libexec/openvpn-hotplug up netherlands tunl00 1500 1560 192.168.245.230 255.255.255.0 init
Tue Sep 1 18:3 2020 Initialization Sequence Completed

Puc. 6-33: BenibiBatoLLiee OKHO NMpocMOoTpa XypHana ak3emnnsapa OpenVPN kiveHTa

¢ «3anycTuTb» — BbINOMHAET 3anyck ak3emnnapa OpenVPN knneHta. Ecnin ak3emnnsap OpenVPN kniveHTa
yXXe 3anyLeH, TO KHOMKa He aKkTUBHa,

e «OCTaHOBUTL» — BbINOJSIHAET OCTAHOBKY 3k3emnnapa OpenVPN knneHTa. Ecnn sk3emnnap OpenVPN knnen-
Ta He 3anyLleH, TO KHOMKa He aKkTUBHa;

e «[lepesanycTnTb» — BbINOSIHAET nepe3anyck aksemnadpa OpenVPN knneHTa. Ecnn aksemnnasap OpenVPN
K/IMEeHTa He 3anyLleH, TO KHOMKa He akT1BHa.
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6.3.2 KoHdumrypauus

B npunoxeHun I npvBeAeHo onvcaHne npoueaypbl HacTpolikm ak3emnaspa OpenVPN knneHTa ¢ ncnonb3oBaHneMm
cepsuca 6ecnnarHoro VPN goctyna freeopenvpn.org?.

2 https://www.freeopenvpn.org/

Ha Bknagke «KoHdumrypaumsa» ctpaduubl «OpenVPN KMeHT» pacrnonoxeHbl HacTpoiku ciyxosl OpenVPN 1 Ha-
CTpoiiku 3k3eMnnsApos OpenVPN knneHToB. BHellHW BuA, BKagky «KoHdurypawms» nokasaH Ha pucyHke 6-34.

CoctoAnuve | KoHdwrypaumn

KoHdurypaumsa OpenVPN KnuMeHTOB

3[ech Bbl MOMETE BLINONHUTE KOH PUrypaurio ofHoOro MNi HeCKONbKWX 3K3EMNNAPOE OpenVPN knueHTa

obBanbHbIe HACTPOMKK

BHMHOUKTL aBTo3anyck OpenVPN

ABTOMATHYECKHW 38NYyCK BKNHOYEHHBIX 3KIEMNAAPOE UpenyViEiN Npy 3a CKE CHCTEMb

SkseMnnapbi

Wmsa BrNoYeHo KoHburypauwoHHblii daiin OVPN MM~ ycTpolcTea

usa D U5A_f1’EEUEEﬂ*3Fﬂ_tCP -evEn SETOMETHHECKM = m
netherlands Netherlands_freeopenvpn_tcp.ovpn ABTOMaTHYECKH = m

vpnbook O vpnbook-frl-tcp80.ovpn tun100 = m
m
england O England freeopenvpn tcp.ovpn ABTOMaTHYECKH = m

[lo6aBWTb HOBbIA 3K3emnnAp...
COXpaHHTb M NPUMEHWTD ‘ v CoXpaHWTb

Puc. 6-34: Ctpanuua «OpenVPN knneHT». Bknagka «KoHdurypaums»

russia O Russia freeopenvpn tcp.ovpn tun100

CTtpaHuua KoHdurypauum pasgeneHa Ha nogpasgen rnobanbHbIX HACTPOEK U noapasnenn KoHurypauum sK3em-
nnapos OpenVPN KNneHToB.

B nogpasgene rnobanbHbiX HACTPOEK pacnosiokeHa TObKO OfHa HacTpolika — «BK/IUnTb aBTo3anyck
OpenVPN». [laHHasi HACTpOiKa NO3BOJISIET BKIKOUUTL aBTOMaTUYeCKnii 3anyck cnyxobl OpenVPN npu 3anycke
cucTeMbl. Ecnmn aBTOMaTMYeckumii 3anyck BK/IKOYEH, TO BCE HACTPOEHHbIE U BK/THOYEHHbIE 3K3eMnisipbl OpenVPN
KnveHTa (4151 KOTOPbIX BKOUEHA HACTpolika «BKIoUeHo») Takke 6yayT aBToMaTUUecky 3anyckaTbes Npu 3anycke
CUCTEMBI.

HacTpoiiku aksemnnspoB OpenVPN KMEHTOB 0TObpaxatoTcs B BUAe Tabnuupbl B nogpasaerne «IK3eMnasipbl»
(cMm. pucyHok 6-35).
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JK3eMnnapbI

Mmna

usa

BKNIOYEHD KoHurypauuoHHblii gaitn OVPN WmA yeTpoiicTea

=

O USA_freeopenvpn_ top.ovpn ABTOMaTHYECKH

netherlands Wetherlands freeopenvpn tCp.ovpn BBTOMETHYECKM = m Ynanuts

vpnbook O vpnbook-frl-tcps0.ovpn tun100 = m
russia D Russia freeopenvpn tcp.ovpn tun100 = m
england O England freeopenvpn tcp.ovpn ABTOMaTHYECKH = m

[o6aBUTb HOBbLIH 3K3eMNNAP...

Puc. 6-35: CtpaHuua «OpenVPN knveHT». Tabnuua HacTpoek ak3emnnspos OpenVPN kineHTos

Tabnuua umeeT cnefyoLlyie OCHOBHbIE CTON6LIbI:

«MA» — yHUKauibHOe UMs ak3emnsapa OpenVPN knveHTa;
«BK/1HOUEHO» — BK/THOYEH WM BbIK/THOYEH COOTBETCTBYIOLWMIT ak3emnnsp OpenVPN kineHTa;

«KoHgurypaumoHHbliin paiin OVPN» — nmsa KoHgurypaunoHHoro cpaiina aksemnnspa OpenVPN knveHTa
B chopmate OVPN (cM. nogpo6bHOe onncaHme napameTpa B pasgene 6.3.2.1);

«msA ycTpoicTBa» — UM ycTpoicTea (CM. Nnogpo6HOe onucaHne napameTpa B pasgene 6.3.2.1).

B nocnepgHem ctonbue t1abnuubl pacnosiokeHbl KHOMKK yrpasieHns 3anicamm KOHUrypaumm sKk3emnasipos
OpenVPN KfiMeHToB:

Mopg

«=» — KHOMKa U3MEeHEHWsI NopsiAKa 3anucei B Tabnuue. YaepXknBasi HaxXaTol AaHHYH KHOMKY MOXHO rne-
pemelLaTb CTPOKY TabnuLpbl, U3MEHSIA TEM caMbiM €€ NopsAokK. MpUMEHSETCS UCKTIOUUTENBHO A5 BU3Yaslb-
HOW rpynnUPOBKN KOHGUrypaunin. ®yHKUMOHasTbHOrO 3HaYeHNs NOPSAOK 3anuceil KoHdurypauuii B Tabnuue
He UMeeT;

«/I3MEHUTb» — KHOMKa peAakTMpoBaHUst KOHhurypawmm cooTBeTCTByoLero ak3emnasapa OpenVPN kiveHTa
(cm. pasgen 6.3.2.1);

«Y[anuTb» — KHOMKa yAaneHust KoHpurypaumm cooTBeTcTByoLWEero ak3emnaspa OpenVPN knveHTa (cM. pas-
aen 6.3.2.3).

Tabnmuen HacTpoek aksemnnspoB OpenVPN KIMeHTOB pacnosiokeHa kHomka «06aBuTb HOBbIA 9K3eM-

nnsap...», npegHasHaveHHasn ans gobasneHus KoHurypauum HoBoro aksemnaspa OpenVPN kiveHTa (cm. pas-
aen 6.3.2.2).

6.3.2.1 PepgaktupoBaHue aksemnasapa OpenVPN knumeHTa

Ona

(cm.

pefakTpoBaHUs HacTpoek ak3emnaspa OpenVPN knneHTa HE06X0AUMO HaXXaTb KHOMKY «/3MeHNTb»
pUcyHOK 6-35), pacrnonoXeHHyt0 B CTPOKE COOTBETCTBYIOLLErO ak3emmnaspa. Mpu atom 6yaeT OTKPbITO BCM/IbI-

BaloLLiee OKHO HacTpoek ak3emnisipa OpenVPN K/IMeHTa, Kak NokasaHo Ha pucyHke 6-36.

Ona

KOHcpurypawmm AOCTYMHbI criefyolme napameTpbl ak3emnngapa OpenVPN knneHTa:
«BK1oveHo» — BK/THOYEH UK BbIKNOYeH 3k3emMnnap OpenVPN knneHTa;

«KoHgurypaumoHHbliin palin OVPN» — BbIGOp U 3arpy3ka KoHurypaLMoHHoro dpana aksemnnsapa
OpenVPN knneHta B chopmate OVPN [12] (cMm. pa3gen 6.3.2.1.1);

«/IMfa ycTpolicTBa» — MMSA YCTPOICTBA AN1A AaHHOro aksemnnapa OpenVPN knveHTa. o/mkHO 6bITb yKasaHo
B popme tunX unm tapX, rage X — Homep ycTpoiicTBa. Ecniv nmsa ycTpoiicTea ykasaHo, TO Npy NOAK/IHEHUN
6yaeT UCNOMb30BAHO YKa3aHHOe YCTPOCTBO. EC/n yCTPOICTBO He yKasaHo, TO NPy NOAK/OYEHUN YCTPOCTBO
6yfeT co34aH0O aBTOMAaTUYECKN B COOTBETCTBUM C ONLMSAMU KOHDUTYpaLUOHHOTOo daiina.

«AyTeHTUhMKaLus No UMeHN No/IL30BATENA U NAPO/I0» — BK/IKOYEHME (DYHKLMN AONOSHUTENTbHOW ayTEHTU-
dhvkaumm No NMeHu nonb3osarens u napono. Muorve nposaiigepsl OpenVPN TpebyoT 0TAeNbHON A0NONHY-
TeNbHON ayTeHTUdMKaLyM No MMEHN NoNb30BaTeNs U Naposio;

139/ 227



Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposniepoB...  TN-UG-OWRT-LUCI-R3

KoHdurypauusa OpenVPN KnueHToB » vpnbook

BrnioyeHo

KoHpHrypauwoHHeld daitn OVPN [ /etc/openvpn/vpnbook-fr1-tcp80.ovpn (4.02 KB)

OVPN

KoHdurypauma KoppekTHas

WUMA ycTpoicTea tun1000

a'-‘«'_v'TE'FTHqJH(EJ.I.-‘H no UMEeHW NoNBE30BATENA W Napono

Wma nonbzoBaTens vpnbook

Mapont | seeees *

EELOLN A CoxpaHUTh

Puc. 6-36: BcnnbiBatoLLiee OKHO pefakTupoBaHus HacTpoek aksemnasapa OpenVPN kiveHTa

¢ «l/MA nonb3oBaTena» — M4 Nonb3osarend a4 ayTeHTl/Iq:)I/IKaLI,I/II/I Nno MeHu nosib3oBaTens 1 naposnto. Ha-
CTpOﬁKa aKTMBHa TOJ1bKO eC/11 BK/1lo4HeHa onunA <<AyT€HTVIq'JI/IKaLI.I/IH No MMEHM NOMb30BaTeNIA N NapPOsI0»;

e «[laponb» — naponb g4 ayTeHTI/I(*)VIKaLI.I/WI Nno MMeHN nosib3oBaTeNA U Naposio. HaCTpOVIKa aKTBHa TOJ1IbKO
€C/In BK/1Ko4YeHa onuua «AyTeHTI/I(*)I/IKaLI,VIﬂ N0 MMEHWN NoJSIb30BaTesIA U Naposo».

6.3.2.1.1 BbIGop u 3arpy3ska KoHhurypaumoHHbix caitnos 8 OVPN cdopmarte

[ns BbiGopa 1 3arpy3ku KoHgurypaumoHHbix cainos B oopmare OVPN [12] npegHasHaveHa onumsa «KoHdu-
rypaunoHHblIii dpainn OVPN», oTo6paxaemast BO BCM/bIBAKLLEM OKHE PeAakTMpPOBaHUSI HACTPOEK aK3eMnaspa
OpenVPN knuneHTta (CM. pUCyHOK 6-36).

Mocne cosgaHus HOBOro ak3emnisipa OpenVPN KaveHTa KOH(UIypaLyoHHbI (daiin He BbIGpaH U BHELLHWA BUA,
OnNUMK BbITSANT, KaK NOKa3aHo Ha pUCYHKe 6-37.

BoiGpath dain...

OVPN

Daiin He BbiBpaH

Jiit

Puc. 6-37: Bbibop 1 3arpy3ska KoHmrypaunoHHoro gpainna B popmare OVPN. ®aiin He BbibGpaH

[ns BbiGopa (Mnm 3arpy3kn HOBOTO) haiina He06XxoAMMO HaxXaTb KHOMKY «BbiGpaTtb daiin...». Haxatne gaHHoi
KHOMKN NepeBoAMT ONuUMI0 B peXnmM Bblbopa (unu 3arpysku) daiina. B pexume Bblbopa thaiina otobpaxaeTcs cnu-
COK Y)Xe 3arpyXeHHbIX (0alifioB, Kak NokasaHo Ha pucyHke 6-38.
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Jetc/openvpn

[l England_freecpenvpn_tcp.ovpn 2020-08-31 18:11:07 Yaanums
U1 Netherlands_freeopenvpn_udp.ovpn 2020-08-31 15:42:38 Yaanums
[ Russia_freeopenvpn_tcp.ovpn 2020-08-31 18:10:54 Ypanuts
[ UsA_freeopenvpn_tcp.ovpn 2020-08-31 17:58:20 Ypanuts
[ openvpn-1.ovpn 2020-08-31 18:11:35 Yaanuts
[ openvpn-2.ovpn 2020-08-31 18:11:39 Yaanute
D openvpn-3.ovpn 2020-08-317 18:11:42 Ypanute
{1 openvpn-4.ovpn 2020-08-31 18:11:45 Ypanuts
1 openvpn-valid.ovpn 2020-08-31 18:11:55 Ynanums

Puc. 6-38: Bbibop 1 3arpyska KoHgmrypaymoHHoro chaina B popmate OVPN. Cnucok 3arpyeHHbIx thaiinos

Ecnu 3arpyxeHHble halinibl OTCYTCTBYIOT, TO OTO6pakaeMblli CNMCOK Takke ByAeT NyCcT U BHELUHWIA B1A onuun By-
LeT BbIMNIA4ETb, Kak NMokasaHo Ha pucyHke 6-39.

fetc/openvpn

HeT aneMeHTOoB B 3TOM KaTanore

3arpy3axa faina.. EeLtETE]

Daiin konhurypaumd & dopmate OVPN. BriSpantbif koHMrypauMoHHbIfA ain gonxe

Puc. 6-39: Bbi6op 1 3arpy3ka KoHdurypaumnoHHoro caiina B coopmare OVPN. OTcyTcTBUE 3arpy>XeHHbIX haiiios

[nsa 3arpy3kn HOBOro (haiinia Ha YCTPOCTBO HEO6X0AMMO HaxXaTb KHOMKY «3arpyska thaiina...». B atom cnyyae 6y-
OET OTKPbITO CTaHAapTHOEe AMasioroBoe OKHO Bbibopa chalina (CM. pucyHok 6-40), B KOTOPOM HEOOBXOAMMO BblbpaTh
TpebyeMmblii halin Ha NokanbHO haiI0Bo cUCcTEME KOMMNbIOTEPA Y HaXXaTb KHOMKY «OTKPbITb» (PacnonoxeHve

N Ha3BaHWe KHOMKM MOXET OT/IMYaTbCA B 3aBUCMMOCTHM OT UCMOSb3yeMoro bpaysepa u/vim onepaunoHHOR cucTe-
Mbl).

@ Buirpyzka daiina X
« v P » 3ItoT komnetoTep . Work (D) » OVPN Configs v | 0 Mowcik: OVPN Configs o
¥nopagounte * Hoeas nanka =z » [H e

63 man Jata uzmeHeHna Tun Pazmep
7 BrICTphIi gocTyn
. ® England_freeopenvpn_tcp 31.08.2020 18:10 OpenVPN Config ... 9 KB
[ PaBouwii cTton » : :

(0] Russia_freeopenvpn_tcp 31.08.2020 18:10 OpenVPN Config .. 9 KE
¥ Barpyzen ’ (7) USA_freeopenvpn_tep 31.08.2020 17:58 OpenVPN Config ... KB
@ JekymenTsl -
| MzoBpaxeHna +

Wma daiina: |Russia_freeopenvpn_tcp ~ | *.ovpn w

omers

Puc. 6-40: CtaHgapTHOe AnanoroBoe OKHO Bbibopa haiina 4ns 3arpysku
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Koraa Tpebyemblii haiin 6yaeT BbiGpaH, BHELLUHWUI BUA, ONuuy ByeT BbIrIA4eTh, Kak NokasaHo Ha pucyHke 6-41 —
nMAa 3arpyxaemoro aina byaeTt otobpaxarbecs B nNone Mexay kHonkamm «O0630p...» 1 «3arpy3ka dainnar.

fetc/openvpn

0630p...

HeT aneMeHTOB B 3TOM Katanore

Russia_freecpenvpn_tcp.ovpn

OTmeHa

Dain He BoiBpaH

OVPN

Puc. 6-41: Bbl6op 1 3arpy3ka KoHhMrypaumoHHoro gpaiina B gpopmare OVPN. Bbibop chaiina gns sarpysku

Ecnun TpebyeTcs BbiGpaTb Apyroi dain ansa sarpysku (Hanpumep, aiin 6bia BbibpaH oWMb0YHO), HE06X0AMMO
HaxxaTb KHOMKY «O630p...» 1 NOBTOPUTL BbIGOP haiina Ha NokasibHOM (haiiioBoi cucteme KoMMnbioTepa.

HaxaTne kHomku «3arpyska thaiina» npuBefET K BbINOMHEHNIO 3arpy3ku BbibpaHHOTO haiiia Ha yCTpOoCTBO.
[0 OKOHYaHWMIO 3arpy3kun dpaiina Ha YCTPOMCTBO HOBbIN thaiin 6yaeT AOCTYNEH B CNMCKE 3arpy>eHHbIX dhaiios
Ans Bblbopa (CM. pUCYHOK 6-42).

fetc/openvpn

[ Russia_freeopenvpn_tcp.ovpn

2020-08-31 20:20:57

3arpyaka gaina... e IEIES

Dain He BoibpaH

OVPN

Puc. 6-42: Bbibop 1 3arpy3ska kKoHdurypalmoHHoro chaiina B goopmare OVPN. daiin 3arpyxeH Ha ycTpoincTeo

Bbl6op Tpebyemoro haiina nponssoguTcsa NyTéM OAHOKPATHOIO HaXXaTus MMeHu goaina B cnvcke. INpu Bbibope
thaiina onumsa nepexoguT us pexuma Bblbopa ¢aiisioB 06paTHO B 06bIYHbIV pexum. B 06bIYHOM pexume, ecnu
chaiin BbIGpaH, Ha3BaHMe KHOMKN «BbibpaTb alin...» (CM. PUCYHOK 6-37) ByAeT 3aMEeHEHO Ha UMs (NyTb) TEKYyLLEro
BblOpaHHOro goaiina (CM. pucyHok 6-43).

Mocne BbiGOpa KOH(UIypaLMoHHOIO oalina aBToMaTuyecku 6yaeT NponsBegeHa ero npoeepka (Bamgaums). Pe-
3y/ibTaT NPOBEPKM ByAeT 0TObpakEH NoA KHOMKOM BbiGopa dpaiina, Kak nokasaHo Ha pUCcyHke 6-43.
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[ [ /etc/openvpn/openvpn-1.ovpn (10.34 KE)

KOHGWrypaywm B ate OVPN. BoiparHbiil koH@urypaynoHHeIn Gain SomseH CoOgepxaTh Bee HeoBXogMMbIe GaHHbIe

[ KoHburypauua HekoppekTHana (3 ownbke, 3 NnpegynpexaeHns)

OmnbKm:
o CTpoka 28: Onyua sremotes MMeeT HeBepHoe 3HaueHue «dxd43» aprymenTa #2 (port)
o CTpoka 30: OnuyuA «http-proxy» UMeeT HeBepHoe 3HaueHue «80800» aprymeHTa #2 (port)
o Ctpoka 35: OnymAa sremotes» MMeeT HeBepHoe 3HaveHKe «invalid» aprymenTa #3 (proto)

MpeaynpexaeHHA:
o Ctpoka 16: OnumA «client-cert-not-required» yctapena u MoxeT BbITb yaaneHa e Gyaywmx eepcuax OpenVPN
Ctpoka 48: HenagecTHan onNuuA smax-routess
Ctpoka 50: OnumA «comp-lzo» ycTapena m moxeT BbiTb yaaneHa B Byaywmx Bepcuax OpenVPN

Q
Q

Puc. 6-43: Bannpgauma OVPN koHdurypaumnoHHoro dhainna. HekoppekTHas KoHdurypaums

B cnyyae o6Hapy)XeHNs HEKOPPEKTHON KOHGurypauumn 6yayT BbiBEAEHbI COOOLLEHMA (OWNOKM 1 NpeaynpexaeHuns)
Banmgaropa.
KoppekTHbI KOH(hMrypaumnoHHbIi dainn So/MKEH YA0BIETBOPATL CNeAyOWMM TpeboBaHNAM:

* dhaiin pomkeH aBAATbCS KoHdurypaumein OpenVPN knneHTa (KoHdurypaunoHHble dhaiinel ans OpenVPN
cepBsepa He NoAAepXKnsaloTcs);

* haiin JO/MKEH ABIATLCSA CUHTAKCMYECKM KOPPEKTHBIM KOHhurypaunoHHbiv dalinom B chopmare OVPN [12]
1 He [JO/MKEH coAepxaTb HEU3BECTHbIX OMNLMA;

* KOHChurypaunoHHble onuuu, Npeanonarallme ykasaHue Tex Win NHbIX gaisioB B CBOUX apryMmeHTax,
He J0/MKHbI CCbINaTbCsl Ha 3TK dhalinibl B popMe nyTu K doaiiny. Moao6Hele onumm (ca, cert, key, tis-auth 1 1.n.)
[O0/DKHbI BbITb YKa3aHbl BO BCTpamBaemoli (inline) doopme ¢ BK/IKOYEHNEM COAEPXKUMOTO Tpebyembix draiinios
HenocpeACcTBEHHO B KOHdMrypaunmoHHom dhaline.

CoxpaHuTtb kKoHurypauuto aksemnasapa OpenVPN kimeHTa ¢ BbibpaHHbIM HEKOPPEKTHBIM KOH(IUTYPALMOHHbIM
chaiinom Henb3si. Heo6X0AMMO BblIOPaTh KOPPEKTHbI KOHQIUIYPaLUOHHLIV dhalisn.

6.3.2.2 [lo6aBneHne HOBOro aksemnnsapa OpenVPN knueHTa

[nsa nobasneHusa HOBOI KoHMrypauum sk3emnasapa OpenVPN knneHTa He06X0AUMO HaxaTb KHOMKY «/106aBuUTb
HOBBI 9K3eMNASAP...», PACNONOXKEHHYIO NoA Tabnuuen ak3eMnaspoB (CM. PUCYHOK 6-35).

Mpun HaxaTnm KHOMKM ByAeT 0TOOpaKeHO BCM/IbIBAKOLLEE OKHO C NpeanoxXeHneM BBOA4a MMEHN HOBOIO 3K3emnasapa
OpenVPN knneHTa, Kak nokasaHo Ha pucyHke 6-44.

Do6aBuTk HOBLIN aK3semnnap OpenVPN KnueHTa...

HaseaHue | | |

A OXWA3ETCA: HE NYCTOE 3HAUEHKWEe

(o "EUEN CosfaTth akaemnnsap

Do6aBuTh HOBLIH aK3emnnap OpenVPN knueHTa...

HazeaHwne nev.1

Lo YEUEN Co3faTh aK3eMnnap

Puc. 6-44: BcnnbiBaroLLiee OKHO BBOAA UMeHU HOBOTO ak3emnnspa OpenVPN kiveHTa

Mmsi HoBoro ak3emnnsipa OpenVPN KnveHTa Jo/MKHO YA0BNETBOPSTb C/eAyoLUM YC/TOBUAM:
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* He [0/MKHO COBNaaaTb C UMEHEM YXe CYLLECTBYIOLLMX 3K3eMnnsipoB OpenVPN K/MEHTOB;
 [/MHA UMEHU He [O/MKHA NPeBbIWaTh 24 CUMBONA;

e [O/DKHO COCTOSITb M3 CUMBOJIOB NATUHCKOIo anihaBuTa («a—z», «A—Z»), apabckmx umgp («0—9») n cumsona
HXXHEro nogyépknsaHums («_»). Jllobble apyrne cMMBO/Ibl 3anpeLLeHb.

Nmsa ak3emnigpa OpenVPN kniveHTa nocne ero co3faHns U3SMeHUTb Hesb3A.

Mocne BBOAA NpaBUILHOTO MMEHU HOBOTO 3k3emmnisipa OpenVPN knneHTa 1 HaxaTus KHOMKN «Co3garb 9K3eM-
nnasp» (CM. PUCYHOK 6-44) ByaeT OTKPbITO BCM/IbIBAKOLLEE OKHO HACTPOEK HOBOTO ak3emmnsisipa OpenVPN knneHTa,
Takxe Kak U Npyu uaMeHeHun (pefakTMpoBaHUM) HACTPOEK yXe CyLlecTBytoLLero ak3emnspa OpenVPN knneHTa
(cm. paspgen 6.3.2.1).

6.3.2.3 YpaneHue aksemnnspa OpenVPN knuveHTa

[Ona ypanenuns aksemnnspa OpenVPN knveHTa npefgHasHayeHa KHomka «YaasmTb» (CM. pUcyHoK 6-35), pacnosno-
YXEHHas B CTPOKE COOTBETCTBYIOLLIEIO 3K3emnspa.
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6.4 HTTP/HTTPS

Ha ctpaHuue «HTTP/HTTPS» pasgena «Cnyx6bi» pacnosio)eHbl HACTPOWKM NTETKOro 04HOMNOTOYHOTO
Web-cepsepa «uHTTPd» (cM. pycyHOK 6-45).

& plc210 - HTTP/HTTRS - Lucl - X | =+ ~ - O
< ¢ o © & 172.16.0.1/cgi-bin/luci/admin/services/uhttpd s pwd m e ® 1 =
] "
UBEN
-
Coctorune b plc2l0
Tema b
crerens UHTTPd
K »
CnymGol ¥
OCHOBHbIE HAaCTPOWKK
DDNS
STP/RSTP BxopAwwe HTTP (agpec:nopr) 0.0.0.0:80 %
Fre L1:80 x
HTTP/HTTPS

Cetb P

CtaTucTuka b

BbIiATH

BxopgAuwme HTTPS (agpec:nopt)

MepeHanpaeneqwe Bcex HT TP 2anpocos Ha HTTPS

WruopupoeaTk npreaTHble IP-agpeca Ha nyGnuyHom
uHTEpheiice

Ceprudmkat HTTPS (koaupoeka DER)

NpuBaTHbIiA kmoy HTTPS (koguposka DER)

YAANMTb CTAPbIi CEPTUMKAT U KNkOY

YAaNWTb HACTPOIKM LNA CEPTM(HMKATA M KNKoUa

0.0.0.0:443 %

[:]:443 P

|

L] Jetc/uhttpd.crt (929 B)

_] Jetc/uhttpd.key (1.71 KB)

YOanuTh CTapblil CEPTH(MKAT W Koy
YOanuTh HACTPOMKW ANA cepTudnKaTa U Knioua

Puc. 6-45: Ctpanuua «HTTP/HTTPS»

Ha ctpaHuue «<HTTP/HTTPS» npeacTtaBneHbl cnefyowmne 0CHOBHbIE HACTPOKK:

* «Bxogsuwue HTTP (agpec:nopT)» — agpec 1 nopT A4nAs BXoAALWMX 3anpocos no npotokoay HTTP (no ymonya-
HWIO ncnosb3yetcs nopt 80);

* «Bxogsuwwme HTTPS (agpec:nopT)» — agpec v NopT 4158 BXOAALLMX 3anpocos no npotokony HTTPS
(Mo ymonyaHuio ucnosb3yeTcsa nopt 443);

«[MepeHanpasneHne Bcex HTTP 3anpocosB Ha HTTPS» — ycTaHOBKa AaHHOro napamMeTpa No3BO/ISET NepeHa-
npasNATb BCe BXoAdALMe 3anpockl no npotokony HTTP Ha HTTPS;

«M/IrHopupoBsatb npueaTHble IP-agpeca Ha ny6MyHOM MHTepdhelice» — yCTaHOBKa AaHHOro napamerpa nos-
BOJISIET 3aMNpeTuTb AOCTYN C NpMBaTHbIX |IP-aapecoB Ha uHTepdielice, ecrim oH nMeeT nybnuyHbli IP-agpec
(RFC1918 [13));

«Ceptudmkatr HTTPS (kogupoBka DER)» — nyTb K chaiiny ceptucpmkata B haii/ioBoit cucteme ycTpoiicTea
(no ymonuaHuio «/etc/uhttpd.crt»). Mpy nomoLyn KHoMkn «O630p...» BO3MOXHO BbIMOMHUTL 3arpy3Ky HOBOro
(paiina ceptudmkata B oopmare DER;

«[MpuBatHbIi kntod HTTPS (kogupoeka DER)» — nyTb K chaliny npuBaTHOro k/toua Ha dpaiinioBoii cucteme
ycTpoiicTBa (no ymonyaHuio «/etc/uhttpd.keys). Mpu noMoLuy KHOMkK «O630p...» BO3MOXHO BbINO/HUTL 3a-
rpy3Ky HoBoro chaiina npuatHoro kntoya B popmarte DER;

«YaanuTb cTapblii CEPTUIMKAT U K/oU» — HaxKaTue 3TOW KHOMKM YAA/ISIET CYLLEeCTBYIOLMIA cepTudomkaT
1 MPUBATHbIN Ko, Mpr 3ToM 6yaeT BbiNo/IHeHa reHepalmsi HOBOTrO CamononNMcaHHOro cepTudmkara
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C UCNOMb30BaHNEM HACTPOEK 13 nogpasgena «MapameTpbl camonognucaHHoro ceptudmkara» (CM. pas-
aen 6.4.1);

o «Y[annTb HACTPOKM ON1A CEPTMIMKATA 1 KMoHa» — HadKaTue 3TOM KHOMKW yaanseT CyLecTBYLImMiA cepTu-
dhukaT 1 NpMBATHbINA K1Y, & Takke OTK/YaeT nogaepxky npotokona HTTPS.

6.4.1 MapameTpbl camonognucaHHoOro ceptudmkara
B nogpasgene «[lMapameTpbl caMonognucaHHoro ceptudpmkara» crpaHuubl «HTTP/HTTPS» npefctasieHsbl

HacTpOiikK, NCNosib3yemble 4718 reHepaLlumn camonognucaHHoro ceptudukara cnyxosl HTTP/HTTPS-cepeepa
(cm. pucyHOK 6-46).

MapameTpbl caMONOANMCAHHOIO cepTUhMKaTa

KonuuecTso gHell, B TEYEHWE KOTOPbIX 730
CreHepUpOEaHHbIA CEepTU(MKAT AeACcTBUTENEH

[LNWHa NPUBATHOTO KNkOYa B Gutax 2048

Common name (/CN) OWEN-PLC210

Country name (/C) RU
State or province name (/ST) Unknown
Locality name (/L) Unknown

Puc. 6-46: CtpaHuua «HTTP/HTTPS». MNapameTpbl camonognMcaHHoro ceptudmkara

ABTOMaTuyeckas reHepaumsi caMonoannucaHHoro cepqu)MKaTa N NPpUBaTHOrO K/ko4Ya BbINOSTHAETCA NMpu NnepBoOM BK/1HO-
yeHun yCTpOI7ICTBa WKN B C/lyYae yaasieHUs CyLLEeCTBYIOLLEr0 cepTudnkaTa uam npmMBaTHOro Kwua.

[ns KOHUrypaumy AoCTyMHbI CefyHoLImMe HaCTPOMKN:

» «KonuuyecTtBo gHell, B TeYEHME KOTOPbIX CrEHEPUPOBAHHBIN cepTudmKaT AeNCTBUTENEH» — CPOK AeACTBUS
cepTudmkara B gHsx (no ymonyanuwo 730);

* «[lNHa NpUBaTHOIO K/loYa B GUTax» — [/IMHA NPUBATHOTO K/Houa LN POBaHMA B GuTax (N0 yMOMYaHMo
2048);

* «Common name (/CN)» — nosHoe OMEHHOE UMS cepBepa, UMS XOCTa,;

» «Country name (/C)» — AByXGYKBEHHbII ISO-Kkof, CTpaHbl;

» «State or province name (/ST)» — o6nacTb, rae 6blna nposefeHa ouLmanbHan perucTpaums KoMmnaHmu,
« «Locality name (/L)» — Ha3BaHWe ropoga, rae 6bi1a nposegeHa ouumnanibHan perucrTpanms KomnaHum.
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6.5 FTP

Ha ctpaHuue «FTP» pasgena «Cnyx6bl» pacnofoxeHbl HacTpolikn FTP-cepeepa. BHeLWHWIA BUA, CTpaHuLb!
«FTP» nokasaH Ha pucyHke 6-47.

& plc210- FIP - LuCl x |+ - m] .

&« (& ‘@ [0S~ 172.16.0.1/cgi-bin/luci/admin/services/ftp e ﬁ In @ @I =

OIBI:H :

CocTofAHKe P plcz2lo

CucTema b Hactpoiiku FTP-cepeepa

nnK »

Cryxgol HacTpoiiku cnyxBb1 | OcHOBHbIE HacTpoikn | HacTporikn nogkmiouennA | [Nonbaoeatens | HacTpoikw ypHanupoBaHWA
DDNS
STR/RSTP BKNouMTb FTP-cepBep
FTP
HTTR/HTTPS BimiounTh IPv4

CeTo b
IPv4 agpec 0.0.0.0

Cratuctuka b
Brmounts IPve [
BoiliTi

MopT ANA BXOAALLWX COBJMHEHUIA 21

MopT ANA faHHbIX 20

COXpaHWTb M MPUMEHHTD * [ CoxpaHuTb

Puc. 6-47: CtpaHuua «FTP»

B npunoxeHun 5 npuBoANTCA NPUMEP BbINOMHEHNA NOAK/THOYEHMS K YCTPOWCTBY No npoTtokony FTP.

HacTpoiikun FTP-cepBepa pa3geneHbl Ha NATb BKIA[OK:
» «HacTtpoiikn cnyx6bi» (cMm. pasgen 6.5.1);
» «OCHOBHbIE HacTpokn» (cMm. pasgen 6.5.2);
* «HacTtpoiikn nogknoyeHus» (cm. pasgen 6.5.3);
» «[onb3oBarenb» (CM. pasgen 6.5.4);
e «HacTpoiikn XypHanmpoBaHus» (CM. pasaen 6.5.5).

6.5.1 HacTtpoiiku cnyxobl

HacTpoiiku cnyx6bl FTP-cepBepa pacnonoxeHbl BO Bkiagke «HacTpoliku ciyx6bi» (CM. pUCyHOK 6-48) 1 no3sons-
IOT BbINO/THUTL KOHQUTYPaLMIO CieayoLmX napameTpoB:

o «Bknountb cnyx6y FTP» — nosHoe BKOYEHNE un oTKoUeHne cnyxobl FTP. Ecnv onuus BkoYeHa,
TO cnyx6a FTP 6yneTt aBToMarnyecky 3anyckaTbCs npu 3anycke CUCTEMbI;

o «Bknountb IPv4» — BKOUEHWE MK OTKOUEHMEe paboTbl cnyx6bl FTP no npotokony IP Bepcum 4;

» «IPv4 agpec» — IP-agpec ons BXoAsLmx 3anpocoB K cnyxbe FTP-cepeepa ¢ ncnonb3oBaHueM |P npoToko-
na sepcuu 4,

o «Bknountb IPv6» — BKNOUEHME MK OTKOYEHME paboTbl cnyx6bl FTP no npotokony IP Bepcum 6;

» «IPv6 agpec» — IP-afpec ons BXoAsLmMX 3anpocoB K cnyxbe FTP-cepeepa ¢ ncnonb3oBaHneM |P npoToko-
na sepcuu 6;

147/ 227



Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

Hactpoiku criywbel | OcHoBHble HacTpoitku | HacTpoiiku nogkmiouenwn | Monbsoeatens | HacTpoiiku sypHanwpoeaHma

BxniouuTe FTP-cepeep

Brntounth IPv4

IPv4 appec 0.000

BrnounTs IPv6 [

MopT ANA BXOAAWMX COEANHEHWA 21

MopT AnA gaHHbIX 20

Puc. 6-48: CtpaHuua «FTP». HacTpoiiku cnyxobl

o «[MopT ANA BXOAALLMX COEAUHEHUI» — HOMEp nopTa /18 BXOAALLMX 3anpocoB K cryx6e FTP-cepsepa
(nmo ymonuanuio 21);

» «[lopT AN AaHHbIX» — HOMEp NnopTa A1s NCXOAALMX coeanHeHnii Tuna PORT (no ymonuaxuio 20).

6.5.2 OCHOBHbIE HACTPOWKN

Hactpoiikm cnysbol | OcHoBHble HacTpoikk | HacTpoikw nogknmiouesua | NMonbsoeatens | HacTpoiiku sypHanwpoeaHma

Pa3pelwmTs 3anuch

PazpewwTb ckauneaHue (download)

Pa3peluuTs MPoCMOTP CrMCKa AMPeKTOpHA

PazpeluwnTb peKypeuEHbIi NpocMoTp katanoroe [

Moka3biBaTh cKpbiTbie daitnel (dot files) [

PexuM cospaHua daitnoe (umask) 022

CoobuieHne cepeepa (FTP BaHHep)

BrMouMTb cooblueHun npw Bxoge B katanorn [ ]

MmA daitna cooblueHns AMPEKTOpUM .message
Puc. 6-49: CtpaHuua «FTP». OCHOBHble HACTPOIKK

OcHOBHble HacTpolikn FTP-cepBepa pacnosioxeHbl BO BK1agke «OCHOBHbIE HACTPOIKM» (CM. pUCYHOK 6-49) 1 nos-
BONSAIOT BbIMNONHUTb KOHPUIypaLmio cneayoLwmx napameTpos:

» «PaspelunTb 3anncb» — rno6asibHoe paspeLleHne Uan 3anpeTt 3anucu. Ecnv HacTpoiika oTk/lo4eHa, Bce
3anpochl Ha 3anvck 6yayT Bbi3blBaTb OLUNGKY AOCTYNA;

» «PaspelnTb ckaumaHue (download)» — rno6anbHOE paspeLleHne UM 3anpeT ckaumaHusi ¢ FTP-cepeepa
thaiino.. Ecnn HacTpoiika oTK/oueHa, BCe 3anpochl Ha ckaduvBaHue 6yayT Bbi3blBaTb OLUMGKY AOCTYNa;
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«Pa3peLlmnTb NPOCMOTP CMCKa AMPEKTOPUIi» — rno6asbHOe paspeLleHne Uam 3anpeT NPpocMoTpa crmcka
thaiinos gupekTopuii. ECiM HacTpolika OTK/IHoUeHa, BCe 3anpochkl HA NPOCMOTP chncka dhaiifioB katasiora
6yayT BbI3blBaTb OLIMGKY AOCTYNA;

«Pa3pelunTb peKypcuBHbI MPOCMOTP KaTasloroB» — paspeLueHne nam 3anpet pekypcrBHOIO NpocMoTpa
coAepXnmoro gmpektopuii (komaHga «1s -R»);

«[okasbiBaTb CKpbITble thaiinbl (dot files)» — pa3pelueHre nnm 3anpet NPocmMoTpa CKpbITbIX haiinos (hainsl,
MMS KOTOPbIX HAYMHAETCS C CMMBOJIA TOYKN);

«Pexum co3aaHus gpaiinos (umask)» — Macka pexumMa cosfgaHus daiinos (no ymonuaxuio 022);

Mpu yKkazaHnM 3Ha4eHUs1 B BOCbMEPVYHOM BuAe, HE0BX0AVMMO NOMHUTL 0 HeoGXxoaMMocTY npedmkca «0», Have
3HaueHWe ByaeT BOCMPUHATO Kak AeCcATUYHOe YMCHIO.

«Coo6LueHune cepsepa (FTP 6aHHep)» — NPUBETCTBEHHOE COObLLEHNE, KOTOPOE BbIBOAUTCS MPU NOAKMIOYE-
HUn K FTP-cepsepy;

«BKMOUNTb COOOLLEHMS MPU BXOAE B KaTaslorm» — BK/IHOYEHNE O0TOOPaXEHUS COOBOLLLEHUA NpY Nepexoae B Ka-
Tasiorn. Katanor ckaHmpyeTcs Ha Ha/imune goaiina, UMs KOTOPOro ykasaHo B HacTpoiike «/ms haitna coob-
LLEHNST AUPEKTOPUUN;

«/ms dhaiina coobLeHnst aupekTopuu» — nms daiina ¢ coobLLeHNeM, KOTOPbI 0TOBpaXaeTcs Npu Nepexo-
[le B HOBbI1 KaTasor, ec/v BK0UEeHa HacTpolika «BkIounTb COOBLLEHMSA NPY BXOAE B KaTasiorns.

6.5.3 HacTtpoiikn nogkntoueHus

HacTpoitkn cnywbol | OcHoBHble HacTpoitk | HacTpoiiku nogkniodwennn | MNonbsosatens | HacTpoiiku sypHanwpoBaHma

BrNOUMTL pexum PORT
BKNOUMTE pexum PASY

Homep nopTa, HauyuMHans ¢ KOTOPOro pasMeLlaTca 10050
nopTol AnA PASY pemxuma

Homep nopra, A0 KOTOPOro pasmewarTes NopTel 4nA 10100
FPASV pexuma

Pexum ASCII Jlna cKauMBaHWA M 3arpy3kn ~

TailMayT HeaKTUBHO CECCUM 1800

MakcumanbHOE KONUYECTBO KNWEHTOB 0

Puc. 6-50: CtpaHuua «FTP». HacTpoiiku nogkitoueHmns

HacTpoliku nogkntoueHnss FTP-cepBepa pacnosioxeHbl BO BK1agKe «HacTpoikin noaxntoueHms» (CM. pucyHok 6-50)
1 NO3BOSSAIOT BbINOMHWUTL KOHUIYpauuio cneayoLmnx napameTpos:

«BknounTb pexxmum PORT» — paspeluaeT unv 3anpeliaet Metog PORT 4515 nosyyeHus MHdhopMauumy o co-
efIMHEHNMK;

«BKIUnNTb pexnm PASV» — paspeluaeT nnu sanpewaet metog PASV ana nonyvyeHus nHgopmanmmn o co-
eiMHeHnu;

«Homep nopra, HauMHas c KOTOPOro pasMeLlarTcs NopTbl A1 PASY pexvma» — HoMep nopTa, HauyMHas
C KOTOpOoro pasmeLlaroTcsa nopTel Ang PASV pexuma (no ymonyaxumto 10050);

«Homep nopTta, 40 KOTOPOro pasmeLLaroTca nopTel 4na PASV pexunma» — HOMep nopTa, 40 KOTOPOro pasme-
LaTea nopTbl Ana PASV pexuma (no ymonyanuio 10100);

«Pexunm ASCII» — pexum ASCII nepegaym TEKCTOBbIX (haiinoB. [JOCTYNHbI ceaytoLuimMe BapuaHTbl paboThl
pexuma ASCII:

o «OTK/MOUYEHO» — pexxuM ASCII OTKHOYEH;
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o «Tonbko ansA ckaumsaHus (download)» — pexum ASCII ncnonb3yeTcs TONbKO 415 ckaumBaembix ¢ FTP-
cepsepa ¢hainos;

o «Tonbko ana 3arpysku (upload)» — pexum ASCII ncnonb3yeTca TONbKO ANS 3arpyxaemMbix Ha FTP-
cepsep haiinos;

o «[n1s ckaumBaHnA n 3arpyskn» — pexum ASCII ncnonb3yertca s ckaumBaembix ¢ FTP-cepBepa v 3a-
rpy>xaembix Ha FTP-cepsep thaiinos;

» «TaliMayT HEeaKTVBHOI CeCCUM» — MO UCTEUEHUIO YKa3aHHOTO TalimayTa, Npy HeaKTUBHOI ceccun, GyAeT Bbl-
MOSTHATLCS NPUHYAUTESILHOE OTK/THOUEHUE KNEHTa;

¢ «MakcMasibHOe KO/IMYECTBO K/TMEHTOB» — MakCUMaslbHOe KOIMYEeCTBO O4HOBPEMEHHO NOAK/THOUYEHHBIX
K FTP-cepBepy KIMEHTOB.

6.5.4 HacTtpoliku nonb3oBartessi

Hactpoitku cnyx6bl | OcHoBHble HacTpoitku | HacTpoitkv nogkniouenna | Monbsoeatens | HacTpoilku ypHanupoBaHus

Wma nonbaoearens ftp

Maponb sse *
Nomawnwi katanor  /mnt/ufs/home/ftp/in v
Pexum cozfanna daitnos (umask) 022

MaKcMmanbHanA CKopoCTh Nepegaym 0

Pa3speluMTb 3aMMch M CO3AAHME AUDEKTOPHI
PazpewuTs 3arpyaky (upload)

PaspelwnTs npoune geiictena [

Puc. 6-51: CtpaHuua «FTP». HacTpoiikn nonb3oBatens

HacTpoiiku nosb3oBaress pacnofnoxeHbl BO BKNadke «Mofb3osaresib» (CM. PUCYHOK 6-51) 1 N03BOMAIOT BbINO/I-
HUTb KOHGMIYypaLMio C/iefyoLvX NapamMmeTpoB:

¢ «/ma nonb3osarens» — UMA NoNb3oBarens Ansa AocTyna Kk cogepxvmomy FTP-cepsepa,
* «[Maponb» — naponb NoNb3oBarensa 4NA AocTtyna K cogepxvmmomy FTP-cepsepa (Mo ymonyaHuio «ftp»);
e «JlomMalHWUiA KaTasior» — BblI6Op AoMallHero katasiora FTP-cepepa;

* «MakcMasibHas CKOpoCTb nepefayn» — orpaHMyYeHne MakCMMasibHOM CKOpOCTY nepefayn AaHHbIX (6aiT
B cekyHAy). 3HayeHne 0 COOTBETCTBYET PEXMMY paboThbl 6€3 OrpaHMyYeHnn CKOpoCTy;

» «Pa3pewmnTb 3anucb 1 co3paHne QUPEKTOPUin» — yCTaHOBKa AaHHOro napameTpa paspeLuaeT nosb30oBaresto
3anuch haiinos 1 cosgaHne AMPEKTOpWii;

» «Pa3peluunTtb 3arpy3ky (upload)» — ycTaHOBKa AaHHOro napameTpa paspeLuaeT 3arpyxaTb dalinbl Ha FTP-
cepBep;

 «PaspelunTb Npoune AeincTBUs» — BK/IOYEHVE AAHHOTO NapamMeTpa pa3peLLlaeT He TObKO COo34aBaTh, HO
W yaansaTb Katanorm u gaiinei.

6.5.5 HacTtpoiiku XxypHanmpoBaHus

HacTpoiiku xypHanmpoBaHusi FTP-cepBepa pacrnosioxeHbl BO BK/IaAKe «HaCTPOKu XypHa/IMpoBaHusi» (CM. pucy-
HOK 6-52) 1 N03BO/AIOT BbINOMHUTL KOHGUIYpaLWIo CneaytouxX napaMeTpoB:

* «BKOUNTL XypHAMPOBaHNE» — BbIGOP PeXuMa XypHanmpoBaHus. JoCTynHbI CeyoLme pexumsi:
o «OTK/MOUUTB» — XXYPHAMPOBAHNE OTK/IOUYEHO;

o «B halifi» — XypHa/SIMPOBaHVe BbINOSHSAETCS B haiis, NyTb K KOTOPOMY YKa3aH B HacTpOiike «®daiin xyp-
Hasa»;
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HacTpoitkn cnywbol | OcHoBHble HacTpoitk | HacTpoiiku nogxniovennn | MNonbsosatens | HacTpoiku sypHanMpoBaHuA

BKNOYMTL MypHanupoBaHue 8 tain ~

Dain xypHana Jvar/log/vsftpd.log

Puc. 6-52: CtpaHuua «FTP». HacTpoiikun XypHaimpoBaHusi

° «B Syslog» — XypHannpoBaHue BbINOSHAETCA B CUCTEMHbIW XypHan (syslog).

‘ 0 i CTpaHuLa NpocMoTpa CoAePXMMOro CUCTEMHOTO XypHasla onucaHa B pasgene 3.5.2 4aHHOTo JOKyMeHTa.

o «®Dain XypHasia» — ums goaiina xXypHasa 415 pexvMa XypHanpoBaHus «B aii» (no ymonyaHuio
«/var/log/vsftpd.log»).
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CeTb

7.1 WNHTtepdpeiichbl

[ns ynpaBneHusi ceTeBbIMM MHTepdheiicamm cuctemel NpefHasHadeHa cTpaHuua «HTepdoelickbl» pasgena «CeTb».
BHewHwuii Bug, cTpaHnubl «HTepdelickbl» nokasaH Ha pucyHke 7-1.

& plc210 - Wirepdeiic - LuCl X | + - O s
“ Cc @ 0 Z 172.16.0.1/cgi-bin/ludi/admin/network/network v @ + N @D @. =
] ~
°I'I-II c ABTOOGHOBNEHUE BKIIOYEHO
[ ]
COCTORHUE b plc2lo
Cucrema b . .
MHTE‘DCIJEMCI:I OCHOBHbLIE HACTPOHKK CETH
MK »
CrywGbi b WnHTepdeiickl
Cetb * MpoTokon: CTaTyeckui agpec
e BpemA paboTbi: 2u 31m 6C
MHTepdeiichl - 64:CF :EE:
e Mony4enme (RX): 620.21 KB (5373 nakeTos)
DHCP 1 DNS br-lan

Mepepau4a (TX): 167.47 KB (3805 nakeTos)

IPv4: 192.168.0.10/16
MmeHa xocToB

Mpotokon: CTaTMYecKui agpec
CTaTUYECKHE MapLIPYThI Bpems paboTbi: 2u 29m 55¢

USBO
MewmceTesoi akpaH &= Monyyenwe (RX): 1.26 ME (8333 nakeTos)

usbo Mepepau4a (TX): 5.15 ME (8059 nakeToE)
AwarHocTika IPvd: 172.16.0.1/16
CTaTMCTHKE P Mpotokon: DHCP-kNMeHT

BolATH = Mony4enune (RX): 0 B (0 nakeTor)

Mepepaua (TX): 0 b (0 nakeToE)
JNoBaBuTb HOBbIA MHTepdeilC...

Puc. 7-1: CtpaHunua «/HTepdeiickl». Bknagka «VHTepchencbi»

B caMOM Bepxy CTpaHuLbl pacnosioxeHbl ABe Bkiagku «/HTepdieiicki» 1 «OCHOBHbIE HACTPOIKKM ceTu». Ha Bknag-
Ke «OCHOBHble HACTPOIKM ceTu» pacnonoxeHa HacTpoika ULA npedmkca IPv6 (CM. pUcyHok 7-2).

& plc210 - Nrrepdbeiic - LuCl X | + - O =
« (& ‘Q © £ 172.16.0.1/cgi-bin/ludi/admin/network/network e 1} i N D @’ =
L "~
el'l-ll s ABTOOGHOBNEHHE BKNIOYEHO
[ ]
CoCTORHME b ple210
Cuctema b . .
HHTepCIJeVICbI OCHOBHbIE HACTPOMKKN CETH
nnK »
CrymGo ¥ OcHOBHBIe HAacTPORKKN ceTH
Cetb ¥ IPv6 ULA-npedukc fd04:28a7:1238:/48
WHTepdeiics

Mmexa xocTos

Puc. 7-2: CtpaHuua «MHTepdelicbl». Bknagka «OCHOBHbIE HACTPOWKMN CETU»

Ha Bknagke «/HTepdeiicbl» pacnonoxeHa tabnuua «HTepdeiickbl», B KOTOPOI NepeyuncieHbl UMerLmecs (CKOH-
drypmpoBaHHbIe) CeTEBbIE MHTEPEliCbl B cucTeMe. [1s KaxXaoro nHTepdelica B NnepBoM CTOM6LE Tabnmubl
NPUBEAEH 3HAYOK, KOTOPbIV COAEPXUT CReayrLLy NHhopMaLuio;
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* HasBaHuve nHTepdeiica;
* TUN MHTepdelica (ethernet, MOCT, TOHHENb WM BECMPOBOAHON) N COCTOSTHME MOAK/IOUEHUS:
o ethernet: == (NOAKAOYEHO), = (OTKOYEHO);
o MOCT: & (nogkntoyeHo), & (OTK/IYEHO);
o TOHHENb: E (NOAK/MOUYEHO), = (OTK/HOUEHO);
o HGecnpoBogHoi: & (nogkaueHo), # (OTKIKYEHO).

* ec/n nHTepdeiic ABNseTCA MOCTOM, TO KOIMYECTBO NMOPTOB MOCTa ONpeAensieTcs KoM4ecTBOM NKOHOK WH-
TepdyelicoB, yKasaHHbIX B CKOOKax;

* HasBaHMWe CUCTEMHOIO CETEBOIO MHTEpPGIelica, COOTBETCTBYHOLLEIO AAaHHOMY MHTEpPJIEliCy;
* MpUKpenIEHHas K JaHHOMY MHTepdheiicy 30Ha MEXCETEBOIO 3KkpaHa (onpeaensieTcs LseTom hoHa 3aronoBka
3Hauka).

Ha pucyHke 7-3 npuBefeHbl NprMMepbl 3HAUYKOB CETEBbIX MHTEP(ENCOoB.

— VAN
g (Lol el Lel) &
br-lan eth
(a) 3Hauok uHTEpelica-mocTa «LAN» (6) 3HAUOK MHTEPMEICa AWANS

Puc. 7-3: 3Hauku ceTeBbIX MHTepdelicoB

Ha pucyHke 7-3(a) nokasaH 3Ha4oKk uHTepcpenica «LAN>», KOTOpbIA SIBASIETCSE MOCTOM, B KOTOPbIA BXOAST TpW
ethernet nopta (MHTepdeiica). CUCTEMHBIN CETEBOWN MHTepAIelic, COOTBETCTBYOLMIA MHTepdelicy «LAN», nve-

eT ums «br-lan». 3oHa MEXCEeTEeBOro akpaHa, NpPUKPenIEHHas K AaHHOMY UHTepdeiicy, UMeeT CBETN0-3eMEHbIl
LIBET, KaK 1 3aroNoBoK AaHHoro uHTepdeiica. NHtepdeitc «LAN» HaxoauTcs B NOAK/IOYEHHOM COCTOSIHUM, TaK Kak
TVN nHTepdoeica npeacTaBneH LUBETHOM MKOHKOIA.

Ha pucyHke 7-3(6) nokazaH 3Ha4oK nHTepdeiica «WAN», KoTopblii BNsieTcs 06bl4HbIM ethernet MHTepdoelicom.
CuCTeMHbIN CETEBOI MHTEPEiC, COOTBETCTBYIOLWMI nHTepdeiicy « WAN», nveeT nms «ethl». 3oHa mexceTe-
BOrO 3KpaHa, NPUKPENIEHHas K AaHHOMY MHTepdIelicy, MeeT CBET/I0-KPaCHbIA LBET, Kak 1 3aro/ioBoK AaHHOro
nHTepdoeiica. Mintepdeiic « WAN» HaxognTCs B OTK/IIOYEHHOM COCTOSIHUM, Tak Kak TUN UHTepdpeiica npeacTasieH
4yepHO-6e/10i NKOHKOIA.

Bo BTOpoMm cTon6Le Tabnuubl AN KaX40ro MHTepdeiica BbIBOAUTCA KpaTkas MHhopmauusi u ctatucTrka, 06HOB-
nsieMas B pexmmMe peasibHOro BpeMeHu:

e «[poTOKON» — NPOTOKON UHTEpdIeinca.

* «Bpewmsi paboTbl» — BpeMsi paboTbl JaHHOTO MHTepdelica.

» «MAC-agpec» — MAC-aapec nHtepdeiica (eciv ato NpUMEHNMO A1 NPOTOKONa MHTepdielica).

* «MonyyeHune (RX)» — KOIMYECTBO NPUHATLIX GaiAT (MakeToB) C MOMEHTA 3arycka.

» «[Mepepaya (TX)» — KONMYECTBO NEepefaHHbIX 6aiiT (NakeToB) C MOMEHTa 3anycka.

o «IPv4» — Tekywuii IPv4 agpec, HazHauyeHHblli MHTepdheicy (ecny Ha3HaueH).

e «IPv6» — TeKkywwunii IPv6 agpec, HazHa4YeHHbI MHTepdiency (ecnm HasHayeH).

e «IPv6-PD» — Tekywmin IPv6 npedmnkc (ecnm HazHa4veH).

* «OwmnbKa» — owmnbka nHTepdpeica (ecnm obHapyxeHa).

B nocnegHem cton6ue Tabnvubl pacnosioXeHbl KHOMKW yNpasieHus nHTepdeiicom:

» «[lepe3anycTuTb» — BbINO/HAET NEPENnOAKIOYEHE COOTBETCTBYHOLLEIO MHTepdielica (OTKIUeHne ¢ nocne-
OYIOLNMM NOAK/IIOYEHNEM).

* «OCTaHOBUTb» — BbINOMHAET NPUHYANUTE/IbHOE OTK/TOYEHNE COOTBETCTBYHOLLENO MHTEpdelica.

* «M/3MeHnTb» — OTKPbIBAET BCM/IbIBAIOLLEE OKHO pefakTMpOBaHns napaMeTpoB nHTepdeiica (cm. pas-
fen 7.1.1).

o «Ypanutb» — yaansieT COOTBETCTBYIOLUMIA NHTepeiic.
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7.1.1 PepaktupoBaHue uHTepdeiicoB

BHeLLHWIA BMA BCM/bIBAIOLLETO OKHA pPeflakTMPOBaHNs CETEBOIo MHTepdeiica nokasaH Ha pucyHke 7-4.

WHTepdeiickl » WAN

06lwme HAcTPOIiKM | [LONONHUTENbHBIE HACTPORKKM | HacTpoiiku kaHana | HacTpoiikv MeXCETEBOrD 3KpaHa

CocTosHuKe YctpoiicTeo: eth3

MAC: 40:BD:32:2E:47:BA
“= MonyueHue (RX): 1.88 Kb (32 naxeToE)
MNepepaya (TX): 9.72 Kb (33 nakeToE)

MpoTokon Knwext DHCP v

3anycTWTL NpK 3arpyake

WMma xocta 8 DHCP-3anpocax

Puc. 7-4: OKHO pefakTMpoBaH/si napaMeTpoB CETEBOMO UHTepdeiica

OKHO pefjakTpoBaHusi CeTeBoro nHTepdelica pasgeneHo Ha BKIaAKu:
» «Ob6LMe HaCTPOIKM» U «OoNO/HUTE/bHbIE HACTPOIKM» (CM. pasgen 7.1.1.1);
e «HacTpoiikn kaHana» (cMm. pasgen 7.1.1.2);
* «HacTpoiikn mexceTeBoro akpaHa» (cM. pasgen 7.1.1.3).

7.1.1.1 OGwWwme n AONONHUTE/IbHbIE HACTPOWKN

Ha Bknagkax «O6Lue HacTpolikn» (CM. PUCYHOK 7-4) n «[onofIHUTE NbHbIE HACTPOViKN» (CM. PUCYHOK 7-7) npea-
CTaB/IeHbl HACTPOIKM MHTepdeiica, HAbop KOTOPbIX BO MHOTOM 3aBUCWT OT BblGpaHHOro NpoToKosa.

BbIGOP NPOTOKO/A NPOMU3BOAMTCS NPU NMOMOLLM BbiNajatollero cnucka «MpoTokon» Ha Bknagke «O6LimMe HacTpoii-
Ku» (CM. PUCYHOK 7-4). Bbinagarowuii cnicok BbiGopa NpoToKosia nokasaH Ha prucyHke 7-5.

‘ WireGuard VPN

Knuent DHCP
DHCPv6 xnwent

Heynpaenaemeiit

WireGuard VPN

Puc. 7-5: Beinagatowumii cnucok Beibopa NpoTokona nHtepdeiica

Mocne BbIGOpa HOBOTO NPOTOKOS1A, HA CTPaHULLE OCHOBHbLIX HACTPOEK ByeT OTobpakeHa KHoMka «/13mMeHnUTb npo-
TOKO/1», KaK noka3aHo Ha pucyHke 7-6.

MpoTokon CTaTMYeCKWi agpec it

Bbl fleMCTBUTENDHO XOTUTE H3MEHMTb npotokon?
M3MeHUTb NpOTOKON

Puc. 7-6: KHonka cMeHbl MpOTOKO/a CETEBOIO MHTEpdielica

Mpu HaxXXaTUM KHOMKK «3MEeHNTbL NPOTOKO/» NPOTOKO/ CETEBOIO MHTepdielica ByaeT N3MEHEH Ha BbIGPaHHbIN.
Mpw 3TOM Habop OCHOBHBIX W AOMOHUTENbHBIX HACTPOEK OYeT 3aMeHEH B COOTBETCTBUN C BbIGPaHHLIM MPOTOKO-
oM.
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Mogpo6Hoe onncaHne HEKOTOPbIX M3 AOCTYMHbIX NPOTOKO/I0B CETEBLIX MHTEPCENCOB U MX HACTPOIKU NPUBEAEHbI
B pasgene 7.1.2 faHHOro pykoBOACTBA.

Cpeay 061X a1si BCeX NPOTOKOMOB, MOXHO BbIAE/UTb CreAyHOLWMe HaCTPOIKK, pacnonoXeHHble Ha BKNaaKe
«O06LLMEe HACTPONKN»:

* «3anycTTb NpU 3arpy3ke» — BK/IHOYAET UM OTK/THOYAET aBTOMATWUUYECKWIA 3amnyck UHTepdelica npu 3arpyske
CUCTEMBI.

Ha Bknagke «[onosH1Te/IbHbIe HACTPOKW» coepxaTcsa cneayolime oblime 415 BCeX NPOTOKO/IOB HACTPOMKU:

* «Mcnonb3oBaTb BCTPOEHHbIN IPV6-MEHeMKMEHT» — BK/IHOYAET U OTK/IHOHAET UCMOMb30BaHNE BCTPOEHHOIO
IPv6 MeHempKMeHTa ANs1 JaHHOro nHTepgieiica;

» «MpuHygnTensHoe nogxntoyverue (Force link)» — yctaHaBnmMBaTb napameTpbl MHTepdeicy He3aBucUMo
OT COCTOSIHWA NOAKN0YEHMA. ECnv onumsa BKNHOYEHA, U3MEHEHVE COCTOSAHUA NOAK/IoYeHNs (HanpumMep, noa-
KNtoyeHne nnu oTkoveHne kabens) He ByaeT Bbi3biBaTh hotplug 06paboTUmnKm.

JaHHas onumsa no yMon4aHuio BKOYeHa 4518 npoTokona «Cratuyecknini agpec» (cm. pasgen 7.1.2.2) n Bbl-
KNtoYeHa /18 BCEX OCTasIbHbIX NMPOTOKO/10B.

Ha pucyHke 7-7, ana npuvepa, NnpuBeaéH BHELHWI BUA, BKNAAKMN «[OMN0/HNUTENbHbIE HACTPOVKM» AN NpoToKona
«DHCP-KNMneHT».
WHTepdeiickl » WAN

O61UME HACTPOIAKM | [lOMONHMTENbHbIE HACTPORKKM | HacTpoWkv kaHana | HacTpoWku MEMCETEBOro aKpaHa

WMcnonbaoBaTh BCTPOEHHDIA IPVE-MeHegMMeHT

MpunyouTensHoe nogknouedue (Force link)  []

Mcnonb3oBaTh WHPOKOBELWATeNbHbIA gnar 7]
Mcnonb3oBaTh WIKD3 N0 YMONYaHNo
WMcnonbzoeath ofbABNAEMble y3nom DNS cepeepa

Mcnonb3oeaTs METPUKY LWNK3a
ID knwenTa npu DHCP-3anpoce

Knacc npowzeoguTtens (Vendor class), koTopbiid
oTnpaenATb npu DHCP-3anpocax

HaaHaunte MAC-agpec

HazHauuTe MTU

Puc. 7-7: flononHuTeNbHbIe HACTPOIKN CeTEBOTO NHTepdieiica aAna npotokona «DHCP-KNMeHT»

7.1.1.2 HacTpoiiku KaHana

Bknagka «HacTtpolikv kaHana» (CM. pUCYHOK 7-8) AocTynHa Tonbko ans Ethernet nHtepdpelicos ¢ npotokonamu
«Ctatnyeckuii agpec», «DHCP-knneHT» n «Heynpasnsiemblii».
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WHTepdeiicbl » LAN

OG6Lme HacTPoWKK | [lOMoNHMTENbHbIE HACTPOMKK | HacTpoikv kaHana | HacTpoiku MeXceTeBoro akpaHa | DHCP-cepeep

OGbeaMHWTE B MOCT

Bxniounte STP

WHTepdeiic & ethl & eth2 v

Puc. 7-8: HacTtpoiiku kaHana ceteBoro nHitepdeiica

Ha gaHHoli BKnagke npeacTaB/ieHbl crefytolive HacTPOKK ceTeBoro nHTepdeiica:

* «O6bEANHUTb B MOCT» — HACTPOIKa NO3BO/IAET BbINOMHUTL 06beAUHEHNE HECKOMBKMX CUCTEMHbIX CETEBbIX
NHTepdiencos B ceTeBoil MOCT [14]. B 3Tom criyyae CTaHOBATCA AOCTYNHbI AOMOMHUTE/bHbLIE HACTPONKK:

o «BKkAOUNTL STP» — BKAOYAET UMK OTKAOYaeT NpoTokon STP [15] Ha ceTeBOM MOCTY.

Bk/toueHWe faHHOW HACTPOIiKM HEO6X0AMMO A/151 BOSMOXHOCTY BbiGopa AaHHOTO MocTa A/18 ynpaB/ieHust
cnyx6on STP/RSTP (cm. pa3gen 6.2.2.1).

o «Bkmountb IGMP snooping» — BktoYaeT uav oTkodvaeT pyHkumo IGMP snooping [16] Ha ceTeBoMm
MOCTY.

* «/HTepgheic» — B faHHOM BbiNagaloLemM Cnucke NPoM3BOAUTCH BbIGOP CUCTEMHOMO CETEBOrO MHTepdelica,
NPUBSA3aHHOIO K pefakTpyeMoMy nHTepdeiicy (CM. pUucyHok 7-9(a)).

2 swipl v 2= swipl 2 swip2 2 swipl v
&~ Ethemet-anantep: "eth1" (wan) [ g/ Ethemet-agantep: "eth1" (wan)
% Ethemnet-agantep: "swip1” (lan) = Ethemet-aganrep: "swip1"” (lan)
2~ Ethemet-agantep: "swip2"” {lan) =~ Ethernet-agantep: "swip2" (lan)
2~ Ethemnet-agantep: "sw1p3"” {lan) &~ Ethemet-agantep: "swip3” (lan)
&~ Ethernet-agantep: "usb0" (usbl) [] &~ Ethemet-agantep: "usb0" {usb0)

* MNonk3oBaTenbCkuil MHTepdeRc: [J 2° MNonsaoearensckuil nHTepdeiic:

(a) O6bIYHbIN ceTeBOI MHTEpelic (6) CeteBoii nHTEphelic-mocT

Puc. 7-9: BbiGop NpMBSA3aHHbIX CUCTEMHbIX CETEBbIX UHTEPdIencoB

B ToMm cnyyae, ecnv BblbpaHa onuus «O6befuHUTL B MOCT», B I@HHOM CMUCKe NMpon3BoaMTCS BblGop
HECKOJ/IbKMX CUCTEMHbIX CETEBbIX MHTEPIENCOB, KOTOpbIe HE06X0AMMO 0ObEANHNTL B CETEBOIN MOCT (CM. pu-
CYHOK 7-9(0)).

7.1.1.3 HacTpoiiku mexxceteBOro aKpaHa

Bo Bknagke «HacTpoliku MeXCceTeBoro akpaHa» npon3BOANTCS BbIOOP MM CO3aHNe HOBOI 30HbI, MPUKPENIEHHO
K pejakTupyeMoMy CeTeBOMY UHTepcheiicy. BHelWwHWi BUA BK1aaKn «HacTPOKM MEXCETEBOIO aKpaHa» MokasaH
Ha pucyHke 7-10.
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WHTepdeiicbl » LAN
O6le HACTPOMKKM | JIONONHUTENbHbIE HACTPOAKW | HaCTPOIiKW KaHana | HacTpoiikiu MeXceTeBoro akpaHa | DHCP-cepeep

Co3aath / Ha3HaYWTb 30HY CETEBOTD 3KpaHa lan lan: & 20 redu: o' v

S

Puc. 7-10: HacTpolikn MexXceTeBOro akpaHa CeTeBOro UHTepdelica

Ha Bknagke pasmeLLéH ToNbKO OAUH 3/1EMEHT ynpaB/ieHnss — Bbinagaowmii cnmcok «Co3aatb / Ha3HauUTb 30HY
CETeBOro sKpaHa» (CM. pUCYHOK 7-11).

‘Ianlan:g‘, i

He ofpegensHo
lan lam: g2 & &

wan wan:

Puc. 7-11: BeinagaroLwmii CnMcok BbI6Opa 30HbI MEXCETEBOTO 3KpaHa

Mpy NOMOLLM [AHHOTO BbINaZatoLLero Cnmncka MOXHO BblbpaTb CyLLECTBYIOLLYIO 30HY MEXCETEBOr0 3KpaHa Uim
co3faTb HOBYIO, BBEASA €€ MSA B NoJsie «co34aTtb». [py BbIbOpe «He onpeneneHo», peaakTMpyeMblii CETEBOW UH-
Tepdheiic 6yaeT yaanEéH U3 30Hbl, K KOTOPOI OH 6bl/1 MPUKPENEH paHee.
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7.1.2 MpoTtokKonbl ceTeBbIX UHTepheiicoB

B AaHHOM pasgerne npuBeAeHo onncaHne HEKOTOPbIX U3 JOCTYMHbIX NPOTOKO/IOB CETEBLIX MHTEpPdIelicoB 1 onuca-
HWE X NapaMeTpoB.

7.1.2.1 MNMpotokon «<DHCP-KNMeHT»

[JaHHbIi NpOTOKON NpefHa3HaveH 4715 nHTepdencoB, KOHMIypauus KOTopbix Npon3soanTcs npy nomoim DHCP-
3arnpocos.

[lns naHHOro npotokosna BO Bknaake «O6Lme HacTpoikm» (CM. pasgen 7.1.1.1) A4OCTyMHbI cneayoLimne A0onosHu-
TeslbHble HACTPOIKK:
» «lms xocta B DHCP-3anpocax» — BbI60Op MMeEHM XOCTa, KoTopoe byaeT ncnosnsb3osaHo B DHCP-3anpocax.

Bo Bknagke «[ononHUTENbHbIE HACTPOIKN» (CM. pa3gen 7.1.1.1) AOCTYNHbI cneayroLme HacTPOKu:

 «/Icnonb3oBaTh LIMPOKOBELLATENbHBIN doar» — HacTpolika BK/IKUYEHMS LUMPOKOBELLATEIbHOIO donara
(broadcast flag) B DHCP-3anpocax. [JaHHasa hyHKLMA MOXET NoTpeboBaTbCs A/ HEKOTOPbIX NpoBaliaepos.

* «/Icnonb3oBath W03 MO YMOMYaHUIO» — HACTPOliKa UCMo/b30BaHKsl AaHHOTO UHTepdelica B kauecTBe
MapLpyTa no yMOMHYaHuio.

Ecnu gaHHas HacTpoiika BK/OUYEHa, TO AaHHbI UHTepdelic 6yaeT Cnonb30BaTbCA B KaUecTBe MapLupyTa
Mo yMoM4aHuio. B NpOTUBHOM C/lyvae, MapLupyT Mo YMO/YaHWI0 HacTpamBaTbCs He GyaeT.

* «licnonb3oBaTb 06bsiBNsiEeMble y3/1oM DNS cepBepa» — HacTpoiika ncnosb3oBaHms DNS-cepBepoB, nony-
YeHHbIX oT DHCP-cepBepa.

Ecnu HacTpolika Bkno4eHa, To nosyyeHHble oT DHCP-cepBepa agpeca DNS-cepBepoB 6yayT UCMNO/b30BaHbI
B KayecTBe OCHOBHbIX. B npoTnBHOM criydae, nony4deHHble oT DHCP-cepBepa agpeca DNS-cepBepoB UrHopu-
pytotcs.

* «l/cnonb3oBarb METPUKY LLMKO3a» — yKazaHue METPUKM LLIM3a 418 AaHHOro UHTepdelica.

* «ID knueHTta npn DHCP-3anpoce» — HacTpoika ngeHtudmkaropa kiameHTa, ncnosasdyemoro 8 DHCP-
3anpocax.

« «Knacc npounssogutens (Vendor class), koTopblii oTnpaBnsaTb npu DHCP-3anpocax» — HacTpoiika knacca
npounssoanTens, ncnonbdyemoro 8 DHCP-3anpocax.

* «HasHauntb MAC-agpec» — HacTpolika MAC-agpeca ceTeBoro nHtepdelrica. Ecnu He ykasaHo, 1o 6yget
Ncnosb3oBaH opurnHanbHbli MAC-agpec.

e «HasHauntb MTU» — HacTpoiika MTU ceTeBoro nHrepgeica.

7.1.2.2 MpoTtokon «CtaTtuyeckuii agpec»

[aHHbIli npoTokon npegHasHaveH ansa Ethernet nHTepdelicos, Ans KOTOPbIX HACTPOIiKa |P-agpecoB 1 Npoumx na-
pameTpoB NPOU3BOAUTCS BPY4HYH0, 6€3 NCNOosIb30BaHUA aBTOMaTUYecKoro noayyeHus agpeca npv nomowm DHCP.
[ns gaHHOro npoTtokosna Bo Bkiagke «O6LLUMe HACTPOMKM» (CM. pasaen 7.1.1.1) AOCTYMHbI cAeaytoLine HacTPORKK:

* «IPv4-agpec» — IP-agpec ceTeBoro nHrepdpeica gns IP npotokona sepcun 4.

* «Macka ceTtu |Pv4» — Macka noacetu onga I[P npotokona sepcun 4.

* «|Pv4-aapec wn3a» — |P-agpec wni3a a4 I[P npotokona sepcun 4.

* «llupokoBeluaTensHsbiil IPv4-agpec» — LIMPOKOBeLLaTeNbHbIA aapec cetn Ans |IP npotokona sepcum 4.

» «lcnonb3oBaTb CO6CTBEHHbIE DNS cepBepa» — HacTpolika NO3BOJISIET YKa3aTb COOCTBEHHbIE aapeca DNS-
CepBepoB /19 JaHHOTO CETEBOIO MHTepdelica.

* «|Pv6 HasHaueHne A/IMHbI» — ycTaHaBnueaeT AnvHy IPv6 npedinkca, genernpyemyio nHtepgericy.
Ecnvn BbIGpaHO 3HAYEHNE «BbIK/THOYEHO, TO AOCTYNHbI CAeayoL e HacTPOKN:
> «IPv6-agpec» — IP-agpec ceTeBOro nHtepdeiica ans |IP npotokona sepcum 6.
o «|Pv6-agpec wno3a» — Macka nogcetu gn4 I[P npotokona sepcun 6.
o «|Pv6 HanpasneHue npedukca» — npedukc mappyTmsaumm ans I[P npotokona sepcuu 6.
Ecnu 3HaueHne napameTpa 3afaHo, TO AOCTYMHbl HACTPOIKM:
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> «|Pv6 nojckaska npucBOeHnsi» — LWecTHaAUaTEPUUHbIA ngeHTudrkaTop nognpedmkca, KoTopsblii 1c-
Nosb3yeTca AN HazHaYeHns yacTeil npechmkca IPv6.

* «IPVv6 cydduke» — cyddmke IPv6 agpeca. onycTUMble 3HAUYEHNS:
o eui64 — IPv6-agpec reHepupyeTcs ¢ ucnonb3osaHvem EUI-64;
o random — IPv6-aapec reHepupyeTcs ciyyainHbiM 06pa3om;
> /1l060e PUKCMPOBaAHHOE 3HaueHue, Hanpumep ::1unm @ :1:2.

Bo Bknaake «JononHUTeNbHblE HACTPOWKU» (CM. pa3gen 7.1.1.1) AOCTYNHbI CieaytoLLme HaCTPOKK:
* «/lcnonb3oBaTb METPUKY LLIKO3a» — yKasaHue METPUKM LI03a 4518 AaHHOTo uHTepdeiica.

» «HasHauntb MAC-agpec» — HacTpoiika MAC-agpeca ceTeBoro nHtepgoeiica. Ecnim He ykasaHo, To byaeT
MCNOMb30BaH OpuUrnHanbHbIi MAC-aapec.

» «HasHauntb MTU» — HacTpoiika MTU ceTeBoro nHtepdeiica.

7.1.2.2.1 HacTtpoiiku DHCP-cepBepa

Mpwu BbIGOPE NpoToKoNa «CTaTnyecknii agpec» A/ CETeBOro MHTepdierica NosBAsSeTCs BO3MOXHOCTb 3amnycka
DHCP-cepBepa Ha gaHHOM nHTepdelice (N0 yMONYaHUIO BbIKNHOYEH).

HacTpoiiku DHCP-cepBepa gocTynHbl Bo Bknaake «DHCP-cepBep» OKHa pefaKkTMpoBaHWs HacTPOEK CETEBONO
NHTepdheica (CM. pPUCYHOK 7-12).

WHTepdeickl » LAN

O6uwe HacTpoiAkK | [lononHuTeNbHbIE HACTPOMKKM | HacTpoiku kaHana | HacTpoiikv mexceTesoro skpaHa | DHCP-cepeep

DHCP-cepBep He HaCTPOEH [INA 5TOMO MHTEpdeiica

HacTpouTs cepeep DHCP

Puc. 7-12: Bknapgka Hactpoek DHCP-cepsepa

[na BknodyeHns DHCP-cepBepa Ha nHTepdelice (eC/v OH elle He BK/IOYEH), HE0O6X0AMMO HaXaTb KHOMKY «Ha-
cTpouTk cepsep DHCP».

WHTepdeiicbl » LAN

O6LUWe HAaCTPORKK | [1OMONHUTENBHBIE HACTPOMKK HacTpoiiku kaHana HacTpoilkiu MeXceTeBOro sKkpaHa DHCP-cepBep

O6LUMe HacTpoKM | JIONONMHKTENBHbIE HACTPOIKKM | HacTpoiku IPv6

WrHopWpoBaTh uHTepdeidc [

3anycTuTb 100
MNpegen 150

Bpems apenibl agpeca | 12h

Puc. 7-13: O6wme HacTpoiiku DHCP-cepBepa ceTeBoro nHtepdeiica
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O6wwme HacTpoiikn DHCP-cepBepa npefcTaB/ieHbl BO Bknagke «O6Lme HacTpoikn» (CM. PUCYHOK 7-13):

» «W/rHopupoBatb UHTEpeiic» — BKIOYEHNE JaHHOWN HACTPOlikmn oTkNoYaeT paboty DHCP-cepBepa Ha faH-
HOM MHTepdeiice.

e «CTapT» — HavyasibHbIli afpec apeHabl.
* «[pegen» — MaxkcMmMasibHOE KO/IMYeCcTBO afpecos, BulgasaemMblx B apeHagy DHCP-cepsepom.

* «Bpems apeHabl agpeca» — BPeEMS UCTEYEHUS CPOKA apeHApbl apeHA0BaHHbIX aapecoB. MMHUMasIbHOE 3Ha-
YyeHne — 2 MUHYTbI (2m).

WHTepdeicbl » LAN

OBlMe HACTPOKKM | [1OMONHUTENbHbIE HACTPONKK HacTpoiikn kaHana HacTpOKWM MEXCETEBONO 3KpaHa DHCP-cepsep

O6lMe HacTpoikKM | [10NoNHUTENbHbIE HACTPOKK | HacTpoiiku IPv6

Ownxammnueckuil DHCP

MpuHyauTENbHO (Foree) [

|Pv4-Macka ceTH

DHCP HacTpOMKA

Puc. 7-14: JononHutenbHble HacTpoliku DHCP-cepBepa ceTeBoro uHtepgeiica

Ecnn DHCP-cepBep Ha UHTepgoeice BKIOYEH, TO BO BKNagke «[onosIHUTEeNbHbIE HACTPOMKM» (CM. PUCYHOK 7-14)
6yayT npefcTaB/eHbl criegyroLLme AonoNHUTeNbHble HacTpoliku DHCP-cepBepa:

* «[nHamnuecknit DHCP» — HacTpoiika BK/OUaeT WK OTK/OYAET PEXUM AMHAMMYECKOTO BblAeNneHus agpe-
COB K/IMeHTaMm. Eciv HacTpolika Bblk/loueHa, To 6yayT 06C/TyXKeHbl TO/TbKO KAMEHTbI C NOCTOSIHHO apeHA0BaH-

HbIMW agpecamu.

HacTpoiika nocTosiHHbIX apeHs DHCP-cepBepa onvicaHa B pasgene 7.2.4 faHHOTO pykKoBOACTBA.

» «[MpuHyanTensHo (Force)» — 3anyckatb DHCP-cepBep Ha faHHOM MHTepdielice, gaxe ecri 06HapyXeH
apyroii DHCP-cepBep B 3TOW Xe CeTu.

p

Mo ymonuaHuio, ecnu onums «MpuHyguTensHo (Force)» oTknoveHa, To nepeq 3anyckom DHCP-cepBepa Ha vH-
Tepdpelice, B ceTb byaet otnpasneH DHCP-3anpoc. Ecnv Ha oTnpaB/ieHHbI 3anpoc OyaeT nosyyeH oTBeT,

T0 DHCP-cepBep 3anyLueH He 6ygeT. Mpu aToM, B CUCTEMHOM XypHasie (CM. pasgen 3.5.2) MoxHo 6yaeT o6Ha-
PYXWTb 3anucu creaytoLero Buaa:

found already running DHCP-server on interface 'ethl' refusing to start, use 'option
~ force 1' to override

\

* «|Pv4-macka ceTu» — nepeonpegernieHne Mackm noAceTu, Kotopas oT4aéTca KNeHTaMm.

» «DHCP HacTpolikn» — HacTpolika No3BO/ISIET ONpeaenvTb Npon3BonbHble DHCP onuun [17], oToaBaeMble
KNueHTam.

MapameTp 3agaétcs B hopmare:

<HOMep_onuun>, <3HauyeHune_1>, <aHauyeHue_2>, ...
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Hanpumep, onuns

6,192.168.2.1,192.168.2.2

n3sewwaet DHCP-knueHToB 06 agpecax DNS-cepsepa 192.168.2.1 1 192.168.2.2.

WHTepdeiicbl » LAN

OBLMe HacTpoiiki | [loNoNHUTENBHbIE HACTPOMKM HacTpoiiku kaHana HacTpOoKK MEXCETEBOTO 3KpaHa DHCP-cepeep

OBLLMe HACTPOKK | [lONONHUTENBHbIE HACTPOMKKM | HacTpoiikn IPve

JlocTynHble pexuMbl paboTbl OTKMIOYEHO v
DHCPv6 cepeuc OTKIOYEHO v
NDP-npokcu OTKMIOUEHD w7
O6bABUTL DNS cepeepa
06bREMTE DNS goMeHbl

Puc. 7-15: IPv6 HacTpoliku DHCP-cepBepa ceTeBoro uHtepgelica

Bo Bknagke «HacTtpoiiku IPv6» AononHMTENBHO pasMeLleHbl HacTpoiikn DHCP-cepBepa, oTHocswmecs K IP npoTo-
Kony Bepcum 6 (CM. pUCyHOK 7-15):

* «[l0CTYNHbIE PEXMMbI PABGOTbI» — PEXMUM PaBoTbl CNYX6bI RA A/15 aBTOMATUYECKO KOHUIypaLuum 1 Mmapli-
pyTu3aumun. JocTynHbIE BapUaHThl:

o «OTK/IOYEHO» — Cy)X6a RA BbIK/OUEHA;
o «PEXUM cepBepa» — cnyxba RA paboTaeT B pexmme cepaepa (To/IbKO NPUHUMAET CO0BLLIEHMS);
o «pPEXUM nepegaun» — cnyxda RA paboTaeT B pexume nepegayn (ToNbko nepeaaéT coooLeHNS);
o «TMOPUAHBIN pexmnm» — cnyxba RA nepenaéT v oTnpasnsieT coobLeHNS.
[nsa pexvivMa paboTbl «pexunmM cepBepa» U «rmMbpuaHbIA pexrM» AOCTYMNHA Takke creaytowas HacTporika:

o «O6bSABNSATb BCErAA, Kak MapLIpyTM3aTop Mo YMOIYaHWI0» — MNPy BK/TOYEHUM 3TO ONUMK faHHOe
YCTPOICTBO GyAeT BcerAa 06bABNATLCSA B KQUeCTBe MapLUpyTU3aTopa no yMo/i4aHuio.

* «DHCPV6 cepsuc» — BbI6op pexuma padotel DHCP-cepsepa ans npotokona IPv6. JocTynHble BapuaHTbl:
o «OTK/OYEeHO» — DHCP-cepBep BbIK/IHOYEH;
o «pexuMm cepsepa» — DHCP-cepBep BK/HOUEH 1 paboTaeT TOMbKO Kak cepBep;
o «pexuM nepegaun» — DHCP-cepBep BK/IOYEH 1 paboTaeT B pexume peTpaHcnsauum (relay) 3anpocos;
o «TMOPUAHBIN PEXMM» — TMOpUAHLIA pexunm padotsl DHCP-cepaep.
[N 3HaYeHUii «pexvmM cepepa» U «rMOPUAHBIA PEXUM» AOCTYMHbI TAKKe Criedytolme HacTPOMKU:
o «DHCPV6 pexum» — pexnm aBToKoHGurypauun. JoCTynHbl BapuaHThbl:

— «stateless» — NO3BONSAET XO0CTaM aBTOMarnyecku nony4yarb IPv6 agpeca B cetn 6e3 DHCP cepse-
pa yepes ncnons3osaHne NDP;

— «stateful» — aBTOKOHQUTypaLmss BO3MOXHa TOMbKO € ucnosnb3oBaHnem DHCP cepsepa,;

— «stateless + stateful» (3Ha4eHMe NO ymon4yaHU0) — MOryT UCNOJIb30BATLCA OAHOBPEMEHHO 06a
BMa aBTOKOHUrypaLmu.

* «NDP-npokcu» — pexum pa6otbl NDP-npokcu. [OCTYMHbI BApUaHTbI:
° «OTK/HOYEHO»;
° «pPexnm nepegadn»;
o «TMOPUAHBIA PEXNM>.
* «O6baABUTbL DNS cepBepa» — cnncok 06baBnsembix DNS-cepBepos.
¢ «O6bABUTL DNS fOMEHbI» — CrnMcoK 06baBAseMbIX DNS-a40MeHOB.
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7.1.2.3 MNMpotokon «WireGuard VPN»

[JaHHbI NpoTOKON NpeHa3HayeH A5 co3haHve 3allyLieHHoro npoussoautensHoro WireGuard nHtepdoeiica, nos-
BOJIAIOLLLEr0 OpraHn3oBaTb focTyn Yyepe3 VPN-TyHesb K cepBepy ¢ MUHUMa/bHbIMW 3Ha4YeHVsIMUN 3a4epxkn. bonee
noapo6Has nHgopmaums o HacTpoiike WireGuard VPN npusefieHa Ha oduumansHoM caiite npoektal.

WHTepdeiickl » WG

06LMe HACTPOMKN | [IONOMHMTENLHBIE HACTPORKK | HacTPOi KM MEXXCETEBONO aKpaHa | TWpbl

CocToAHKe YcTpoitcTeo: wireguard-wg
E

5 Mony4exue (RX): 0 6 (0 nakeToE)
Mepepaya (TX): 0 b (0 nakeToe)

Mpotokon WireGuard VPN v

3anycTUTb NpU 3arpyske

MpUBATHBIN KNHOU *

CreHepHpoBaTh KITHOY
CreHepMpoBaTh Koy

MopT ANA BXOAALLNK COSAMHEHNA

IP-appeca

He cozfaBaTs MapwpyTel [ |

Puc. 7-16: O6wwme HacTpoiiku uHTepdeiica «WireGuard VPN»

[ns npotokona «WireGuard VPN» Bo Bknagke «O6Lue HacTpolikn» (CM. pUCyHOK 7-16) AOCTYMHbI cneayouine
HacTpOIiKu:

» «[lpvBaTHbI KNOY» — CTPOKA, KyAa BCTaB/ISeTCA CreHepupoBaHHbIi B KOAMPOBKe Base64 3akpbITbiii (Npu-
BaTHbIN) ko4 gns uHTepdeiica WireGuard.

» «CreHepupoBaTh K/HU» — KHOMKa reHepaLum HOBOro C/lyvaiiHoro NpuBaTHOro Kova. Haxatue 3Toi KHOMKK
npyBeAET K reHepaLMmn HOBOTO C/ly4ailHOro NPMBATHOTO K/ko4a, 3Ha4YeHUE KOTOPOro OyAeT aBToMaTUYeCcKy
BCTaB/IEHO B NoJie BBoAA «IpUBATHbIN K/THOU».

» «[MopT Ansa BXxoAawmx coeguHeHnii» — UDP-nopT a5 Bxogawmx naketos. Mo ymonuaxmio, 51820.
» «|P-agpeca» — paspelueHHble IP-agpeca nHtepdelica WireGuard.

Bo Bknagke «IMnpbi» (CM. pUCYHOK 7-17) BbINOMHAETCS HAcTpoika yaanéHHbix WireGuard-cepsepos (N1poB).

! https:/iwww.wireguard.com/xplatform/
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Ona

WHTepdeiicbl » WG

O6wme HaCTpOI:‘KI.‘\ [ononHUTENLHbIE HaCTpOF'IKM HaCTpOﬁkW MENCETEBOID 3KpaHa [MUpb!

[ononsuTencHan MHdopmayua of WireGuard uHTepteicax n yanax np1MeefieHa no agy wireguard.com.

OnucaHne

MyBAnYHBIA KNtoY iLIgbpTVyDG7nuRs5dHs8qLlSHNLddeT+AmOXSoDK3k=

MpeasapUTenbHbIi KU *

PaspelleHHble IP-agpeca 192.168.23.50 p

MapLUpyTU3MpOBaTL paspelleHHble IP-agpeca [
KoHeuHbll yaen wireguard.example.com
IMopT KOHEUHOTO yana

MNocToAHHO AEPHATb BKNHOUEHHDIM

LoGaewTb yaen (peer)

Puc. 7-17: Bknagka «Mupbl» nHtepceiica «WireGuard VPN»

kakporo WireGuard-cepsepa AOCTYMHbI CIeAYHLLME HACTPOKM:
«OnucaHme» — HeobsA3aTeNlbHOE TEKCTOBOE onucaHne yaanénHoro WireGuard-cepsepa.

«[MyBANYHBINA K1HOY» — CTPOKA, KyJa BCTaB/ISIETCA CTEHEPUPOBAaHHbIN B KOAMPOBKE Base64 ny6nuuHbIii Kwou
Ans nHtepdeiica WireGuard.

«[penBapuTenbHblli KNoy» — WNpoBaHHbIA 06K KoY, B KoaMpoBke Base64, koTopblii fobaBnseT fo-
NOMHUTESbHBIV CI0M KpunTorpaduy ¢ CUMMETPUYHBIM K/IKOYOM A/151 MOCTKBAHTOBOW YCTONYMBOCTH.

«Pa3spelueHHble IP-agpeca» — IP-agpec 1 npedukebl, ¢ KOTopbIX ByaeT fonyLeH Tpaduk.

«MapLpyTr3nposark paspelleHHble [P-afpeca» — ycTaHOBKa JaHHOro napameTpa No3Bo/IfAET co3AaBaTb
MapLUpyTbl 4111 paspelleHHbIX |P-agpecos A1 KOHEYHOro y3na.

«KOHEUHbIIi y3en» — [JoOMeHHoe UMsl UK IP-afpec KOHEYHOro YCTPOCTBa.

«opT KOHEYHOTO y3/1a» — MOPT A5 BXOAALMX Y UCXOASALLMX NaKETOB KOHEUHOTOo y3na. 1o yMonyaHuio,
51820.

«TOCTOSIHHO AepXXaTb BKOUEHHbIM» — KOMMYECTBO CEKYHA, MeXay CoxXxpaHeHneM cooblueHuii. Mo ymonya-
HUIO, «0» (OTK/OUEHO). PekoMeHayemoe 3HaueHne, ecv 3To YCTPOCTBO HaxoamTest 3a NAT — «25».

[na nobasneHus gononHuTenbHoro yaanéHHoro WireGuard-cepsepa He06xo4UMMO HaxaTb KHOMKY «06aBUTb
y3en (peer)», pacnoNoXeHHY BHU3Y OKHa HAacTpoeK (CM. PUCYHOK 7-16).
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[na ypanenve ynanénHoro WireGuard-cepsepa HeE06X04MMO HaXxaTb KHOMKY «Y4anunTb», PACNONOXEHHYH0 nepes,
610KOM HacTpoek cooTBeTcTBytowero WireGuard-cepsepa (CM. pUcyHok 7-16).

7.1.2.4 MpoTokon «HeynpaBnsemMblii»

[aHHbIi NPOTOKON HEe MMEET [ONOSTHUTENbHBIX HACTPOEK U NpeAHa3HayYeH g5l MHTepdeiicoB, KOTOpPbIE He ynpaB-
nsaTCsa cnyx6oii netifd.
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7.1.3 Co3paHune HOBOTO UHTepheiica

[na co3gaHns HoBOro nHTepdieica npegHasHayveHa KHomnka «[06aBnTb HOBbIN NHTEpPAIENAC...» (CM. PUCYHOK 7-1),
pacnosioXeHHas BHM3Y Tabnuubl MHTepdeincos.

Mpu HaxkaTn KHOMKK «[l06aBNTb HOBLIN MHTEphec» ByAeT OTKPbLITO BCM/IbiBatoLLEE OKHO CO34aHMS HOBOTO ceTe-
BOrO MHTepdpeiica, kak MoKa3aHo Ha pUCyHke 7-18, Ha KOTOPO crieayeT yKa3aTb OCHOBHbIE HACTPOKM co3aaBae-
MOro nHTepdelica, BKto4Yas CMMBO/IbHOE UMS U MPOTOKO/ MHTepdeiica.

[Oo6aBuTb HOBbI MHTEpdeiic...

Haseauwue | |

MpoTokon KnuexTt DHCP b4

06begUHUTE B MOCT O

WHTepdeiic v

L YECEN Cosparth mHTepdeiic

Puc. 7-18: OkHO co3aaHusi HOBOTO CETEBOIO MHTepdhelica

Mocne BBOAA OCHOBHbIX NapaMeTpoB UHTepdeiica, A1 ero co3gaHus crieayeT HaxaTb KHOMKy «Co3aaTtb MHTep-
dhelic». Ecnnm ocHOBHbIE MapaMeTpbl CO34aBaeMoro nHTepdelica 6ol BBeAEHbI 6€3 0LMO0oK, OyaeT 0TO6PaXEHO
OKHO pefaKkTMpOoBaHNsi HOBOroO MHTepdeiica, KOTopoe NoApPO6HO onmncaHo B pasgene 7.1.1 gaHHOro pykoBoACTBa.

7.1.4 YpaneHue nHtepdceiicoB

[ns ynaneHua nHtepdieiica npegHasHavyeHa KHomka «Yaanutb» (CM. PUCYHOK 7-1), pacrnosioXeHHas B CTPOKe Co-
OTBETCTBYHOLLETO MHTepdeiica.

Mpu HaXXKaTUK KHOMKK «YaanuTb», nHTepdeiic 6yaeT noMmeveH Ans yaaneHns. PeasibHoe yaaneHne nHtepdei-
ca npou3oiaET TOMbKO NOC/ie COXPaHEHUSI U NPUMEHEHNS CAEMaHHbIX HACTPoekK (KHomnka «CoxpaHuTb U npumMe-
HUTb»).
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7.2 DHCP u DNS

Ha ctpaHunue «DHCP 1 DNS» pasgena «CeTb» npeAcTaBneHbl HACTPOKN CeTEBO C1yx6bl dnsmasg, koTopas
npeactasnset coboli nerkosecHoli DNS n DHCP-cepsep. BHewHuid Bug ctpaHubl «<DHCP 1 DNS» nokasaH
Ha pucyHke 7-19.

& plc210-DHCP M DNS- LuCl X | @ Hoean sxnagka x | =+ - ] by

&« ¢ © & 172.16.0.1/cgi-bin/luci/admin/network/dhecp e w + N O &

\/ H ~ =
“ - K AEBTOOGHOENEHME BKIIOYEHO
-

CoCTORHME b ple210

Cuerena b DHCP n DNS
nnK »

CnyxGbl b -
HacTpoiikn cepeepa

Cetb ¥

O6Lme HacTpodku | @ainbl resolv u hosts | JlononHWTENsHbIE HACTPORKKA | MOCTOAHHLIE apeHsb!

WHTepdeiico!

DHCP v DNS TpetyeTca fOMeH
Mmena xocTos

CTaTUYecKHe MapLupyThl OcHosHo#
MEKCeTERBOM 3KpaH

[narHocTvka JoxanbHbii cepeep flanf

CraTucTuka b

BbIATH
TNoKanbHbIil foMeH lan

3anuch sanpocoe [

Mepexanpaenedue 3anpocoBDNS  gggg

3awmTa oT DNS Rebinding

Puc. 7-19: CtpaHuua «DHCP 1 DNS»

HacTpoiiku cnyx6bl dnsmasq Ha cTpaHuue «<DHCP 1 DNS» pa3geneHbl Ha HECKO/TbKO BKIaA0K:
» «O6LWue HacTpolikm» (cM. pasgen 7.2.1);
e «®alinbl resolv 1 hosts» (cm. pasgen 7.2.2);
e «JlononHUTENbHbIE HACTPOMKM» (CM. pasgen 7.2.3);
* «[locTosiHHbIE apeHabl» (CM. pasgen 7.2.4).

7.2.1 OGWMe HACTPOWKN

O6Lpme HacTpoiikM cnybbl dnsmas( pacnonoxeHbl Bo BkNaake «O6Lme HacTpoliku» cTpaHubl «kDHCP n DNS».
BHewHwuii Bug, BkNagkn «O6Lwme HacTpOLiki» NokasaH Ha pucyHke 7-20.
Bo Bknagke [OCTYMHbI cnefytoLlme OCHOBHbIE HACTPOIKN:

* «TpebyeTcs AOMeH» — He nepeHanpaBnsaTb DNS-3anpocbl 6e3 DNS-1meHu.

» «OCHOBHOWi» — HacTpOiika, onpegensoLLas egUHCTBEHHbIN N 3To DHCP-cepBep B 0KasibHOM ceTw.

* «JloKasibHbI CepBep» — MMEeHa, COOTBETCTBYIOLLME AaHHOMY JOMEHY HUKOrAa He nepegatotcs. JaHHble nve-
Ha paspeluarTcs Tonbko 13 dpaina DHCP («/etc/config/dhcp») nnu cpaitna xoctoB («/etc/hosts»).

* «JloKanbHbIt AOMEH» — cyddOUKC NIOKa/IbHOTO AOMEHaA, KOTopbIi 6yaeT fAobasneH kK DHCP-umeHam v 3anu-
csiM dpaiina xocToB («/etc/hosts»).
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O6LUMe HACTPOMKK | Mainel resolv u hosts | [ ononHUTENLHLIE HACTPOMKK | MocToAHHbIE apeHab!

TpebyeTcA noMeH

OCHOBHO#M

TNokansHbli cepeep

TokanbHblil foMeH

3anuch 3anpocos

MepexanpaBnexu1e sanpocos DNS

3awuTa oT DNS Rebinding

Paapeujvm: NOKaNbHBIA XOCT

Benbiit CnMcok JoMeHoB

Tonbko NoKansHblid DNS

He ucnonbaoeats wildcard

WMHTepdeidc ANA BXOARILMX cOeAMHEHWH

WecknouuTe MHTepdeiicol

He nepexanpasnATe DNS-3anpoco Ge3 DNS-umenn

370 egMHCTBEHHBIN DHCP-cepsep B NokanbHoM ceth

Jlan/

COrNacHo TpeBOBaHUAM, MMEHa COOTBETCTBYIOLLME STOMY JIOMEHY, HUKOT1A HE NepefatoTcA. M pa3pelanTca

TomnbKo W3 daitna DHCP (fetc/config/dnep) nw daina xocTos (/ete/hosts)

lan

CydipuKe NoKanbHOro AOMEHS, KOTOPbIM GyLeT Ao6asneH K DHCP-AMeHaM W 3anuck daiina xocTos

(/etc/hosts)

O

3annchiBaTh nonyueHHble DNS-3anpochl B CMCTEMHbIR XYpHAN

8888 ®

Cnucok DNS-cepeepos ANA NepeHanpasneHvA 3aNpocos

OTEpAChIBATL OTBETHI BHEILHENR ceTh RFC1918

PaspewwTb oTBETHI BHELWHEH CETH B Avanasoxe 127.0.0.0/8, Hanpumep, AnA RBL-cepancos

CrMCoK AOMEHOB, ANA KOTOPbIX PaspelleHpl 0TBETbI RFC1918

OrpakudeHue cepemca DNS, AnA nofceTedt wHTepdeiica nenonbsyrowero DNS.

TMpMBA3bIBATL JMHAMAYECKM K HTEp(dElicaM, 3 He N0 WABN0HY afpeca (PeKOMEHYETCA N0 YMONUaHIo AnA

Linux)

OrpaHuubTE NPOCAYLUMBAHHWE 3THX MHTEDGE:‘DCB M 3aMbIKaHWE Ha CefR.

3anpeTUTL NPOCNYLIMBAHME STHX MHTEPDERCOB

Puc. 7-20: O6wwme HacTpoiiku cnyx6bl dnsmasq

0O6Lyme HacTpoilk | ®ainbl resolv v hosts | JlONOAHWTENbHBIE HECTPOWKKM | MOCTOAHHbBIE ApEHAbI

WcnonbsosaTh /etc/ethers

Dain apeHa

WrHopupoeaTb thaiin resoly

Daiin resolv

WriopupoBaTh coaepxuMoe Gaina «/etc/hosts»

JononuuTtenskbli hosts dain

Wcnonesosats Gain «/etc/ethers» gna wactpoikn DHCP-cepsepa

/tmp/dhcp.leases

Daiin, rae XPaHATEA apeHaosanHbie DHCP-agpeca
O

J/tmp/resolv.conf.d/resolv.conf.auto

TNoxanbhbii DNS-baiin

O

Puc. 7-21: HacTtpoiiku chaiinos resolv.conf n hosts cnyx6bl dnsmasq
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«3anmcb 3anpocoB» — 3anncbiBaTb NostydeHHble DNS-3anpockl B CUCTEMHbIN XypHa.
«[epeHanpasneHmne 3anpocoB DNS» — cnuncok DNS-cepBepoB /15 nepeHanpasnieHns 3arnpocos.

«3awmTa ot DNS Rebinding» — Bk/tlo4aeT nnmn oTk/Io4aeT (PyHKLMOoHaN 3almTbl OT atakm DNS
rebinding [18].

Ecnu onuus BKAOUEHa, TO AOCTYMHbI TAKXe A0NOMHUTE/IbHbIE HACTPOKM:

o «Pa3peLnTb NOKasIbHbIA XOCT» — pa3peLUnTb OTBEThI BHELLIHER ceTu B Anana3oHe 127.0.0.0/8.

o «benblih CNNCOK AOMEHOB» — CMMCOK AOMEHOB, A/151 KOTOPbIX paspelleHbl oTBeTbl RFC1918 [13].
«Pa3pelunTb /TI0KasbHbI XOCT» — BK/IOYAET UK OTK/IHOYAeT OTBETHI BHELUHEN ceTu B gnanasoHe 127.0.0.0/8.
«Benblil cnMcok fomMmeHoB» — CNMCOK OMEHOB, 4715 KOTOPbIX pa3peLueHbl oTBeTbl RFC1918 [13].

«Tonbko nokasbHbIn DNS» — orpaHunyeHune cnyx6bl DNS ans nogceteit nHtepdeiica ncnonbayrouiero DNS.

«He ncnonb3oBark wildcard» — Bk/IOUYaeT coeguHEHNE TOMBKO C onpeaenéHHbIMK MHTepdielicamm, He uc-
NoMb3YHLWNMMN NOACTaHOBOYHbIE agpeca (wildcard).

«VHTepdhec ansa BXoAsLWNX COeANHEHN» — CMUCOK NHTEPIENCOB A1 MPOCAyLIMBaHuS. o ymMmoiyaHuto
npocaywmnBaoTcs Bce nHTepdpeiickl. MNpn ykasaHum cnucka nHTepdpencos 4ns npocaywmnBaHus, cnyxoa oy-
[OET NpocnyLlmBaTh NOPThl YKa3aHHbIX MHTepPAdIecoB a Takke nHTepdeica nokanbHoi netm (loopback).

«/IckniounTb nHTEpdeicol» — CNMCoK MHTEPIECOB, HA KOTOPbIX 3anpeLLeHo NPoC/TyLUMBaHNE CYXObI
dnsmasq.

7.2.2 Hactpoliku chaiinoe «resolv.conf» u «hosts»

Bo Bknagke «daiinel resolv n hosts» ctpaHuubl «<DHCP 1 DNS» pacnonoxeHbl HACTPOIKKM, Kacatolmecs aiinos
«resolv.conf» [19] n «hosts» [20]. BHewwHwnii BUA, BKNagaku «®daiinel resolv n hosts» nokasaH Ha pucyHke 7-21.

Ha Bknagke «®daiifibl resolv 1 hosts» AOCTYNHbI CeaytoLme HacTPONK:

«lcnonb3oBath /etc/ethers» — ykazaHue Ucnosb3oBaTb KOHPUIypaLmMoHHbIA tain «/etc/ethers» [21] ans
HacTpolikn DHCP-cepsepa.

«Paiin apeHg» — nyTb K doainy, rae xpaHntcs nHdhopmaunsa 06 apeHgoBaHHbiXx DHCP-agpecax.
«l/rHopupoBaThb thaiin resolv» — ykazaHue cnyx6e dnsmasq UrHopnpoBaTb AaHHble goaiina «resolv.conf».

«®alin resolv» — nyTb K paiiny «resolv.conf». laHHan onuus HeAOCTyMNHa, ecnn BkoueHa onuus «rHopu-
poBartb chaiin resolv».

«lrHopmpoBaTb cogepxmmoe haina /etc/hosts» — ykasaHue cnyxbe dnsmasq MrHOpMpoBaThb AaHHble dhaii-
na «/etc/hosts».

«JJononHuTenbHbIR hosts halin» — No3BONSET yKasaTb OAVH WM HECKO/bKO AOMNOMHUTENbHbIX haiifios
«hosts». Yka3zaHHble chalinbl 6yayT MCnonb30BaTbCs BMECTE CO CTaHAAPTHbIM dhaiinom «/etc/hosts». JaHHast
onumMs HefOCTYMHa, eCNn BK/IYeHa onuusa «MrHopmpoBaTth /etc/hosts».

7.2.3 [lononHutenbHble HACTPOIIKU

JononHnTtenbHble HACTPOIKM cnyX6bl dnsmasg pacnosioXeHbl BO BKNaAKe «[lonoTHUTENbHbIE HACTPOKM» CTpa-
HUUbl «kDHCP 1 DNS». BHelwHwWi1 BUA BKIaAKN «[ONO/THUTENbHbIE HACTPOMKM» NMOKa3aH Ha pUCYHKe 7-22,

Bo BKNaake AOCTYMHbI CleaytoLe HacTPOKX:

«[ogaBunTb NornMpoBaHne» — NogaBUTb SIOrMpPoBaHne paboTbl MPOTOKOOB cyX6bl dnsmasq (DNS n DHCP).

«Bblaenate IP-agpeca nocnegosarenibHO» — Bblgasatb DHCP-knneHTam IP-agpeca nocnefosarefibHo, Ha-
YMHaA C MeHbLLUEro AOCTYNHOro ajpeca.

«®UNLTPOBATL YacTHblE» — He NnepeHanpaBnaTb o6paTHblie DNS-3anpockl A1 TI0KasIbHbIX CETEIA.

«PuneTpoBaTb 6ecrnosiesHble» — He nepeHanpas/iaTb 3anpockbl, KOTOPblE HE MOTYT 6bITb 06paboTaHbl Ny6-
NnyHbiMn DNS-cepsepamm.

«J1oKa/IM30BbIBaTb 3aMPOChl» — JI0KA/IM30BbIBATbL MMSI XOCTa B 3aBMCMMOCTM OT 3anpalliBaeMoii NoAceTH,
€C/IN AOCTYMNHO HECKO/bKO |P-apecoB.

«PaclumpsATb UMeHa y3/10B» — [06aBUTb NI0KasTbHbIA CydDdIMKEC JOMEHa NS UMEH U3 (haiiia XOCTOB
(«/etc/hosts»).

«OTK/IHUUTB K3LL OTPULIATENbHBIX OTBETOB» — HE KELIMPOBATb OTpULATE bHbIE OTBETHI, B TOM U1C/e Afs
HECYLLIECTBYIOLLMX JOMEHOB.
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O61KWe HACTpoMKKW | @ainbl resolv U hosts | [JoNOAHWTENbLHLIE HACTPOWKK | TOCTOAHHLIE apeHabl

MNMogasnTb Nnorn poBaHWe

Boigenate IP-agpeca nocnegosaTenbHo

@un BTPOBaTE YaCTHBIE

PuneTpoBaTh GecnonesHble

NokanuzoBbIEaTh 3aNpochl

PaclUMpATE HMEeHa yanoe

OTKNKOYATD K3LU OTPULIATENbHDLIX OTBETOB

JlononHMTENbHbIE halinbl cepeepoB

CTporui NopAAoK

Bce cepeepbl

MepeonpegeneHne nogaenbHoro NX-gomMena

DNS nopt 3anpoca

MakcumanboHbii EDNSO pasmep naketa

MakcHuManbHoe KONWUECTBO OHOBEpEeMEHHDBIX

Janpocoe

Paamep kawa DNS 3anpoca

O

MoAaBMTh NOrMPOBaHWE CTaHAAPTHOR PaGOThI 3THX NPOTOKONOB

O

BbiaensTs |P-afpeca NocneaoBaTENsHO, HAYMHETE C MEHBLUIERD AOCTYNHOTO aApeca

]

He nepexanpaBnATb o6paTHble DNS-3anpochl ANA NOKaNbHbIX CETE

O

He nepeHanpaBnATh 3anpochl, KOTOPLIE HE MOTYT 6biTh 06PaGOTaHbI NYENMYHbIMKM DNS-CepBepamu

]

JIOKaNW3MPOBaTb MMA XOCTA B 38BMCUMOCTM OT 3aNPaluMBaeMoi NOLCETH, eCTH SOCTYNHO HECKONbKO |P-
afgpecos

]

JloBaBuTb NoKanbHbIA cydduKe LoMeHa ANA WMeH 13 daitna xocTos (/etc/hosts)

O

He KeluMpoBaTL OTPWLaTENbHbIE OTBETDI, B T.4. 1A HECYLLECTBYIOLMX JOMEHOB

3TOT (aitn MOMET COLEePXaTb TakMe CTPOKW, KaK server=/demain/1.2.3.4 WM server=1.2.3.4 ANA
Ka®oro OTAENBHOIO A0MEHa MIM 06LYMIA DNS cepaep.

O

DNS cepeepa GyayT ONpOoLISHE! B NOPAAKE, ONPEaeneHHOM B resolviile daiine

O

...........
CnmrcoK XOCTOB, MOCTaBNAOLMX NOAAENbHbIE PE3YNLTaTbl JomeHa NX
MNopt ana exogAwmx DNS-3anpocos

(DUKCHPOBaHHbIA NOPT AnA McxoaAwmy DNS-3anpocos

MaKcuManbHoe KONMWYEeCTBO aKTMBHbIX apeHaoBaHHbix DHCP-agpecos
MaKcHManbHo oNyCTHMbIA pasmep UDP nakeTos EDNS.0

MaKCUManbHo fONYCTUMOS KONWYECTED OHOBPEMEHHDIX DNS-3anpocos

KonuuyecTso k3alwmposaHHblx DNS sanucei (Makcumym — 10000, 0 — oTKIHOUMTD KILLMPOBaHKE)

Puvc. 7-22: lononHuTenbHble HACTPOIiKM cnyx6bl dnsmasq
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* «[lononHuTensHble thaiinsl cepeepoB» — NyTb K AONOMHUTENLHOMY (haiily cepBepoB. B dhaiine fomkHbI

cofepXaTbCsl CTPOKU B BUAE

server=/domain/1.2.3.4

nnn

server=1.2.3.4

* «CTporvii Nopsagok» — ecsin AaHHasa HacTpoiika BkoveHa, To DNS-cepsepa 6yayT onpalimsarbCs CTPOro
B Nnopsiake, onpeaenéHHoOM B «resolv» dhaiine.

* «Bce cepBepbl» — onpalunsaTh Bce umetolinecs BHellHne DNS-cepsepbl.

« «[epeonpeaenexne nogaenbHoro NX-goMeHa» — CMMCOK XOCTOB, NOCTaBAALMX NOAAENbHbIE Pe3y/bTaThl

pomeHa NX.

» «DNS nopT cepeepa» — HoMep noprta ansa sxoaaiyx DNS-3anpocos.

» «DNS nopT 3anpoca» — HOMep nopTa Ana ucxoasmx DNS-3anpocos.

¢ «MakcumanbHoe kon-so DHCP apeHf» — MakcuMasibHOe KO/IMYeCTBO akTUBHbIX apeHA0BaHHbIX DHCP-

afpecos.

* «MakcmasbHbii EDNSO pasmep naketa» — MakCumasibHO gonyctuMmblii pasmep EDNS.0 UDP nakeTos.

* «MakcumasibHoe KO/IM4YeCcTBO OAHOBPEMEHHLIX 3anpoCcoB» — MakCUMaslbHO A0MNYyCTUMOE KO/IMYECTBO OfHO-

BpemMeHHbIX DNS-3anpocos.

» «Pa3mep kawa DNS 3anpoca» — KO/mM4yecTBO KalumMpoBaHHbIX DNS 3anuceii. MakcMasibHO BO3MOXHOE 3Ha-
yeHne — «10000». Mpun ykazaHun 3Ha4eHns «0» kelumpoBaHne DNS-3anpocoB 6yaeT OTK/IH4YEHO.

7.2.4 HacTtpolika nocTosiHHbIX apeHg DHCP-cepBepa

lMocTostHHas apeHja Ucnonb3yeTcs A8 NPUCBOeHNA prKecupoBaHHbIx IP-agpecos 1 MMEH DHCP-kineHTam. Mo-
CTOSIHHAs apeHAa Takke HeobxoaymMa A5 CTaTNYeCcKnX MHTepdIeicoB, B KOTOPbIX 06CNYXMNBAIOTCA TOSbKO K/IMEH-

Tbl C MPUCBOEHHBLIMW aapecamu.

YnpassieHve NoCTOAHHbIMW apeHgaMn pasmeLleHo BO BKagke «lMocToAHHbIe apeHabl» cTpaHuubl «<DHCP
1 DNS». BHeLwHuiA BUA, BKNaakn «MOCTOSHHbIE apeHbl» NnoKasaH Ha pucyHke 7-23.

O6lume HacTpoikK | ®ainbl resolv n hosts | [lononHUTENbHbIE HACTPOWRKKW | [TOCTOAHHbIE apeHfb!

WmA xocTa MAC-anpec IPv4-appec

host1 60:EE:7C 172.16.0.234

AxTueHble DHCP apeHgbl
Wma xocta IPv4-agpec
MSI 172.16.0.234
AxTUBHbIE DHCPV6 apeHabl

XocT IPvé-aapec

BpemA apeHabl aapeca DUID  IPv6-cydiukc (hex)

HeT HET HET HameHuTs Yoanutb
DNo6aBuTb

MAC-appec OcTaBweecA BpemMA apeHabl
:60:EE:7C 194 54m 57¢c
DUID OcTaBlleecA BPEMA apeHfbl

HeT aKkTHBHBIX apeHA0BaHHbIX 84pecos

Puc. 7-23: HacTpoiika NoCTOsIHHbIX apeHs cnyx6bl dnsmasq
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[ob6aBneHne HOBOI MOCTOSIHHOW apeH/bl OCYLLECTB/ISIETCSA HaXXaTUeM KHOMKN «[1o6aBnTb» C NocneayoLlmm yKa-
3aHMEM NapamMeTPOB NOCTOSIHHOM apeH/bl B OTKPbIBLUEMCS BCM/IbIBAOLLEM OKHE HACTPOEK NOCTOSIHHOM apeHabl
(cMm. pucyHok 7-24).

DHCP n DNS
WUmA xocTa
MAC-anpec ATBA v

IPv4-anpec 192.168.5.1 d

e

Puc. 7-24: lo6aBneHme 3anmcu noctosiHHol apeHabl DHCP-cepsepa

Vi3meHeHWe CyLLEeCTBYIOLLMX 3anuceli cTaTuYecknx afpecos OCYLLECTBNSAETCA NPY NOMOLLM KHOMKN «3MeHUTb»,
pacnosioeHHOV B camMoOM NpaBoM CTON6Le TabunLbl CTATUYECKMX afjpecoB 15 Kak oW 13 3anuceii (CM. pucy-
HOK 7-23).

YaanuTb CyLLEeCTBYOLLYHO NOCTOSAHHYIO apeHdy MOXHO NMPU NOMOLLY KHOMKN «YAa/InTb», PACMO/IOKEHHON B CTPOKe
COOTBETCTBYOLLEN 3anncK (CM. PUCYHOK 7-23).

JononHuTtensHo, Ha Bknagke «loCcTosAHHbIEe apeHabl» B nogpasaenax «AktueHble DHCP apeHapbi» 1 «AKTUBHbIE
DHCPV6 apeHabl» NpnBoAsTCA TabnuLbl TEKYLLIMX apeHA0BaHHbIX aapecoB A/ I[P npoTokonoB Bepcuii 4 1 6
(cMm. pucyHok 7-25).

AxkTneHble DHCP apeHgbi

Hma xocTa IPvd-agpec MAC-agpec OcTaBweecn BpeMA apeH/bl

MSI 172.16.0.234 60:EE:TC 194 44m 1c

AxTUEHBbIE DHCPV6 apeHgbl

XocT IPvé-aapec DUID OcTaBlieecA BPeMA apeHAbl

HeT aKTHBHEIX apeHg4oBaHHbIX 34pecos

Puc. 7-25: AktuBHble apeHabl DHCP-cepsepa

AHanormuHbIin noapasgen ¢ Tabnuueli apeHaoBaHHbIX aapecoB Ans |P NpoToKoMoB Bepcuid 4 1 6 uMeeTcs Takke
1 Ha cTpaHuue «O630p» pasgena «CoctosiHne» (cM. pasgen 3.1.6).
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7.3 NImeHa xocTtoB

Ha cTpaHuue «MmeHa xocToB» pasgena «CeTb» MOXHO onpeaenuTb Nob30BaTe/lbCKuii CMCOK XOCTOB U COOTBET-
cTByoLWmne nM IP-agpeca. BHelwHWin Bug, ctpaHuubl «/iMeHa XoCcToB» NokasaH Ha pucyHke 7-26.

° plc210 - Mimena xocToe - LuCl X +

O X

&« G o © & 172.16.0.1/cgi-bin/luci/admin/network/hosts wee o 4+ N B @'

UBEH :

Cocronnne b plc210

CucTema b WmeHa xocToB

nnK »

Crnmncok XxocTos
CnywGol ¥
WMMA xocTa IP-appec
CeTb ¥
= W3MEHUTE YRanutb

HMmeHa xocToB

notebook 172.16.0.234

HMaMeHUTE Yoanuto
CTaTuyeckue MapLUpyThi
MemceTeBoil akpaH No6aBuTb

ImarHocTuka

CraTucTHKA P CoxpaHWTb U NPUMEHHTD v CoxpaHutb

BbiATH

Puc. 7-26: CtpaHunuya «/imeHa XxocToB»

[o6aBneHne HOBOTO MEHU XOCTa OCYLLECTB/ISIETCS HAXaTUeM KHOMKN «[,06aBUTb» C NOC/eAyoLWMM yKazaHuem

MMEHU X0CTa 1 COOTBETCTBYHLLEro emy IP-agpeca B OTKPbIBLLEMCS BCINJbIBAKOLLIEM OKHE HACTPOEK 3anmncu, Kak
NnokasaHo Ha pUCYHKe 7-27).

MmeHa xocToB
WmnA xocTa server

IP-agpec 192.168.5.100 (i= = "":FF:5B) v

e

Puc. 7-27: CtpaHuua «meHa xocToB». OKHO HAcTpOeK 3anucu

[ns pefakTMpoBaHUs yXe CYLLECTBYIOLLEN 3anncu npefHasHadeHa KHomka «/13MeHUTb» B NpaBoli YacTu Tabnuub
XOCTOB. IMpKN HAXATUN KHOMKK «VI3MeHUTb» ByAeT OTKPLITO BCM/IbIBAlOLLEE OKHO C PeAaKkTUpOBaHKs NapameTpoB
COOTBETCTBYIOLLIEl 3anNNCK NOMHOCTLIO aHAOTMMUYHOE OKHY NPy A06aBNEeHUM HOBO 3anmcu (CM. PUCYHOK 7-27).

YaanuTb CyLEecTBYHLLYIO 3an1cb UMEHW XOCTa MOXHO NPy MOMOLLY KHOMKUN «YAa/IuTb», PacrnofiokeHHOl B COOT-
BETCTBYIOLLEN CTPOKE.
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7.4 CtaTnyeckue mMapLlupyThbl

HacTtpoliiku ctatnyecknx IPv4 n IPv6 MapLUpyTOB pacrnosioXeHbl Ha cTpaHuue «CTaTuyeckme MapLupyThbi» pasgena
«CeTb». [laHHble HaCTPOIKM NO3BONSAKT [06aBNATL B IPV4 1 IPV6 Tabnuubl MapLipyTU3aLmm nonb30BaTeNbCkue
MapLUpyThl (CTaTMYecKne MapLupyThbl).

BHewwHWii BUA cTpaHuLbl «CTaTnyeckme MapLUupyThi» NoKasaH Ha pucyHke 7-28.

@ plc210 - Cratnueckne mapwp: X | 4= - O =

« ¢ Q © £ 172.16.0.1/cgi-bin/lud/admin/network/routes s ﬁ i mn @ &

UBEH

CoCTORHKE b plc210

Cuctema b

MapLpyTbl
nnK »

CryxGsi b CTaTn4eckue MaplupyThl IPv4 | CTaTWYeckue MapLupyTsl IPV6

CeTb ¥

- CraTuyeckue mapupyTthi IPv4
MHTepdeiico!

DHCP 1 DNS WHTepdeiic HazHaueHue IPv4-mackacety  |Pv4-wmoz  Metpuka  On-link MmapwpyT

IP-agpec wnm ceTh EC/H CETh.
MmeHa xocToB

lan: 22 g2 g2 192.168.20.0 255.255.255.0 192.168.0.1 m
CTaTMuecKne MapLupyThl
MesKCeTeB0M 3KpaH

JuarHocTuka

Cramneriia b

BbIATH

(=]

&

3
il

Puc. 7-28: CtpaHuua «Ctatnyeckre MapLupyTbi»

CTpaHuua «CTtaTnueckie MapLipyTbi» pasfeneHa Ha aBe Bkaaaku «Ctatmyeckme mapupyThbl IPv4» n «CTatude-
CKMe MapLipyThbl IPv6» npegHasHadeHHble Aa yNpaBieHns cTaTuieckumy Maplipytamu ans IPv4 u IPv6 cootBeT-
CTBEHHO.

[anee paccmMoTpeHo ynpaB/eHre cTaTuiyecknmmn MapLupyTamu Tofbko ans IPv4, Tak kak gns IPv6 Bce aeiicTeus
N HACTPOWKN MapLUPYTOB NOSIHOCTHHD COBMAAAoT.

Jo6aBneHne HOBOIO CTATUYECKOTO MapLLpyTa OCYLLECTBAETCA HAXATMEM KHOMKN «[06aBnTb». [Npn HaxxaTtum
KHOMKKN «/106aBUTb» ByET OTKPbLITO BCM/IbIBAKOLLIEE OKHO HACTPOEK A06aB1aemMoro MapLipyTa, kak nokasaHo Ha pu-
CyHke 7-30.

MapwpyTbl

O61me HacTpoiiku | [1ononHUTENbHbIE HACTPOIHKK

WHTepdeiic lan: B [

HasHaueHue 192.168.20.0
IPv4-macka ceTn 255.255.255.0

IPv4-wnoz 192.168.0.1

Puc. 7-29: Ctpanuua «CTtatnyeckne mapLupyTbi». OKHO HACTpoek mapLipyTta

[Nsi pelakTMpOBaHWs! yXe CYLLEeCTBYHOLLEro MapLipyTa npegHasHadeHa KHomka «/3MeHuTb» B npaBoii yacTu Ta6-
LB MapLIPYTOB. MpY HAKATUM KHOMKK «3MeHUTb» GYeT OTKPbLITO BCMN/IbIBAKOLLIEE OKHO C peAaKTUpOBaHus
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MappyTbl

OGLUMe HACTPOIKN | [1OMONHUTENBHBIE HACTPOMKMN

MeTpuka

MTU
Tun MaplpyTa unicast v
Tabnuua MapLpyTU3aumm main (254) v
A,[I.pEC WCTOYHHKE v

On-link mapwpyt [

Puc. 7-30: CtpaHuua «CTatnyeckne MapiupyTbl». [JONO/HUTE bHbIE HACTPOIKM MapLLpyTa

napamMeTpoB COOTBETCTBYIOLLENO MapLUpyTa NO/THOCTbIO aHaIOrMYHOE OKHY MpW f06aB/IEHMN HOBOTO MapLupyTa
(cMm. pucyHok 7-27).

YaanuTb CyLeCTBYHOLLMIA MapLLPYT MOXHO NPU NMOMOLLIM KHOMKN «YAa/nTb», PACNofIOKEHHONR B CTPOKE COOTBET-
CTBYIOLL,Er0 MapLupyTa.
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7.5 MexceTeBOW 3KpaH
HacTpolikn mexceTeBoro akpaHa (bpaHamayapa) pacnonoXeHbl Ha CTpaHuLe «MeXCceTeBoii akpaH» pasgena
«CeTb» 1 pasfeneHbl Ha BKIaaKu:

* «O6LMe HaCTPOIiKN» — OCHOBHbIE HACTPOIKN MEXCETEBOTO 3KpaHa (CM. pasgen 7.5.1) n HacTpolika 30H
(cm. paspen 7.5.2).

» «[NepeHanpaBneHve NOPTOB» — HACTPOViKa NpaBw/ NepeHanpas/ieHns NopToB (CM. pasgen 7.5.3)

* «MpasBwna ana Tpaumka» — HaCTPOKa nNpasul MEXCETEBOIO 3KpaHa [/19 BXOAALLEro, UCXOAALLEro 1 nepe-
Hanpasnsemoro Tpaduka (cMm. pasgen 7.5.4).

» «[MpaBnna NAT» — HacTpoiika npaBun NAT MeXCeTeBoro akpaHa (cM. pasgen 7.5.5).

* «[lMonb3oBaTesibCKMe NpaBu/ia» — HACTPOIika NoJIb30BaTE/TbCKUX MPaBWU/T MEXCETEBOTO 3KpaHa (CM. pas-
aen 7.5.6).

7.5.1 OGWMme HACTPOIiKu

BHewwHwuii Bug, cTpaHmubl «MexceTeBOoi akpaH» C OTKPbITON BkNaaKoi «O6Lume HaCTPOMKW» NokasaH Ha pUCyH-
ke 7-31.

“pl:lWD-OémneHachaﬁm- x |+ - O =
&« c ‘Q © £ 172.16.0.1/cgi-bin/lud/admin/network/firewall hhld T:I N o & =
"
VBEH
L1
CocToAHKe b plc210

Cuctema b
O6Lme HacTporiku | MepenanpaBnenve nopros | Mpasuna ans Tpagmka | lMpasuna NAT | lMonb3oBatenbCKUe npaBuna

nng »
MexceTeBoii 3KpaH - HacTpoiika 30H

Cnyw6bl b
Cetb ¥
. 06w mMe HaCTPONKH
WHTepdeiick
DHCP u DNS BrniounTs aawmTy ot SYN-flood aTak

MMeHa xocToB OTOpacsiBaTe HeKOppeKTHble nakeTol [

CTATMYECKHME MAPLLPYTbI

BropAwui Tpadmk MNPHUHUMAETD ~
MeXCeTeEOH 3KpaH
Wcxopawmin Tpadmk MNPUHUMAETD w
LAarHocTuKa
CratucTva P TepeHanpasnexne OTBEpTaTh ~
BbIATH
30HbI
30Ha = = =
Bxopawui Tpaduk Wexopawmii Tpaguk MNep
Mepexanpasnexua
lan = (wan NpPUHAMATE ~ NPUHMMATL ~ NMPUHUMATH ~ O
Yaanuto
wan = REJECT OTBEpraTh w NPMHMMaT ~ OTBEpraTh ~

NoBaenTe

CoxXpaHuTbL U NPUMEHUTD v (SRR

Puc. 7-31: O6Lume HaCTpOViKN MEXCETEBOrO aKpaHa

Ha faHHo BkNagke cogepxarcs criefytoLine HacTPOKN MEXCETEBOIO aKpaHa:
* «Bkaountb 3awmty ot SYN-flood atak» — ynpasneHune dyHkumein 3awmntbl oT SYN-flood aTak [22].

» «OT6pacbiBaTb HEKOPPEKTHbIE NMaKETb» — YNpaB/ieHne PyHKLUMel oT6pacbiBaHns HEKOPPEKTHbIX BXOAALLMX
MakeToB.
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* «Bxoasuwmii Tpaduk» — ycTaHaBNMBAET NOMUTUKY «MO YMOMYaHMIO» A1 BCEro BXogsuero Tpadmka (MpuHn-
MaTb, OTBEpraTb Wi He obpabatbiBaTb).

* «Mcxoaaimin Tpadomk» — ycTaHaBMBAET NOSIMTUKY «NO YMOYaHUIO» AJ1st BCEro ncxoasiiero Tpaduka (npu-
HUMaTb, OTBepraTb WM He obpabaTbiBaTh).

» «[lepeHanpaBneHne» — ycTaHaB/IMBaET NOJINTUKY «MO YMO/TYAHMIO» [/151 BCEro NepeHanpaBnsieMoro Tpagu-
Ka (NpuH1UMaTh, oTBepraTb UM He obpabaTtbiBaTb).

7.5.2 HacTtpolika 30H

B noapasaene «30Hbl» (BKNaaka «O6Lme HaCTPOKN» CTPaHuLIbl «MeXCeTeBOI aKpaH») nepeuncrieHbl CyLLecTBy-
fOLLIME 30HbI B BUAE TabuLbl C UX OCHOBHbIMW NapamMeTpamMu B CToNGLUax (CM. PUCYHOK 7-32):

* «30Ha => NepeHanpaBneHnsa» — 30Ha UCTOYHMK 1 30HbI Ha3HaYeHWsl, B KOTOPblE pa3peLLeHo nepeHanpasne-
Hve Tpadmka (cm. pasgen 7.5.2.1).

* «Bxopgawwii Tpatuk» — yctaHaB/IMBAET MNOMUTUKY «MO YMONYAHWIO» A1 BCETO BXOAALLEro Tpadmka 30HbI
(NpyHMMaTb, OTKNOHATL WK He obpabaTbiBaTh).

o «Mcxopawmin Tpadimk» — ycTaHaBMBAET NOIMTUKY «NO YMOMHAHUIO» A1 BCEr0 UCXOAALEro Tpadmka 30HbI
(NpyHMMaTb, OTKNOHATL WK He obpabaTbiBaTh).

» «[NepeHanpasneHve» — ycTaHaB/IMBaET NOMIUTUKY «MO YMOHYAHWIO» /151 BCErO nepeHanpasnsemoro Tpadm-
Ka 30Hbl (NPYHUMATbL, OTK/IOHATL UK He 0bpabaTbiBaTh).

» «MackapafuHr» — BK/IlO4AET UM OTK/oYaeT TpaHcsAumMio IP-aapecoB A1 yka3aHHO! 30HbI.

30HbI
3oua = Bxoaswymin Tpaguk Wcxopawmii Tpadmx Mepenanpaenexue MacuapagMHr
MNepexanpaeneHna - s St 5
lan = (wan NPMHUMETH ~ NPUHUMATD ~ MPUHWMATD « O
YAanute
wan = REJECT OTEEpraTh w NPUHUMATE w OTEEpPraTh w

¥aanuto

NoBasutb

Puc. 7-32: HacTpoiika 30H MeXceTeBOro akpaHa. Tabnuua 30H

B nocnegHem cton6ue Tabnumubl 415 KaKAoi 30HbI PAcnofiIoXeHbl KHOMKW YNpaB/eHNs:

* «=» — KHOMKa U3MEeHeHUs NopsiAKa 3anvceil B Tabnuue. YaepxuBas Hakartoll JaHHy0 KHOMKY MOXHO nepe-
MeLLaTb CTPOKY Tab/nLbl, U3MEHSIS TEM CambIM €€ NOPAAO0K.

* «/I13MEeHUTb» — KHOMKa peaakTMpoBaH1si NnapaMeTpoB 30HbI (CM. pasgen 7.5.2.1).
* «YpanuTb» — KHOMKA yasieHns 30Hbl (CM. pasgen 7.5.2.3).

7.5.2.1 PepaKkTtupoBaHue 30H

OCHOBHbIe NapameTpbl 30Hbl MOXHO U3MEHUTb B CTPOKE Tab/mLpbl 30H MNPy NOMOLLM COOTBETCTBYHOLLUX 3/IEMEHTOB
ynpasneHns (CM. PUCYHOK 7-32). AN n3MEeHeHUs1 AOMNOHUTENIbHbIX MapaMeTpPoB 30HbI HEOOX0AMMO HaXKaTb KHOM-
Ky «/I3MEHUTb» B CTPOKE COOTBETCTBYIOLLEN 30HbI. [1pM 3TOM OTKPOETCH BCN/bIBAIOLLEE OKHO pefaKTUpoBaHus
napameTpoB 30HbI C BK/1aAKaMu:

» «O6Lwue HacTpolikn» (cM. pasgen 7.5.2.1.1);

* «JlonosHnTenbHbIE HACTPOiKM» (CM. pasgen 7.5.2.1.2);

* «OTCnexvBaHve coeanHeHuii (conntrack)» (cM. pasgen 7.5.2.1.3);
* «JlononHuTenbHble apryMeHTh! iptables» (cm. pasgen 7.5.2.1.4).
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7.5.2.1.1 Bknagka «OGLiMe HACTPOVKU»

BHeLHWIT BU, OKHA pefakTMpoBaH/s NapamMeTpoB 30Hbl MEXCETEBOr0 aKpaHa C OTKPbITON BKNaakoin «ObLme Ha-
CTPOIiK» NoKasaH Ha pucyHke 7-33

MexceTeBoi a3KpaH - HacTpoiika 30H

O6WMe HacTpoikkn | [JOMONHUTENbHbLIE HACTPOMKK | OTCReXMBaHWe coeMHEHMA (conntrack) | [JlomonmHUTENbHbIE apryMeHThl iptables

CTpaHuua cofepwuT ofilume ceoicTea “lan”. Pexumbl ‘Bxogawmit Tpaguk’ v MexogAwmi Tpaguk' yCcTaHABNWEAIOT NONMTUKK MO YMOMYaHWI ANA TpaduKa, MoCTYNatolero u
NOKWAOLLErD STY 30HY, B TO BPEMS Kak pexum TTepeHanpasnedie’ onUCbIBAET NONUTUKY NepeHanpasneHA Tpaduka Mexay pasnuuHbIMU CETAMW BHYTPH 30HbI.
Ucnonbaosath ceTH' yKasbIBaeT, KakKe AOCTYNHbIE CeTH ABNAOTCA YNeHaMK 3TOR 30HbI.

HaseaHue lan

BxogALmi Tpadnk NPUHUMATH v
Mexoanwmii Tpaduk NPWHUMETH N7
MepeHanpaenexune NPUHMMATD v

Mackapaguur  []
Orpatuuenne MSS ]

OxeaTbiBaeMble CeTH lan: gt g~ redu: g% M

[laHHbIe HACTPOWKM YNPaENRIOT NONMTUKAMKW NEPeHanpasnesua Tpaduka Mexay 5Toil (lan) u apyrumun 3oHamu. TpadWKOM '30H-Ha3HaYeHHA' ABNAETCA NEPEHanpPaBneHHbIA
Tpaduk 'MexopAwmMiA n3 lan'. TpahuKoM '30H-UCTO4HMKOE' ABNAETCA Tpadwk 'HanpaeneHsbiil e lan'. MepeHanpaeneHWe AENAETCA OFHOHAENPABNEHHBIM, TO ECTh
nepeHanpaBneHKke W3 lan B wan He' AonyckaeT nepeHanpaeneHWe Tpadguka w3 wan g lan.

PaﬂpEI.LIHTb nepeHanpaegneHyie B ‘30HBI HA3HAYEHHA": wan wan: é‘_ -

PaspelunTb NnepeHanpaBneHne M3 '20H HCTOYHHKOB v
EELGL T CoXpaHWTh

Puc. 7-33: OKHO HacTpPOEK 30HbI MEXCETEBOIO 3KkpaHa. Bknagka «O6Lyue HacTpoiKm»

Ha Bknagke «O6Lue HacTPOIiKM», B AONO/THEHUE K Y)XKE NMEPEeYNC/IEHHbIM PaHEE OCHOBHbIM HaCTpOlikam 30H (pas-
Aen 7.5.2) AoCTynHbl CAeayoLme HacTPOnKu:

* «/IMSI» — YHUKa/IbHOE CUMBO/IbHOE UMS 30HbI.

» «OrpaHuuyeHre MSS» — BK/IIOUYAET UM OTK/IHOUAET orpaHuyeHe MSS npu nepegade Ansi AaHHON 30HbI.

* «lIcnonb3oBaTh CeTU» — BbIGOP CETEBbIX NHTEPHDENCOB, BXOASALMX B YKA3AHHYHO 30HY.

» «OxBaTbiBaEMble CETU» — CMUCOK CETEN, BXOASALLMX B HACTPaNBAEMYHO 30HY.
[ononHuTensbHo, Ha BKnagke «O6LLMe HACTPOWKM», AN KAXA0 30Hbl YKa3biBAETCS NO/IUTHKA NepeHanpaB/ieHns
MeX/ly 30HaMu Npu NOMOLLY CieAyLMX HACTPOEK:

» «Pa3spelnTb nepeHanpasneHne B 30Hbl HA3HAUYEHNUS» — paspeLlaeT nepeHanpasneHne Tpaduvka u3 peaakTu-
pyemoli 30Hbl B BbIOPaHHbIE 30HbI-HA3HAYEHNS.

+ «PaspelunTb NepeHanpas/ieHne 13 30H UCTOUYHNUKOB» — pa3pelLaeT nepeHanpas/ieHne Tpaduka us BbiopaH-
HbIX 30H-UCTOUHUKOB B PEAAKTUPYEMYIO 30HY.

Tpad1KoM 30H-UCTOUHUKOB SIBNISIETCS TPAUK, HanpaBieHHbIA B peAakTUpyeMyto 30Hy.

MepeHanpaBeHne SBASETCH OAHOHANPaB/EHHbIM, TO ECTb NepeHanpaB/IeHe U3 OAHON 30HbI B APYryi0 30HY He A0-
nyckaeT nepeHanpasneHve Tpaurka B 06paTHy0 CTOPOHY.

I ﬂ i TpadMkoM 30H-Ha3HaUYeHUs SBNAETCA NepeHanpas/eHHblii Tpauk, UCXOAALLMIA N3 peakTMPYEeMOii 30HbI.

7.5.2.1.2 Bknagka «[onosiHuTesibHble HACTPOKU»

BHewHwuii Bug, BKNaaku «onosiHnTeNnbHble HACTPOIKM» NOKa3aH Ha pUCyHKe 7-34

Ha Bknafke «ononMHUTENbHbIE HACTPONKU» [OCTYMHbI C/IEAYIOLLME HACTPOVKN:
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O6LMe HACTPORKKM | [oNoNHUTENbHEIE HACTROAKK | OTCNemMBaHve coefMHeHuwil (conntrack) | JononHuTenbHble apryMenThl iptables

[laHHble HACTPOHKK YNIPABNAT NONMTUKAMM NepeHanpaeneHuA Tpaduka Mexay 3Toi (lan) u ApyruMK 2oHaMK. TpaduKoM ‘30H-HasHaYeHUA' ABMAETCA NepeHanpaBneHHbIA
Tpaguk ‘mexopaw i uz lan'. TpahuKoM ‘30H-HCTOYHKMKOE RBNAETCA TpaduK ‘HanpaeneHbli B lan'. MepexanpaeneHune ABNASTCA OAHOHANPABNEHHBIM, TO ECTb
nepeHanpaeneqMe W3 lan B wan He' fonyckaeT nepeHanpaeneHue Tpagmka uz wan B lan.

OxBaTblEaeMble YCTROHCTES .

OXBaTblBaeMble NOACETH
Mcrnonb3oBaTh NPOTOKON IPv4 1 IPV6 v

Mcnonb3oBaTh MackapafuHr TONbKO A YKa3aHHbIX
nofceTeit-oTNpaBuTenei

McnonbaoEaTh MACKApaAWHT TONBKO ANA YKa3aHHbIX
nofceTeid-nonyyatenei

BKIMIOYMT MYPHANMPOBAHKE B 3Toi 30He [

Puc. 7-34: OKHO HacTpoeK 30Hbl MEXCETEBOTO aKpaHa. Bknagka «[lononHuTeNbHblE HACTPOVKM»

* «OxBarblBaemble yCTPOCTBa» — HACTPOiKa NO3BONSAET KnaccudumumposaTb Tpadink 30HbI MO CETEBbLIM
ycTpolicTBam (B TOM YMC/ie CETEBbIE YCTPOMCTBA HE yrpaBnsemble Yyepes Be6-uHTepdeiic).

» «OxBaTblBaeMble MOACETU» — HACTPOIKa NO3BONSET KNaccuuLuMpoBaTs TpadmK 30HbI MO UCTOHUKY UK
MOACETU Ha3HaYeHUs1 BMECTO CETW UM YCTPOICTBA.

* «Mcnonb3oBaTtb NPOTOKO/» — BbIGOP BEPCUMU UCNO/b3YEMOro |P-NpoToKoNa B yka3aHHON 30He. BO3MOXeH
BbI6OP M3 BapMaHTOB:

o «TOJIbKO |IPVv4»;
o «TOMbKO IPV6»;
o «IPv4 n IPv6».

* «llcnonb3oBaTb MackapaguHr To/IbKO A1 YKa3aHHbIX I'IO,CI,CETEI‘/JI-OTI'IpaBI/ITerIeVI» — NO3BOMIAET OrpaHnN4ynTb
MCnosib3oBaHMe TpaHCcnAUuun aapecoB yKa3aHHbIMUN NOACETAMN-0TNPAaBUTENAMN.

* «llcnonb3oBaTb MackapaguHr To/IbKO A1 YKa3aHHbIX nop,ceTeVl-nonyaneneﬁ» — NO3BOIAET OrpaHN4ynTb
MCcnosib3oBaHMe TpaHCAAUUn agpecoB yKa3aHHbIMU noAceTAMU-nosiydyaresiamun.

* «BKMOUNTL XypHAIMPOBaHUE B 3TOI 30HE» — BK/IOYAET UM OTK/IIOUYAET 3anvch cpabaTbiBaHUs MPpaBUI MeX-
CETeBOro aKpaHa [/ AaHHOI 30HbI B CUCTEMHbIN XXypHaU

7.5.2.1.3 Bknagka «OTcnexuBaHue coeguHeHuii (conntrack)»

BHewHwWii BUA BKNagkn «OTCnexvnBaHne coegmnHennii (conntrack)» nokasaH Ha pucyHke 7-35

O6LUMe HACTPOMKM | JLOMONHUTENLHEIE HACTPOMKKM | OTCNEMWBaHUE COEAWHEHUIt (conntrack) | [lONONHWTENBHLIE apPTYMEHTHI iptables

PazpelunTb «HenefcTBUTENbHbIA» Tpahuk [

ABTOMaTHYECKOE Ha3HaYeHWe NOMOLLHWKOB

Puc. 7-35: OkHO HacTpOeK 30Hbl MEXCETEBOTO 3KpaHa. Bknaaka «OTcnexviBaHue coeguHennii (conntrack)»

Ha Bknagke «OTcnexviBaHue coeauHeHnii (conntrack)» AOCTYNHbI ceytoLwme HacTPORKu:

» «Pa3pewnTb HegencTBUTENbHBIA" Tpadnk» — HACTPOWKa NO3BOMSAET HE YCTaHAaBNMBATb AOMOHUTEbHbIE
npasuna A5 OTKNOHEHWS NepeHanpas/iseMoro Tpacuka ¢ coCTossHMEM HefdencTBuTeNbHbIN (invalid). 31o
MOXeT noTpeboBaTbCs, HanpumMep, 415 CA0KHbIX HACTPOEK aCMMMETPUYHON MapLLIpyTH3aLmm.

* «ABTOMATNYECKOE HAa3HAUYEeHME NOMOLLHUKOB» — YMpPaB/seT aBTOMaTUUYECKUM Ha3HAYeHEM MOMOLLHUKOB
OTC/IeXMBaHWs coeamHenuii (conntrack) Ha OCHOBE NMPOTOKO/1A U NopTa Tpadnka ANa peaakTupyemoit 30Hbl.
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7.5.2.1.4 Bknagka «[ilononHutenbHble aprymeHTbl iptables»

Ha Bknagke «[lonosHWTE bHbIE apryMeHThI iptables» pacnonoxeHbl HACTPOViKM, NO3BONAIOLWME NepesaTb NPOn3-
BO/IbHbIE apryMeHTbl iptables [5] B npaBuia knaccudmkaumm BXoaswero u MCXoaswero Tpadguka 30Hbl.

Mepepaya aprymeHTOB iptables B npasunax knaccudurkaumm BXoasLLEero 1 ncxogsilero tpaduka no3sosiseT cono-
CTaB/MIATb NaKeTbl, OCHOBAHHbIE Ha APYrMX KPUTEPUSX, HEXeNn YeM UHTepdieincel nnn nogcetu. AT onuum cnepyet
MCMonb30BaTh C 0COH60I OCTOPOXHOCTHLIO, Tak Kak HEBEPHbIE 3HAYEHWA MOTYT NPMBECTU K HAapYLLEHWIO paboTbl MPaBun
MEXCETEBOrO 3KpaHa, MO/IHOCTLI0 OTKPbIBAsA JOCTYN KO BCEM Cy)X6aM CUCTEMBI.

BHewWwHnn B1A BKNagkn «[onosHUTeNbHbIE apryMeHTbl iptables» nokasaH Ha pucyHke 7-36

OBIUME HACTPOAKK | [lONONHUTENLHBIE HACTPORKK | OTCNEMUBAHWE CoeaMHEHWN (conntrack) | JloNOAHWTENBHBIE apryMeHThI iptables

PazpelunTb «HenefcTBUTENbHbIA» Tpahuk [

ABTOMaTHYECKOE Ha3HaYeHWe NOMOLLHWKOB

Puc. 7-36: OKHO HacTPOEK 30Hbl MEXCETEBOIO 3KpaHa. Bknaaka «onosHuTeNnbHble apryMeHTbl iptables»

Ha Bknagke «[onosiHUTeNbHblE apryMeHThI iptables» A0CTyMnHbI crieaytole HacTPOKK:

e «JlononHuTenbHble aprymMmeHTbl 4718 UCTOYHUKa» — A0NOHUTENbHbIE apryMeHThb! iptables ansa knaccudgumka-
uun Tpadmka 30Hbl UICTOYHUKA. Hanpumep, Ansa knaccudmkaumm Tonbko Bxogsauwiero Tpadmka HTTPS (TCP
nopt 443):

-p tcp --sport 443

e «JlONO/THUTENbHbIE apryMeHTbI 4151 Ha3HaYeHUs1» — A0NOSIHMTE/bHbIE apryMeHTbI iptables ans knaccundm-
Kauun Tpagmka 30Hbl HazHavyeHusa. Hanpumep, oa knaccudmkaumm TonbKo nexogswero Tpadgpuka HTTPS
(TCP nopt 443):

-p tcp --dport 443

7.5.2.2 [lo6aBneHune 30H
[na no6aBneHnsi HOBOI 30HbI MPegHa3HavYeHa KHomka «[J06aBnTb», pacnosioKeHHas CHWU3Yy Tabnuubl 30H (CM. pu-

CYHOK 7-32). [pn 3TOM OTKPOETCA BCN/IblIBAIOLLEE OKHO PefakTUPOBaHWUA NapamMeTpoB 30HbI, KakK 1 NPy 3MeHeHNM
(pepakTupoBaHmnM) CyLLeCcTBYIOLWER 30HbI (CM. pasgen 7.5.2.1).

7.5.2.3 YpaneHue 30H

YnaneHvie cylecTByoLLEl 30HbI BbIMO/HAETCSA MNP NOMOLLM KHOMKW «YAa/InTb», PacnosiOKEHHOR B CTPOKE COOT-
BETCTBYHOLLEN 30HbI (CM. PUCYHOK 7-32).
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7.5.3 lNepeHanpaBneHve NopTos
MepeHanpasieHye NOPTOB — 3TO COMOCTaB/IEHNE ONpefenéHHOro nopTa Ha BHeLLHeM NHTepdeiice ycTpoincTea
C onpefenéHHbIM NOPTOM HYXXHOTO YCTPOICTBA B JIOK&UIbHOW ceTu. MNepeHanpasiieHne NopToB NO3BOJSET, HaNpu-

Mep, yAa/1EHHbIM KOMMNbIOTEPaM 13 CETU MHTEPHET COEANHATHLCA C YCTPONCTBOM MK CNYXO0M BHYTPWU YaCTHOM
nokasnbHoi ceTu.

BHeluHwWii BuA Bknaaku «MepeHanpasneHne noptoB» CTpaHuLbl «<MeXceTeBoii akpaH» nokasaH Ha pucyHke 7-37.

O6Lme HaCTpOﬁKH MepeHanpaBneHWe NoOpPToOE lNMpaBuna ana Tpaqnmca Mpaeuna NAT Monb3oBaTenbCKUE NpaBuna

MexceTeBoi 3KpaH - MepeHanpasneHue NopToB

MepeHanpaBneHWe NOPTOB

LITE] CooTBeTCTENE DeicTENe BmiouMTh

BxogaumWi IPv4

Forward8080 M3 [wan MepexanpasnATs Ha [lan| nopt 80 = m YAanuTb
B ato yeTpoiicTBo , NopT 8080
NoGaBnTb

Bxogauimi IPv4
Forward8443 Mz wan MepeHanpasnATs Ha [lan| nopt 443
B 3TO yCTPOHCTEO , NOPT 8443

Puc. 7-37: Bknagka «MepeHanpasneHne nopToB» CTpaHnLpbl «MexXceTeBoi aKpaH»

B camom Haudasie cTpaHuLbl NpuBeAeHa Tabnmua «MNepeHanpasieHne NopToB» C MEPEUNCIEHNEM YXXE CO3[4aHHbIX
npaBua NepeHanpas/ieHnii NOPToB. Tabnuua MMeeT crieayroLme CTonoLbl:

* «/IMs» — yHUKaNbHOE CMMBO/IbHOE MMS NpaBw/ia NepeHanpasieHnst.

* «COOTBETCTBME» — B JAHHOM CTON6LE NPMBEAEHbI YCNIOBUSA A1 BXOAALLEro Tpaduka, Npy coBNajgeHun Ko-
TOpPbIX AAHHOE NpaBw/Io ByaeT NPUMEHATLCS.

e «[leiicTBMe» — B faHHOM cTonbLe NnpMBeAeHO AeicTBMe, KOTOpoe ByAeT NPUMEHEHO K BXOAALLEMY TpaduKy
(agpec 1 nopT ycTpoiicTBa, Kyaa byaet nepeHanpasnsTbCs Tpadmk Npy NPUMEHEHUN AaHHOTO NPaBuia).

o «BKMOUNTL» — MO3BOJAET BK/IOUUTL MW OTKIHOUNUTL AaHHOe npasuio. Ecnv npasnio BbIKIHOYEHO, TO OHO
He ByAeT NPUMEHSITLCA K BXOAALEMY TpaduKy.

7.5.3.1 MNMopspoK NpUMeHeHNs NpaBuI NepeHanpasfeHusi NOPTOB

MpaBuna nepeHanpasieHns IPUMEHSIOTCS B TOM Nopsiake (CBEPXY BHW3), B KOTOPOM OHW yKasaHbl B TabnuLe.
[lns usmeHeHMa nopaaka npasun npegHasHadeHa KHomka «=» (CM. PUCYHOK 7-37), NO3BOAIOLLSA NePeMecTUTb
COOTBETCTBYIOLLIEE NPaBU/IO B TabNNLE.

7.5.3.2 PepakTupoBaHue npasus nepeHanpasneHnsa NnopToB

[na pefakTnpoBaHus npasun nepeHanpasieHns NopToB HEOOXOANMO HaXaTb KHOMKY «3MEHUTb» (CM. pucy-
HOK 7-37), pacrnofioXeHHy0 B CTPOKe COOTBETCTBYIOLLEro npasuna. Npu aToM OTKPOETCA BCNbIBAOLLEE OKHO Ha-
CTPOEK Npasua nepeHanpasneHns NopToB, Kak NoKasaHo Ha pucyHke 7-38.
JaHHoe OKHO pa3feneHo Ha [Be BKNaLKu:

» «O6Lwpe HacTpolikm» (cMm. pasgen 7.5.3.2.1);

e «JlonosHUTENbHbIE HACTPOMKMY» (CM. pasaen 7.5.3.2.2).
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MexceTeBoii 5KpaH - MNepeHanpaBneHne nopToBs - Forward8080

OfLuMe HAcTPORKK | [LONONHMTENBHBIE HACTPORKK
HasgaHwe Forward8080
MpoTokon TCP Upp v
30Ha UCTOUHMKE wan wan: . v

BHeLWHHIA NopT 8080

30Ha Ha3Ha4yeHuA lan lan: 2% &b redu: g% M

BHYTpeHHuit IP-agpec v

BHYTpeHHHiA nopT 80

Puc. 7-38: OKHO HacTpoek NpaBu/ia nepeHanpasieHnsi MOPTOB MEXCETEBOTO 3KpaHa

7.5.3.2.1 Bknagka «OGLiMe HaCTPOMKu»

BHewHwuii Bug, BKNagkn «O6Lme HacTPOoLiKM» NoKasaH Ha puUcyHke 7-38.

Ha gaHHoli BKnagke JOCTYMHbI 4151 peAaKTMPOBaHWs CefytoLliye HacTPORKu:
* «/IMsI» — yHUKa/IbHOE CUMBO/ILHOE UMS NpaBuna.

* «[poTOKO/M» — BbIGOP NPOTOKO/OB AJ1s NpaBuia. Bo3aMoXeH BbIGOp OAHOI0 W/ HECKO/TbKMX MPOTOKO/I0B
3 CrieaytoLLEero cnncka:

o «/1060» — NGO NPOToKOo/. Mpu BbIGOPE AAHHOTO BapuaHTa, APYrue NpoTOKO bl BbIGPATh HEMb3S;
o «UDP»;
o «TCP»;:
o «ICMP>»;
° MOMNb30BaTENLCKMNIA (TPON3BO/ILHOE UMSI MPOTOKONA).
B 3aBucumocTu ot Bb|6paHHOFO NPOTOKONa Ha60p npo4Ynx HaCTpPoEK MOXET HECYLLLECTBEHHO MEHATLCA.
* «30Ha UCTOYHMKa» — BbIGOP 30HbI UCTOUHVKA TpaduKa Ana npasuna.

* «BHeLWHW NopT» — NO3BONSET OrpaHNUNTb MPYMEHEHUE NpaBuia 4718 BXOAALWMX MOAKIHHYEHUIA Ha yKa3aH-
HbI MOPT MMM AManasoH NopToB. [JaHHas HacTpoiika AocTynHa Tosbko ans UDP 1 TCP npoTokonos.

* «30Ha HasHauYeHVs1» — BbIGOP 30HbI Ha3HauUeHus (NepeHanpasneHns) Tpadvka 415 npasusa.

» «BHyTpeHHWii IP-agpec» — BblboOp |P-agpeca Ans nepeHanpasfienHnst Tpaduka. Tpaduk npaeuna Gyaet ne-
peHanpaBAsaTbCA Ha ykasaHHbIi |P-agpec.

* «BHyTpeHHWi1 nopT» — BbIGOP NopTa AN18 NepeHanpasieHns Tpadmka. Tpadomk npasuna 6yget nepeHanpas-
NSITbCS HA YKa3aHHbI NOPT BHYTPeEHHero IP-agpeca. [JaHHas HacTpoiika gocTynHa Tosbko ans UDP n TCP
MPOTOKO/I0B.

7.5.3.2.2 Bknagka «[onosiHuTesibHble HACTPOKU»

BHewHwuii Bug, BKNaakn «lonofHnTeNbHble HACTPOLKM» MoKa3aH Ha puUcyHke 7-39.

Ha gaHHoli BKnagke [OCTYMHbI A5 peAaKTMPOBaHWs cefytolime HacTPORKu:
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O6LUMe HACTPORKKM | [1ONONHUTENBHLIE HACTPOMKK

MAC-agpec nCcTouHMKa v

IP-agpec UCTOYHKMKA v

MopT MCTOUHWKE

BHelwHuid IP-agpec v

BrniounTh NAT Loopback

IP-agpec ucTounuka netnm (Loopback) MCnonb30BaTh BHYTPEHHWI IP-afpec v

CooTEETCTEME NOMOLHUKY v

CoOTBETCTBME METKKW

CooTBETCTBME MO OrpaHUyeHnAM v

JonoNHWTENbHbIE apryMEHTbI

Puc. 7-39: OkHO HacTpoek npaBwna nepeHanpaeieHnsi NOPTOB MEXCETEBOrO aKkpaHa. Bknaaka «onosHUTeNbHbIE HACTPOKN

* «MAC-afpec UCTOUYHMKa» — MO3BOSSAET YKa3aTb O4MH U HECKONbKO MAC-aapecoB UCTOYHMKA Tpadmka
ana npasuna. Ecnu MAC-afpeca 3afaHbl, TO Npasuio 6yAeT NPUMEHATLCS TOLKO /15 BXOAALLEro Tpaduka
OT yka3aHHbIXx MAC-afpecos.

* «|P-agpec ncTo4yHuka» — nNo3BOMIAET yKasaTb OAVH UM HECKOSbKO |P-afipecoB NCTOUYHKKA Tpadvka ons npa-
Buna. Ecnu IP-agpeca 3afaHbl, TO NpaBuio 6yaeT NPUMEHATLCSA TONbKO A1 BXOASLLEro Tpadumka oT ykasaH-
HbIX IP-agpecos.

o «opT UCTOYHMKa» — MO3BOJIAAET YKa3aTb NOPT WU Ananas3oH NopTOB UCTOYHMKa Tpadmka ansa npaswna. Ec-
11 3TOT NapameTp 3afaH, To NPaBu/Io ByAeT NPUMEHATLCA TOMbKO A1 BXOAALLEro Tpadmka oT yKa3aHHOro
nopra uaun avanasoHa nopToB YCTPONCTBA UCTOYHMKA Tpadmka. JaHHas HacTpolika 4OCTyMnHa TOMbKO A1
UDP 1 TCP npoTOKO/O0B.

* «BHelwHWIi IP-agpec» — N0O3BONSET OrpaHMYnUTbL NPYMEHEHVe NpaBnia As BXOAALWMX NOAKNIOYEHW Ha yKa-
3aHHbIN [P-agpec. Ecnu He 3aaaH (3HauveHne «1t060ii»), TO NpaBuIo NPUMEHSIETCA K BXOAALLMM NOAKIYEHN-
sIM Ha Bce |IP-agpeca ycTpoiicTBa.

o «Bknountbe NAT Loopback» — BkIOUUTL 4518 faHHoro npasuna texHonornio NAT Loopback [23].

JaHHasa TeXHOM0rvA NO3BOMISAET CUATATL NaKeT, NpULLEALni N3 BHYTPEHHER CeTU Ha BHeLWHWi IP-agpec
YCTPOICTBA, KaK NakeT npuLleaLwmnii nssHe. TakuMm 06pas3om, A1 Takoro naketa paboTatoT npasuia bpaHa-
Mayapa, OTHOCALIMECA K BHELUHUM COeUHEHNAM.

Mpu BKNKOYEHMM JAHHON HACTPOWKN NOSIBASETCA AONOHMTENbHAsA onuus «IP-agpec NcTovHuka netnm
(loopback)», npy nomoLLy KOTOPO MOXHO BblGpaTh Kakoi |IP-agpec 6yaeT Ncnonb3oBaTcs /15 OTPaXEHHO-
ro Tpacuka — BHYTPEHHUI UV BHELLHWIA.

» «COOTBETCTBME NMOMOLLHMKY» — HACTpOIiKa NO3BO/SIET YKa3aTb KOHKPETHOIO MOMOLLHMKA OTC/IEXMBaHUS CO-
eauHeHuii (conntrack).

» «COOTBETCTBME METKM» — HACTPOIiKa NO3BOJIAET yKasaTb METKY WU AyanasoH METOK MeXCETeBOro akpaHa
[UNsi COOTBETCTBUSA Tpadiuka npasusa.
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» «COOTBETCTBME MO OrpaHNYEHNSIM» — HACTPOIKa OrpaHMYMBaEeT conocTaB/eHne Tpaduka ykasaHHO ckopo-
cTun.

¢ «JlonosHUTENbHbIE apryMeHTbI» — MO3BOJISAET yKa3aTb AOMNO/HUTENbHbIE apryMeHTbl 418 KoMaHab! iptables.
7.5.3.3 [loGaBneHne npaBun nepeHanpas/eHs NOPTOB
[nsa nobasneHus HOBOro Npasua nepeHanpasneHns NOpToB NpegHas3HaveHa KHomnka «[Jo6aBnTby», pacnosno-
YXEHHas CHU3Y Tabnmubl NnepeHanpasieHns NopToB (CM. PUCYHOK 7-37). Tpy 3TOM OTKPOETCA BCMN/bIBaOLLEE OK-

HO pefakTMpOoBaHUA NapaMeTpoB Npasuna, Kak v Npyu n3mMeHeHnn (pefakTMpoBaHnn) CyLLLECTBYIOLLEro npasuia
(cm. pasgen 7.5.3.2).

7.5.3.4 YpaneHve npasun nepeHanpassieHUs NopToB

[ns yaaneHus npasuna nepeHanpas/ieHnsi NOPTOB NpeAHa3HauYeHa KHoMKa «YAanuTb» (CM. pucyHok 7-37), pacno-
JIOXEHHasi B CTPOKe COOTBETCTBYIOLLEro NpaBuna.
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7.5.4 MpaBuna ana Tpacpuka

YnpaBneHve npasuiamu 4ss Tpadrka MexXceTeBoro akpaHa oCyLLeCcTB/ISeTcs Ha Bkaake «Mpasuna ans Tpadgm-

Ka» cTpaHuubl «MexceTeBoi akpaH» (CM. pUCYHOK 7-40).

¢ @

&
\V

@ plc210 - NMpaewna gna tpadme: X | +

- O

Y

O £ 1721 6.0.1/cgi-bin/lud/admin/network/firewall/rules

. @ty

mn @ &

He NpUHATLIE H3MEHEHHA: 14

CocToAHUE b

CucTema b

MK »

CnywGbl ¥

Ceto ¥
WHTepdeiich
DHCFP w DN3
WmeHa xocToB
CTaTMyeckue MapLupyTbl
MesceTeBod akpaH
LuarHocTuka

CraTucThka b

BoiATi

plc2l0

OBLUMe HACTPOKHKK

TNepeHanpaBneHue NopToB

Me)XceTeBoil aKpaH - MpaBuna Ana Tpaduka

Mpaeuna gna Tpadmka

MNpaBuna AnA Tpaduka

MpaBuna NAT

lMonb30BaTENbCKWE NpaBUNa

ONUTHKY NDOXOXAEHHA NAKETOB MEX Y Pa3HbiMW 30HaMH, HanpUMED, 3anpeT Tp ET,L%E MEXLY HEKOTOPbLIMH XOCTaMKU

Allow-DHCP-Renew

Allow-Ping

Allow-1GMP

Allow-DHCPV6

Allow-MLD

Allow-ICMPv6-Input

Allow-ICMPvé-Forward

Allow-IPSec-ESP

Allow-1ISAKMP

Allow-Modbus-TCP

CooTBeTCTEME

BxoasAwwii IPv4, npotokon UDP
Mz (wan
B aT0 ycTpoHcTEO , NOpT 68

Bxogawwi [Pv4, npotoken ICMP
W3 (wan
B 370 ycTpoAcTS0

Bxogswwmit [Pv4, npoTokon IGMP
Wz (wan
B 370 yCcTpoHCTSD

Bxogawwmi [Pv6, npoToken UDP

Wz [wan|, IP-agpec fc00:/6

B 310 yocTposicTso , IP-aapec fc00::/6, nopt
546

BxoAfAwwmit IPv6, npotokon ICMP
Wz [wan|, IP-appec fe80:/10
B 870 yCcTpoHCTEo

Bxogswmit IPv6, npoTokon ICMP

Wz (wan

B 370 yCcTpoHCTSD

OrpaHuueHue 4o 1000 NaKETOE B CekyHAa

NMepenanpaenexne [Pvé, npotokon ICMP
W3 (wan

B no0an soHa

OrpaHuuerue o 1000 NaKeToB B cekyHaa

NepeHanpaenexue IPv4 1 IPvE, npoTokon
IPSEC-ESP

W3 (wan

Blan

MepeHanpaenexue [Pv4 W IPV6, npoTokon
UbDr

W3 (wan

B lan , nopt 500

BxopAawwui IPv4 w IPv6, npotokon TCP
W3 (wan
B aTo0 ycTpoicTso , NopT 502

OeiicTENe

Pa3spewnTs BXOAAWMIA Tpadmk

PaspelmTs BXOAALWMIA Tpaduk

PaspewwnTs BXOAALMIA Tpaduk

PaspelmTs BXOAALWMIA Tpaduk

PaspelnTs BXOAAWWA Tpaduk

Pa3pelnTs BXOAAWMIA Tpaduk

PaspeinTs NepeHanpaBnAEMbIil
Tpatmk

Pa3peiwnTs NepeHanpaenAeMblid
Tpatuk

PaspewnTs NepeHanpaenAembii
Tpaduk

Pa3pewnTs BXOAAWMIA Tpaduk

BRNOYUTL

1 il 1 1l il 1 1l 1l il 1l
< < < < < < < < < <
B = = B b2 = = B = B
w [ W w [ W [ w -] w
a = a a a =] = a = a
H 5 H H H H 5 H 5 H
E| E| E| E| E| E| E| E| 3 E|
@ G T E @ G G E G @

Puc. 7-40: MpaBuna gnsa Tpadinka MexceTeBoro akpaHa

Ha cTpaHuue npvBeaeHa Tabnuua «MpaBunia ana Tpadukas» ¢ NEPEUNCIEHNEM YXXe CO34aHHbIX NPaBu ANs Tpa-
dvka. Tabnuua nMeeT crnegytowime cTonobLbl:

¢ «/IMA» — yHUKas/IbHOE CMMBOJILHOE NMSA Npasuna.

¢ «COO0TBETCTBME» — B JAHHOM CTOJ'I6LI,e npueegeHbl ycnosusa and sxoadulero Tpa(bI/lKa, npu coenageHnmn Ko-
TOpPbIX AaHHOE npaBu10 6y,qu NPUMEHATLCA.

* «[lelicTBue» — AeiicTBME, NPpUMEHSEMOE A1 Tpadvka 4aHHOTO NpaBuna.

¢ «BKNOUNTb» — MO3BOMAET BKNHOUNTL UAN OTK/OUUTL AaHHOEe npasusio. Ecnuv npasuio BbiK1HOYEHO, TO OHO

He GYAeT NPUMEHATLCS K BXOASALLEMY TPaCUKY.
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7.5.4.1 MopAaaoK NpMMeHeHNA npaBua ANA Tpaguka
Mpasuna gnsa Tpadumka NpUMEHSIOTCS B TOM Nopsike (CBepXy BHWU3), B KOTOPOM OHY YKasaHbl B Tabnuue. Ans

M3MeHeHUa NopaaKka npasu npegHasHadeHa KHomKa «=» (CM. PUCYHOK 7-40), No3BoAI0LLSA NepeMecTUTb COoT-
BETCTBYHOLLEE NPaBuIo B Tabnuue.

7.5.4.2 PepakTupoBaHue npasun ana tpacpuka

[na pepakTyposaHus npasuna 411 Tpadmnka HeobxoAMMO HaxKaTb KHOMKY «/I3MeHUTb» (CM. pUCYHOK 7-40), pac-
MOJIOXEHHYIO B CTPOKE COOTBETCTBYHOLLIEro npasusia. lNpy 3ToM OTKPOETCA BC/IbiBalOLee OKHO HACTPOEK npasu/ia
AN Tpadinka, Kak nokasaHo Ha pucyHke 7-41.

MexceTeBoil 9KpaH - lpaBuna gna TpadguKa - Allow-DHCP-Renew

O61IME HACTPOIKK | [IONONHUTENEHbIE HACTPOHKM | BpemeHHbie OrpaHU4EHUA

Haseauwue

MpoTokon

30Ha UCTOYHKMKE

Allow-DHCP-Renew

uppP

wan wan: "

A,u,pec WCTOYHHWKE v
TMopT MCTOUHKKE
3oHa HasHaueHWA YcTpoiicTeo(8B0/T) .
Appec HasHaueHWA .
MopT HasHaueHuA 68

LeiicTeMe NDUHUMATD v

Puc. 7-41: OkHO HacTpoek npasuia A1 Tpadinka MexXceTeBoro akpaHa

OKHO HacTpoek pa3bnTo Ha HECKOSIbKO BKIAZOK:
e «O6LMe HacTpoikn» (cM. pasgen 7.5.4.2.1);
* «JlONO/THUTENbHbIE HACTPOMKM» (CM. pasaen 7.5.4.2.2);
¢ «BpemeHHble orpaHuyeHmnsa» (cm. pasgen 7.5.4.2.3).

7.5.4.2.1 Bknagka «OGLiMe HACTPOMNKU»

BHewwHwWii BUA BKnagkn «O6LLMe HACTPOMKM» NoKasaH Ha pucyHke 7-41.

Ha pgaHHol BKnagke [OCTYMHbI 4151 PeAAKTMPOBaHWS CriefytoLive HacTPORKu:
o «/IMsI» — yHUKaNbHOE CUMBO/IbHOE UMS Npasuna.

* «[poToKOoN» — BbIGOP NPOTOKOMOB A/1 NpaBuia. Bo3MoXeH BbIGOP OAHOMO UM HECKOMBbKMX MPOTOKO/0B
13 CrieayHoLLEero cnuecka:

o «1K060Ii» — 11060 NPoToKo. Mpu BbIGOpE AAHHOTO BapuaHTa, Apyrue NpoToKosbl BbibpaTb HENMb3s;
o «UDP»;

o «TCP»;

o «ICMP»;

o «IGMP»;

o «|PSEC-ESP»;

° M0Mb30BaTeNbCKNI (MPOU3BOILHOE UMS MPOTOKO/A).
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B 3aBucumocTu ot Bbl6paHHOFO npoToKona Ha60p npo4nx HaCTPoeK MOXXET HeCYyLLeCTBEHHO MEHATbLCA.

* «30Ha NCTOYHMKa» — BbIGOP UCTOYHMKA Tpadmka Ansi npaBuna. Kpome KOHKPETHOM 30HbI BO3MOXHO yKa3aTb
crnefyowme BapuaHThbl:

> «YCTPOICTBO» — /11060i nexopawwmii Tpacuk Ha itobom IP-agpece ycTpoicTBa;

o «Jltobasi 30Ha» — MCTOYHMKOM Tpadmka 418 AaHHOro NpaBu/ia ABNSAETCH /60 BXoAALMiA Tpadiuk
OT /11060ro xocTa N0 30HbI MEXCETEBOIO 3KPaHa.

¢ «AOpec NCTOYHWMKa» — MNO3BOJISAET yKa3aTb OAMH UM HECKOJIbKO IP-apecoB ncTovHmka Tpadmka s npa-
Buna. Ecnu IP-agpeca 3agaHbl, TO NpaBu/io ByaeT NPUMEHATLCA TONbKO A4/15 BXOAALEro Tpadiuka oT yKkasaH-
HbIX |P-afpecos.

e «[opT UCTOYHMKa» — MO3BOJISAET YKa3aTb NOpT WM Avanas3oH NOPTOB UCTOYHMKA Tpadmka ans npasuna. Ec-
N1 3TOT NnapameTp 3ajaH, To Npasuno ByaeT NPUMEHATLCA TOMBKO A5 BXOAALLEro Tpaduka oT ykasaHHOro
nopTa Wi AvanasoHa NnopToB YCTPONCTBa UCTOYHMKA Tpadinka. [JaHHasa HacTpolika 4OCTynHa TO/bKO 415
UDP n TCP npOoTOKONOB.

* «30Ha HasHa4YeHVs» — BbIGOP Ha3HAUeHNs Tpadvka Ans npasuia. Kpome KOHKPETHO 30HbI BO3MOXHO YKa-
3aTb CneayoLye BapuaHThbl:

o «He onpeaeneHo» — no6oii Tpaduk;
o «YCTPOICTBO» — /11060 NCXOAALWMIA TpadmK Ha Ntoboii IP-aapec yCTpoiACTBa;
o «Jltobas 30Ha» — MO0 ncxoaaLmii Tpadivk Ha /060 XOCT B 1060 30HE MEXCETEBOIO 3KpaHa.

e «Afpec HasHavyeHus» — A/15 Npasu/ NepeHanpaseHns ykasoisaetcs |P-agpec gna nepeHanpasneHuns. Tpa-
vk npaBuna Byaet nepeHanpaenAaTbCA Ha ykasaHHbIV IP-agpec.

¢ «[opT Ha3Ha4yeHns» — O/19 NpaBu NnepeHanpas/eHns yKasblBaeTca NOPT A4J/18 nepeHanpasieHuns Tpaduka.
Tpadhvk npaBuna 6yaeT nepeHanpaBAsaTbCA Ha Yka3aHHbI NOpT agpeca HasHaydeHus. [JaHHas HacTpoiika
poctynHa Tonbko ana UDP n TCP npoToKonos.

» «[leiicTBue» — BbIGOpP AENCTBUSA, NPUMEHSIEMOTO AJ1s BXOASLEro (Mnu nepeHanpae/siemMoro) Tpaduka gaH-
HOro npaBua. Bo3amMoXxeH BbIGOP U3 BapUaHTOB:

o «He obpabarbiBaTb»;
° KMPUHNMATb»;

° «OTBEprarb»;

° «HEe OTC/IEXNBATb»,

o «Ha3HaUYNTb NOMOLLHVKA OTC/IEXUBAHUA COEANHEHNI» — B 3TOM C/lyuae NosiBAseTcsl A4oNoHUTe bHas
onuus «MOMOLLHKK OTCNIEXMBAHNSA», B KOTOPOA HE06X0AUMO BbIGPaTh U3 CNMCKa NMOMOLLHMKA OTCNEXU-
BaHUSI COeAVHEHWI AN Ha3HAYEHNS COOTBETCTBYHOLLEMY Tpaduky;

o «NPUMEHUTbL METKy 6paHaMay3pa» — B 3TOM C/lydae NnosiBAseTCs AONOHUTENbHASA ONUUS «YCTaHOBUTb
METKy», B KOTOPOI1 HEO6X0AMMO yKa3aTb METKY, KOTOPYH TPebyeTCcs yCTaHOBUTD;

o «XOR mMeTka bpaHaMayapa» — B 3TOM Cyvyae NosBs/seTcs gononHutensHasa onumsa «XOR MeTKy», B KO-
TOPOIi HEOBXOAMMO YKa3aTb 3Ha4YeHMe, C KOTOPOM byaeT npon3seaeHa nobutoBas onepaumns XOR Hag
CYLLIECTBYIOLLNM 3HAYEHNEM METKU;

o «DSCP knaccugmkaLus» — B 3TOM C/lyyae NosiBNAeTCs A0NoHuTeNbHasa onuns «DSCP meTka», B KO-
TOpOIi He06X0AMMO BbIGpaTh U3 cnucka 3HavyeHne Tpebyemoilt DSCP meTku.

7.5.4.2.2 Bknagka «[lonosiHuTesibHble HACTPOKU»

BHelHW BuA, BKNaakn «JononHUTeIbHbIe HACTPOMKM» MOKa3aH Ha pUCyHke 7-42.

Ha faHHoI BKnaake AOCTYNHbI A8 peAakTUpoBaHus criefytolime HacTpoiku:

» «COOTBETCTBME YCTPOICTBY» — HACTPOKa NO3BOMSIET MPUBA3ATb NPABUIO K KOHKPETHOMY BXOASILLLEMY NN
NCXo[sALEMY CETEBOMY YTCPOCTBY. [Mpu BbiGope 3HaveHust «Bxogsiiee ycTpoiicTBO» unn «lcxogsiiee
YCTPOICTBO» NOSABMSETCA A0NOHMTENbHAA HacTpolika «/Ms ycTpoiicTBa», B KOTOPOI HE0OGX0AMMO BbliGPaThb
KOHKPETHOE YCTPOIACTBO.
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O6LUME HACTPONRKK | JIOMONHUTENBHBIE HACTPOMKK | BpeMeHHbIE OrpaHuYeHuUs

COOTBETCTEWE YCTPONCTBRY HE oMpefeneHo ~
Wcnonb3oeath MpoTOKON Tonbko IPv4 i
MAC-agpec UCTOYHKMKE v
COOTBETCTEME NOMOLLHUKY v
COOTEETCTEME METKM
CooTteetcTBue DSCP -
COOTEETCTEME NO OrPaHMYEHUAM v

JononHuTentsHble apryMeHThb

Puc. 7-42: OkHO HacTpoek nNpaBuna gns Tpagmka MexXceTeBoro akpaHa. Bkiaaka «[onosHUTENNbHbIE HACTPOMKIN

COOTBETCTBME YCTPOWHCTRY Bxogslles yCTPOACTBO ~

Wmsa ycTpoiicTea 2% br-lan "

Puc. 7-43: HacTpoiika npuBsA3ky npaBu/ia K KOHKPETHOMY CETEBOMY YCTPOCTBY

Mpwy BbIOOPE 3HAYEHNS «HE ONpPedeneHo» NPaBuU/Io He ByAeT NPUBSA3aHO K KAKOMY IN60 KOHKPETHOMY CETEBO-
MY YCTPOWCTBY.

* «lIcnonb3oBaTtb NPOTOKO/» — BbIGOP Bepcuii IP-npoTokosa 415 AaHHOro npaBuia. Bo3MoxeH BblGop 13 Ba-
pVaHTOB:

o «TONbKO IPv4»;
o «TOJIbKO |PV6»;
o «|Pv4 n IPv6».

» «CootsetcTBOBaTh ICMP Tuny» — BbI6GOP TMNOB ICMP nakeToB, A/19 KOTOPbIX AaHHOe npasunio ByaeT npume-
HSATbCS. HacTpoiika gocTynHa To/bKo B c/lyyvae Bblbopa ICMP npoTokona.

* «MAC-afpec UCTOUYHMKa» — MO3BOSSAET YKa3aTb OONH UM HECKONbKO MAC-aapecoB UCTOYHMKA Tpadmka
Ans npasuna. Ecnn MAC-azpeca 3aZiaHbl, TO NpaBuio ByaeT NPUMEHATLCA TOMNBbKO ANS BXOAALLEro Tpadmka
OT yka3aHHbIXx MAC-afpecos.

» «COOTBETCTBUE NOMOLLHUKY» — HACTPOIKa NO3BO/ISET yKa3aTb KOHKPETHOTO MOMOLLHVKA OTC/IEXNBAHUS CO-
eanHeHnin (conntrack).

» «COOTBETCTBME METKM» — HACTPOIiKa NO3BO/IAET yKasaTb METKY UM Anana3oH METOK MEeXCETEBOro akpaHa
[LNs1 COOTBETCTBUA Tpadika npasusa.

» «CootBeTcTBME DSCP» — HacTpoiika no3BonseT ykazatb DSCP MeTKy C KoTopoii 6yeT Npon3BoAnTLCS CO-
nocTaB/neHve Tpadvka A5 npasusa.

¢ «COOTBETCTBME MO OrpaHNYEHUAM» — HaCTpOIZKa orpaHn4ymBaeT conocrtaB/ieHne Tpa(pI/IKa yKaBaHHOVI CKOpoO-
CTW.

* «[loNoSHATESIbHbIE apryMEHTbI» — MO3BOMSET YKa3aTb A0MNO/HATE/bHbIE apryMEHTbI A1 KOMaH bl iptables.

7.5.4.2.3 Bknagka «BpemeHHble opraHnyeHus»

BHewHwuii Bug, BKNaakn «BpemeHHble opraHnyeHns» nokasaH Ha pucyHke 7-44.
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O6LMe HACTpoAkKM | [lONONHMTENBHBLIE HACTPORKKM | BpemedHble orpaHMYeHna
OHW Hegenu v
[OHW mecAua v
Bpema Hauana (44.Mm.cc)
BpemA OKOHYaHWA (44.MM.CcC)
[NaTa Hauana (rofi-Mec-feHb)
[laTa OKOHYaHWA (rof-Mec-aeHb)

Bpema UTC [

Puc. 7-44: OkHO HacTpoek npasuna ans Tpadmka MexceTeBoro akpaHa. Bknagka «BpemeHHble opraHuyeHus»

Ha faHHoi1 Bknagke AOCTYNHbI 415 peAakTUpoBaHus criefyiolime HacTpOiku:

* «[IHN Hefenn», «AHU MecsiLla» — Mo3BOJISIET yKa3aTb AHWU HEAENV WWIN AHN MecsLa, B KOTopble AaHHoe
NPaBUIOo JO/MKHO NMPUMEHSTLCA. ECIM AaHHble HACTPOIKM yKasaHbl, TO NPaBuio ByAeT NPUMEHATLCS TOMbKO
B YKa3aHHble AHM.

* «Bpems Havana», «BpeMsi OKOHYaHWs» — MO3BOSISET yKa3aTb BPEMS Hayasla U OKOHYaHWsA AelCcTBUSI NpaBu-
na. Ecnv paHHble HacTPOIiKM ykasaHbl, TO MPaBWIo GyAeT NPUMEHSATLCA TOMbKO B YKa3aHHbI nepuog Bpeme-
HU.

* «[laTa Hayana», «Aara OKOHYaHUsI» — MO3BOJISET yKasaTb AaTbl HAYasa U OKOHYaHWS AeiCcTBUS npaBuna.
Ecnn gaHHble HACTPOWKK yKasaHbl, TO MPaBuUI0 GYAEeT NPUMEHSATLCS TONbKO B YKasaHHbI nepuog, Aar.

* «Bpems UTC» — ecnu gaHHas HacTpolika BK/IOYeHa, TO BpeMs AeicTBus npasuna ykasbisaetca B UTC.
B npoTBHOM Ccnyyae Bpems yKasblBAETCS B JIOK&/IbHOW BPEMEHHO 30HeE.

7.5.4.3 [o6aBneHune npaBun ansa tpaduka
[na nobasneHns HoBOro npasuna 41a Tpaduka npefHasHavyeHa KHorka «JobaBuTb», pacrnosioXeHHas CHU3Y

TabnULpbl NpaBu 4N Tpaduka (CM. pucyHok 7-40). Mpyu 3TOM OTKPOETCS BCM/IbIBalOLLEE OKHO PEAAKTMPOBaHMS
napaMeTpoB Npaeuna, Kak v npu U3MeHeHnn (peJakTMpoBaHnn) CyLLecTByloLLEero npasuna (cM. pasaen 7.5.4.2).

7.5.4.4 YpaneHue npasun gnsa Tpacduka

[ns ynaneHnus npaeuna gnsa tpaduka npegHasHauyeHa KHomnka «YAannTb» (CM. PUCYHOK 7-40), pacnonoxeHHast
B CTPOKE COOTBETCTBYHLLEro NpaBuia.
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7.5.5 MpaBuna NAT

Mpasuna NAT no3BONSIKOT TOYHO KOHTPOMNPOBATL |P-afgpec CTOYHMKA B UCXOASALLEM UK NepeHanpaBnseMom
Tpaduke.

YnpaBneHve npasunamy NAT MeXCceTeBOro akpaHa ocyLlecTBnaeTca Ha Bknaake «lMpasuna NAT» cTpaHuLbl
«MexceTeBoW akpaH» (CM. PUCYHOK 7-45).

& plc210- Mpasuna NAT- Lucl X | =+ - O *

<« ¢ Q © £ 172.16.0.1/cgi-bin/lud/admin/network/firewall /snats hhld w I @ @I

GBI :

CocToAHKe b plc210

Cucrema b
O6ime HacTpoiikM | MMepeHanpaBnedve noptos | Mpasuna ans Tpadwmka | Mpaeuna NAT | TMonb30BaTeNbCKUE NpaBuna

nnK »

MexxceTeBoM aKpaH - MpaBuna NAT
Cnyw6Bbi b

Cemb ¥

- Mpaenna NAT
WUHTepdeiico
DHCP 1 DNS Hma CooTBeTCcTEHE DeiicTEne BRIOYHTB
" MepeHanpasneHue IPv4 = m
MERE XOETOR NAT- Wz mobaA 30Ha , IP-agpec ABTOMATHYECKH Mepe3anucbisaTs IP-agpec -
Test 192.168.0.10 MCTOYHMKE
CTaTUYECKHE MAPLLPYTbI [oREIE ¥panuts

B (lan
MexceTeBoR aKpaH
Lobaeute

LMarHocTuka

CTaTucTHka b
COXPaHUTb 1 MPUMEHWTD v [ CoxpaHutb

BbIdTH

Puc. 7-45: MNMpasuna NAT MeXCeTeBOro akpaHa

Ha cTpaHuue npusegeHa Tabnuua «lMpasuna NAT» ¢ nepedunciieHmem yxe cosfaHHbix npasun NAT. Tabnuua
MMeeT crieflytowme cTonobLbl:

* «/IMSI» — yHUKanbHOEe CMMBO/IbHOE UMS Npasuna.

+ «COOTBETCTBME» — B JAHHOM CTON6LE NpMBELEHbI YCNOBUSA A5 Tpaduka, Npu coBNafeHUn KOTOPbIX AaH-
Hoe npaBuio 6yaeT NPUMEHATLCS.

» «[leiicTBue» — felicTBue, NPUMEHsiIEMOe /1 TpadmKa JaHHOro npasuna.

o «BKMIOUNTL» — MO3BOJISET BK/IUUTL WU OTKIHOUNTL JaHHOE NpasBuio. Ecniv npaBnio BbIK/IKUYEHO, TO OHO
He ByaeT NPUMEHSATLCA K Tpadmky.

7.5.5.1 MNMopsapaok npumeHeHus npasun NAT

Mpasunia NAT NpuMeHsIoTCS B TOM nopsike (CBepxy BHU3), B KOTOPOM OHM yKkasaHbl B Tabnuvue. 19 nsmMeHeHus
nopsigka npasun npefHasHayeHa KHoMmKa «=» (CM. PUCYHOK 7-45), N03BO/IAOLLA NEPEMECTUTL COOTBETCTBYIOLLEE
npasuio B Tabnuue.

7.5.5.2 PepaktupoBaHue npasun NAT

[na pepaktnpoBaHus npasuna NAT HE06X0AMMO HaXaTb KHOMKY «/I3MEeHUTb» (CM. PUCYHOK 7-45), pacnonioxeH-
HYIO0 B CTPOKE COOTBETCTBYIOLLLEro npasuna. pn 3ToM OTKPOETCA BCNJibiBaloLLee OkKHO HacTpoek npasuna NAT, kak
nokasaHo Ha pucyHke 7-46.
OKHO HacTpoek pa3buTo Ha HECKOSIbKO BK1aoKk:

* «O6LUMe HacTpoikn» (cM. pasgen 7.5.5.2.1);

e «JlonoMHUTENbHbIE HACTPONKM» (CM. pasgen 7.5.5.2.2);

* «BpemeHHble orpaHuyeHmnsa» (cm. pasgen 7.5.5.2.3).
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MexceTeBoil akpaH - NMpasuna NAT - NAT-Test

O6LUMe HACTPOMKW | J1ONONMHUTENBHbIE HACTPOWKK | BpeMeHHble orpaHUYeHUnA

HaseaHue NAT-Test

MpoTokon  MoGoil v
McxoaAuwan 3oHa lan lan: g 50 redu: ot v
Appec WCTOUHMKE 192.168.5.100 (00:17:9A:78:FF:5B) -
Appec HasHaueHWA .
DeiicTaue MASQUERADE — aBTOMaTUYECKH NepenuchiBaTh Ha IP-apec WCXONALIEro WHTepgeiica |

Puc. 7-46: OkHo HacTpoek npasuna NAT MeXCceTeBoro akpaHa

7.5.5.2.1 Bknagka «OGLiMe HACTPOWKU»

BHewHnin BnA BkNagkn «O6LLMe HACTPOMKM» HacTpoek npasua NAT nokasaH Ha pUCYHKe 7-46.

Ha paHHOI Bknagke [OCTYNHbI AN peAaKTUPOBaHWSA CleayoLe HacTPOKM:
* «l/IMs1» — yHUKaNIbHOE CMMBOJ/IbHOE MMSI NpaBuia.

* «[poToKon» — BbIGOP NPOTOKOMOB A1 NpaBuia. Bo3aMoxeH BbIGOP OAHOMO UM HECKOMbKMX MPOTOKO/I0B
13 CrieaytoLLEero cnmneka:

o «11060i» — 11060 NpoToKo. Mpu BbIGOpE AaHHOTO BapuaHTa, Apyrue NpoToKosibl BbibpaTb HENb3s;
o «UDP»;
o «TCP»;
o «ICMP>»;
° M0Mb30BaTeNbCKNI (MPOU3BOMBLHOE UMSI MPOTOKOA).
B 3aBMCUMOCTU OT BbIGPAHHOTO NPOTOKO1A HABOP NPOYMX HACTPOEK MOXET HECYLLLECTBEHHO MEHATBLCS.

* «Mcxomsawas 3oHa» — BbIGOP NcxopsLeit 30HbI ANna Tpaduka npasuna.

* «AJpec NCTOYHMKa» — yKa3aHne COOTBETCTBMSA afpeca NCTOYHMKA NepeHanpasnsemMoro Tpadvka.

* «AJpec Ha3HaYeHUs» — yKasaHne COOTBETCTBUSA afpeca Ha3HaYeHUs nepeHanpasnsemoro Tpaduvka.

» «[leiicTBue» — BbIGOP AeiCTBUA, NPUMEHSIEMOrO A/1a Tpaduka AaHHOTo NpaBuia. Bo3MoXeH Bbi6op 13 Bapu-
aHTOB:

o «SNAT» — nepesanucb IP-agpeca NCTOYHMKA Ha YKa3aHHbI. [py BbiIbope AaHHOro AeNCTBUS NOSABNSET-
€A [ONONHUTENbHAsS HACTPOiiKa «IP-agpec Ans nepesanucus», rae He06xoAUMO yKasaTb nepesanucbiBae-
MOe 3HayeHue |P-agpeca NCTOYHUKE;

o «MASQUERADE» — aBTOMaruyeckas nepesanuco |P-agpeca nctouHvka Ha IP-agpec nexogawero nH-
Tepceiica;

o «ACCEPT» — oTkntounTh nepesanuck IP-afpeca NCTOYHYMKA.

7.5.5.2.2 Bknagka «[lonosiHuTesibHble HACTPOKN»

BHewwHW BuA Bkagkn «onosHUTEMbHbIE HACTPOMKN» NOKa3aH Ha pUCYHke 7-47.

Ha paHHOI BKnagke AOCTYNHbI A5 pefakTpoBaHus crieaytoLine HacTPOoKu:

 «lcxopsiee yCTPOCTBO» — HACTPOiiKa NO3BOMSET NPUBSA3aTh NPaBUI0 K KOHKPETHOMY UCXOASILLEMY ceTe-
BOMY YTCPOIACTBY. MNpK BbIGOPE 3HAUYEHUS «HE ONpeAenieHo» NPaBu/Io He ByAET NPMBSA3aHO K KaKoMy SIM60
KOHKPETHOMY CETEBOMY YCTPOICTBY.
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O61UMe HACTPOHKKM | [IONONHWTENbHbIE HACTPOWKK | BPEMEHHBIE OrpaHNUHEHIA

McxopAlee yeTpoicTE v

CoOTBETCTBME METKKW

COOTBETCTEBME NO OrPpaHUYEHUAM v

JononHWTenbHble apryMeHTbl

Puc. 7-47: OkHo HacTpoek npasuna NAT mMeXceTeBoro akpaHa. Bknagka «[onoHATeIbHbIe HACTPONKN»

» «COOTBETCTBME METKN» — HACTPOIKa NO3BOJIAET yKasaTh METKY UM AMana3oH METOK MEeXCETeBOro akpaHa
[UNs1 COOTBETCTBUSA Tpadiuka npasusa.

» «COOTBETCTBME N0 OrpaHMyYeHUsIM» — HACTPOliKa orpaHMyMBaEeT CONocTaBneHne Tpadgrka yKasaHHO CKopo-
cTn.

* «[lONONHNUTENbHbIE apryMeHTbI» — MO3BOJSIET YKasaTb AONOMHUTENbHbIE apryMeHTbI A1 KOMaHAb! iptables.

7.5.5.2.3 Bknagka «BpeMeHHble opraHuyeHusi»

BHelwHWi1 BUA, BKNaAKn «BpeMeHHble opraHnyeHuns» nokasaH Ha pucyHke 7-48.

O6LumMe HACTPORKKM | JIONONHUTENLHLIE HACTPOMKK | BpeMeHHbIe OrpaHuyeHna
JOHW Heflenw v
IHK MecAla v
BpeMA Hadyana (4u.MmM.cc)
BpemA OKOHYaHMA (Yy.MM.CC)
[ata Hadana (rof-Mec-AeHb)
[aTa OKOHYEHWA (rof-Mec-AeHb)

BpemaUTC [

Puc. 7-48: OkHo HacTpoek npasuia NAT MexceTeBoro akpaHa. Bknaaka «BpemeHHble opraHu4yeHus»

Ha gaHHoli BKnagKe [OCTYMHbI 4151 peAAKTMPOBaHWS CriefytoLiue HacTPORKu:

* «[IHU Hefenu», «AHU MecsiLa» — MO3BOJISIET yKasaTb AHW HEeAEeNV WUan Hn Mecsua, B KoTopble AaHHoe
NPaBuUsIo JO/MKHO NMPUMEHSTLCA. EC/IM AaHHble HACTPOIKM yKasaHbl, TO NpaBuio ByAeT NPUMEHATLCS TOMbKO
B YKa3aHHble AHM.

» «Bpemsi Hayana», «BpeMs OKOHUAHWs» — MO3BOSISIET yKa3aTb BPEMSI HaYasia U OKOHYaHWs AeHCTBUS NpaBu-
na. Ecnu aaHHble HacTPOIKK yKasaHbl, TO NpaBusio GyaeT NPUMeHSTLCS TO/IbKO B YKa3aHHbIN Nepuog BpemMe-
HW.

* «[laTa Hauana», «AaTa OKOHYaHWs» — NO3BOJISET yKasaTb AAaTbl HAYasla U OKOHYaHWA AelicTBMS NpaBunia.
Ecnu faHHble HAaCTPOIAKM yKa3aHbl, TO NpaBwn/Io ByaeT NPUMEHATLCA TOMbKO B YKa3aHHbI nepuog, aar.

* «Bpems UTC» — ecnn gaHHasi HacTpoKa BK/KOYEHa, TO BpeMs AelCcTBMsS npaBuia ykasbiBaetcs B UTC.
B NpoTMBHOM C/lyyae BpPeMs YKa3blBAETCS B JIOKa/IbHOW BPEMEHHO 30HE.
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7.5.5.3 Nlo6aBneHune npasun NAT
[na po6asneHus Hosoro npasuna NAT npefHasHaydeHa KHomnka «[o6aBnTb», pacnonoXeHHas CHU3Y Tabnmupbl

npasun ana tpaduka (CM. pUCyHoK 7-45). Fpn aTOM OTKPOETCS BCMNJIbIBAIOLLEE OKHO PefaKkTUpoBaH/sA napameTpos
npaswuna, Kak u npu n3MeHeHumn (pefakTMpoBaHun) CcyLecTBytoLLero npasuna (cMm. pasgen 7.5.5.2).

7.5.5.4 YpaneHue npasun NAT

Ona ypanenns npasvna NAT npegHasHayveHa KHoMKa «YaanuTb» (CM. PUCYHOK 7-45), pacnofioeHHas B CTpOkKe
COOTBETCTBYIOLLIEro npasuna.

192 /227



Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

7.5.6 MNMonb3oBaTesnibCKUe npasuia

Ha Bknaake «[ofib3oBaTefibCKre npaBuna» HacTPOeK MEeXCETEBOro akpaHa (CM. PUCYHOK 7-49) pacnonoXeHo
nosie BBOAA, B KOTOPOM MOXHO yKa3blBaTb NPOM3BO/bHbIE KOMaH b iptables [5]. JaHHble KoMaHAbl 6yayT aBToMa-
TUYECKM BbINOMHATLCS NOC/e KXol nepesarpy3ku cyx6bl MEXCETEBOrO 3KpaHa C/Ie40M 3a 3arpy3Koii npasun
Mo YMO/UYaHMI0.

@ plc210 - Monssosarensckme np X | 4 - O EY
s —
&« (& Q © & 1721601 Jegi-binflud/admin/network/firewall/custom wee T} m o ® =
vaupm= -
VI
-
CocTosxue b plc2lo
Cuctema b .
O6LLme HacTpOHKKH lMNepeHanpaBneH1e NOPTOB MpaBuna anA Tpadm»(a MpaBuna NAT Monb30BaTENLCKKME NpaBUNa
nnK »
MexKceTeBoil 9KpaH - MNonb3oBaTeNbcKne Npasuna
CnyxGbl ¥
Monb30BaTENbCKUE NPaBUNa NO3BONAKST BbINONHATL NPOM3BONbHbIE KOMaHbI iptables, KoTopble He 0XBaueHbl PAMKaMU MEKCETEROIO 3KpaHa. KomMaHabl
Ceto ¥ BINONHAKTCA NOCNE KaX/A0# Nepesarpysk MEXCETEBONO 3KpaHa, Cpasy Nocne 3arpy3ku Habopa NpaBmn MO YMONUYaHNED.
MuTepdeichl # This file is interpreted as shell script.
# Put your custom iptables rules here, they will
DHCP 1 DNS # be executed with each firewall (re-)start.

# Internal uci firewall chains are flushed and recreated cn relcad, sc
MMeHa XoCToB # put custom rules into the root chains e.g. INFUT or FCRWARD or intc the
# special user chains, e.g. input_wan_rule cor postrcuting_lan rule.

CTaTMUeCcKHe MapLLUPYTbI

MexceTeBOH aKpaH

NuarHocTuka
CoXpaHHTb
CTaTucTHKa b
BobiATH

Puc. 7-49: Nonb3oBarenbCkue npasusia MeXCeTEBOIO 3KkpaHa
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7.6 OnarHocTtuka

Ha cTpaHuue «uarHocTuka» pasgena «CeTb» peann3oBaH MHTepdeic K HeKOTOPbIM ANarHoCTUYECKUM CETEBbIM

yTunmTam:

¢ «[uHr-3anpoc» (cMm. pasgen 7.6.1) — BbINO/IHEHUE NMUHI-3anpoca ykasaHHoro IPv4 nnu IPv6-aapeca (IP-
afipec U AOMEHHOe UMS).

* «TpaccupoBka» (CM. pa3gen 7.6.2) — BbinosiHeHne IPv4 nnn IPv6 TpaccupoBku ykasaHHoro agpeca (IP-
afipec Unn OMeHHOe UMs).

* «DNS-3anpoc» (cm. pasgen 7.6.3) — BbinonHeHne DNS-3anpoca ykasaHHoro agpeca (IP-agpec nin fomeH-

Hoe ums).

* «BHewmHwit IP-agpec» (cM. pasgen 7.6.4) — onpegenexHne BHelwHero |IP-agpeca.

BHewwHuii BUA, cTpaHmnubl «narHocTrka» nokasaH Ha pucyHke 7-50.

° plc210 - Anarnoctuka - LuCl

&« c @

GBI

X |+

© & 1721601 fcgi-bin/luci/admin/network/diagnostics

x4 n @ &

- O X

CocTosHKE b

Cucrema b

nnK »

Cnyxobl P

CeTb ¥
WHTepdeicol
DHCP n DNS
MMeHz XOCTOB
CTaTMUeCKNE MapLIpyTbi
MeskceTesoit akpaH
JlMarHocTuka

CraTvcTika b

BuiiATh

plc210
CeTeBble yTHIUTbI

Munr-sanpoc

WmnA xocTa WWW.OWEN.ru

IPv4 MNMunr-sanpoc

TpaccupoBka

WMA xocTa WWW.OWen ru

IPv4 TpaccupoBka

DNS-zanpoc

Wm#A xocTa WWW.OWen.ru

DNS-3anpoc

BHewHun IP-agpec

OnpegenwTb BHeWHWIA IP-agpec

Puc. 7-50: CTpaHuua «narHoctmka»

[pu BbINO/HEHUYU KaKoW-nmo6o us3 ANarHoCTuK, pesynberar 6y,qu BbIBEEH B TEKCTOBOM BUAE, KaK NOKa3aHO Ha pPu-

CyHKe 7-51.
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MwuHr-sanpoc

MmA xocTa ya.ru

v

IPv4 MnHr-sanpoc

PING ya.ru (87.250.250.242): 56 data bytes

2
64 bytes from 87.250.250.242: seg=0 ttl=49 time=14.680 ms
64 bytes from 87.250.250.242: seg=1l ttl=49 time=14.167 ms3
64 bytes from 87.250.250.242: seg=2 ttl=49 time=13.585 ms
64 bytes from 87.250.250.242: seqg=3 ttl=49 time=13.466 ms3
64 bytes from 87.250.250.242: seg=4 ttl=49 time=13.604 m3

-—— ya.ru ping statistiecs ——
5 packets transmitted, 5 packets received, 0% packet loas

round-trip min/avg/max = 13.466/13.900/14.680 ms

Puc. 7-51: CtpaHuua «uarHoctuka». Nprmep BbiBOAA pe3ynsrara AuarHoCTUKM NUHr-3anpoca

7.6.1 MuHr-sanpoc

BbinonHeHne guarHocTuky NUHr-3anpoca ansa IPv4-agpeca COOTBETCTBYET BbINO/HEHNIO KOMaHAb!:

ping -c 5 -W 1 <agpec>

wv gnsa IPv6-agpeca:

ping6 -c 5 <agpec>

Huxe nprBeféH NpMmep BbiBoAaA YCMELHOro NUHI-3anpoca 415 agpeca ya.ru:

PING ya.ru (87.250.250.242): 56 data bytes

64 bytes from 87.250.250.242: seq=0 ttl=48 time=16.959 ms
64 bytes from 87.250.250.242: seq=1 ttl=48 time=17.029 ms
64 bytes from 87.250.250.242: seq=2 ttl=48 time=17.197 ms
64 bytes from 87.250.250.242: seq=3 ttl=48 time=17.338 ms
64 bytes from 87.250.250.242: seq=4 ttl=48 time=16.608 ms

--- ya.ru ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 16.608/17.026/17.338 ms

7.6.2 TpaccupoBka

BbinosiHeHne TpaccmMpoBku ansi IPv4-agpeca COOTBETCTBYET BbINO/THEHUIO KOMAHABI:

traceroute -q 1 -w 1 -n <agpec>

wiv gna IPv6-agpeca:

traceroute6 -q 1 -w 2 -n <agpec>

Huxe nprBeféH Npumep BbIBOAA YCMELHOM TPacCUpoBKM /151 agpeca ya.ru:

traceroute to ya.ru (87.250.250.242), 30 hops max, 38 byte packets
1 192.168.0.1 0.598 ms

10.82.190.5 2.009 ms

212.232.64.221 2.274 ms

212.232.64.209 0.857 ms

212.232.64.85 0.980 ms

212.232.67.218 1.172 ms

188.65.69.56 0.823 ms

188.65.69.65 1.152 ms

46.19.184.17 1.225 ms

© 00N U WN
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10 46.19.184.5 1.090 ms

11 194.226.100.90 1.319 ms
12 *

13 87.250.250.242 17.069 ms

7.6.3 DNS-3anpoc

BbinonHeHne DNS-3anpoca afgpeca COOTBETCTBYET BbINO/IHEHWIO KOMaHAbI:

nslookup <apgpec>

Hwxe nprBeagH npumMep BbiBoga ycnewHoro DNS-3anpoca Ans agpeca ya.ru:

Server: 127.0.0.1
Address: 127.0.0.1#53
Name: ya.ru

Address 1: 87.250.250.242
Address 2: 2a02:6b8::2:242

7.6.4 OnpepgeneHue BHellHero IP-agpeca

[laHHas koMaHaa BbINOHSAET onpeaeneHne BHeLHero IP-aapeca ¢ ncnosb3oBaHneM cepsuca ifconfig.met. B cny-
yae ycrnewHoro onpegeneHus, 6yaeT BbiBeAEH TEKYLLMIA BHELWHNIA |P-agpec.

! https://ifconfig.me/
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n Cratucrtuka

B pasgene rnaBHOro MeH «CTaTUCTUKa» CoaepXarcs CTpaHuubl ynpas/ieHns 1 MpocMoTpa rpacmkoB CTaTUCTUKK,
NO/YYEHHbIX NPV NOMOLLM CryXo6bl collectd [24].

Collectd — 3710 HebonbLIas cnyxba, KoTopas ¢ 3aaHHbIM UHTEPBAJSIOM COBUPAET CTAaTUCTUKY 06 UCMO/Ib30BaHUN
pecypcoB cuctembl. O6GbEM COOUPaEMbIX AAHHbIX ONpeaensieTcs HAbopoM NAarMHOB (MOAK/IHYAEMbIX MOAYENR).

Ha pucyHke 8-1 npuBefeHa cTpaHuua npocMoTpa rpadmkos CTaTUCTUKU. MpocMoTp rpadinkoB OCyLLECTBSETCA
B pasgene «Ipadukun» pasgena «CtaTtucTmka» rnasHoro MeHio.

Kamgabie 5 cexyHp, w MpUMEHHUTE HHTEPBAN »

& plc210 - Tpadwikn - Luc) X | + i - -
&« c @ © & 172.16.0.1 /cgi-bin/lud/admin/statistics/graphs o @ I 8O0 ® B =
u ~
% lll-ll c ABTOOGHOENEHHE EKIIOYEHD
=
CoctosHue b plc210
»
CueTema CraTucTHKa
nng »
Cnyx6ol ¥

CTaTUCTUKa *

rpadikm CPU | WHTepdeiicbl | 3arpyskacucTeMbl | OnepaTMBHanA NamsATb (RAM)
HacTpoiika - - -
P WuTepdeiicer: brlan | Wutepdeicsr ethl | MHTepdeiics: usb0
BoiATi =
plc210: Transfer on ethil g
. 2
B0 { 1T &
| |
14 118
“ i : : :
A . Lt e rif ; 11 i ; 1 B Bei
o 20 J I I ] ) N L I I JoT T LTI T - I I I- AT jiZt
e petb e e A e VIR P P P P S AR PR P SR AL R e L LR
B e e e e g e g e e S e S g B Mg g A R A R D SR
o NN | ) | 5] I I ) I BN} ) IEREN) 11 | < | (N I
L | Il k¥ | L ) . Nt Ji X L] Lgd LY J ) i b3l Lo
-z0 3ty i s - 1T | i 1y 1 [ |1 f
4T [ = | I [T | | I I |
[ ) I} ) |
_ 11 | |
40 1 |
I )
| |
-&0 | .
i
o025 00: 30 o0: 35 00 40 00 45 o0:s0 0o ss 01: 00 01:05 0110 0115
W Bytes (RX) Aug: 15,4 (ca. S5 0k Total)
O Bytes (TH)  Aug: 15,4 fca. S5 0k Total)
plc210: Packets on ethl g
200 =
€00 0 I Il 4
400 1 \‘ I &
o zo0m 17l il I [ 11l \ [ Tt
= L T L L o e e o e ey e oy
- LTy = [ g o L85 g L B L [= o L8 [ S B oo uoey [= L o =
% ® o m n.r 3 i o S O O o B I I In N w! 00 0 e O e O [ O o I ImN m!
S 1 0 1 81000 0 e 000 0 O YO R A O B A O R 0 O WO B
- Il 5] [T | | = 1]l I | BRI
-400 m J I
-600 1 I I
-800 !
00: 25 00; 30 00:35 00: 40 00; 45 00:50 00:55 01: 00 01:05 01:10 Mi15
W Errors (TR)  Aug: 0.0 (ca, 0.0 Total)
W Errars (RE)  Aug: 0.0 (ca. 0.0 Total)
W Frocessed (R¥)  Aug: 0.2 (ca. B10.7 Total)
@ Processed (TH)  Aug: 0.2 (ca. 610.7 Total)

Puc. 8-1: CtpaHuua npocmoTpa rpadivkos CTaTUCTUKK

8.1 HacTtpoliikm coopa u OTOGPaXXEHUA CTAaTUCTUKN

CTpaHuLa HacTpoek cbopa 1 0TOBpaxeHMs CTaTUCTMKM pacnonioxeHa B nogpasgene «Hactpolika» pasgena «Cra-
TUCTUKa» NaBHOIO MEHIO (CM. PUCYHOK 8-2).
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& plc210 - Hacrpoiika - LuCl

< ¢ @

VIBEEH

x|+

© & 172.16.0.1/cgi-bin/luci/admin/statistics/collectd

R

N O ® 1

CocToRHne b
Cucrema P
nng »
CrymGol b
CeTb #
CTaTUCTHKa ¥
rpadmim
HacTpo#ka

BoliATh

plc2l0

HacTpoi#iku collectd

Hactpoitku collectd | OCHOBHBIE NNATMHbI

Hactpoiiku collectd

CeTeBble NNarkHb!

MnarkiHbl BblBOAA

Wmna xocTa

OcHoBHaA nanka NpUuNoXxeHna

Manka ¢ config ainom

Manka ¢ nnaruxdamu collectd

Wcnonbayembii PID-(aiin

Daiin c onpegeneHmem HaGopa faHHbIX

WHTepean cGopa AaHHbIX

KonuuyecTBO NOTOKOB cﬁopa A8HHbIX

MbITaTeCA ONPeAEnATL NOMHOE UMA XoCTa

Jvar/run/collectd

Jetc/collectd/conf.d

Jusr/lib/collectd

Jvarfrun/collectd.pid

Jusr/share/collectd/types.do

30

Puc. 8-2: HacTtpoliiku c6opa 1 0To6paeHnss CTaTUCTUKN

Ha gaHHo cTpaHuue pacnosioxXeHbl CriefytoLine HacTpoikm cbopa 1 oTobpaxkeHns cTaTucTuku cnyxosl collectd:

» «OCHOBHas narka npuaoxeHus» — NyTb K OCHOBHOM paboyeii narnke ciyx6bl collectd;

* «Manka ¢ config dpaininom» — NyTb K Nanke KOHPUIrypaunoHHbIX haiinos ciyx6bl collectd;

» «[anka ¢ nnarnHamu collectd» — nyTb K Nanke ¢ naarMHamm ciyxo6sl collectd;

* «Mcnonb3yemslii PID-haitn» — nyTb K PID-thaliny cnyxo6sbl collectd;

« «dalin c onpegeneHnem Habopa faHHbIX» — NyTb K dainny onpeaeneHnini HabopoB AaHHbLIX CNYXObl

collectd [25];

* «/HTepBan cbopa gaHHbIX» — MHTEpPBaN cbopa AaHHbIX cnyx6oi collectd (B cekyHaax);

* «KonnyecTtBo NOTOKOB c6opa AaHHbIX» — KO/IN4eCTBO O4HOBPEMEHHO pa60Ta+ou.|,V|x NOTOKOB c6opa AaHHbIX;]

¢ «/mfa xocTa» — nmA gaHHoro xocta. Ecniv He 3agaHo, nms xocTa 6y,EI,ET onpeneneHo aBToMaTtn4ecku.

» «[bITaTbCsA ONPEAENsATh NOMHOE UMS XOCTa» — HACTPOIKa yKasbiBatolLas TPebyeTcs /N NbITaTbCa onpeae-
Tk nosiHoe umst xocta (FQDN) nnm ncnosib3oBaTth KOpoTkoe. [aHHasi HacTpolika A0CTyrNHa TO/IbKO ecnv He
33/1aHO 3HauYeHWe napameTpy «/IMs XxocTa.

198 /227



Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

8.2 MnaruHbl (NogknovyaemMmblie moaynun)

B camom Bepxy cTpaHuLpbl HacTpoek (cM. pasgen 8.1) pacnonioxXeHbl BKNaAKM yNpaBaeHus naarmHamu (nogkoua-
eMbIMU MoaynsamMm) cnyx6bl collectd.

BONbLWNHCTBO NNarMHOB BO3MOXHO TOSIbKO BK/IOUNUTL, MO0 BbIKNHOYNTL. HO HEKOTOpbI€ U3 n1armnHoB MMEKT CBOU
COBCTBEHHbIE AOMNOSTHUTENbHbIE HaCTpOI7IKVI, BAndarLwmne Ha C60p n 0T06pa>KeH|/|e JaHHbIX. ECcnny nnarvHa nMeroT-
CA Takme onoJIHUTE IbHble HaCTpOVIKM, NX onncaHue nNpmuBognTCA B pasaesie COOTBETCTBYHOLLENO nsiarmHa.

8.2.1 OCHOBHbI€ NarvuHbl

8.2.1.1 lNepekKsIIoYEeHNA KOHTEKCTa

ﬂ,aHHbIVI nnarnH co6mpaeT CTaTUCTUKY O Ko/sin4yectee I'IGDEKI'IIOLIEHI/IVI KOHTEKCTa npoLeccopa.

Mpumep rpadvika AaHHbIX, NO/TyYeHHbIX NPW NOMOLLM JAAHHOMO NarMHa, NokasaH Ha pucyHke 8-3.

228
2608
188
168
148
128
1loa

8e

60

Switches/s

48

openwrt: Context switches

17:28

B Context switches

8.2.1.2 CPU

Avg:

17:38
T

17:48
Last:

17:58 18: 08 18:1@
174

Puc. 8-3: Cratuctuka. Mpachuk nepeknoueHunii KOHTeKCTa npoLieccopa

MnarvH «CPU» cobupaet cTatucTrky 06 1Crnosib30BaHUM NpoLeccopa.

Mpumep rpachmka faHHbIX, NOYYEHHbIX NPW NOMOLLM JaHHOTO NaarMHa, nokasaH Ha pucyHke 8-4.

openwrt: Processor usage on core #0

k
11
1a
9
8
= 7
o &
|
o 5
F
3 LL'L‘-J
2
1
B T -
18:18 18:28 18:38 18:48 18:58 19:84
W User Avg: B.8% Last: 0.3%
[ Mice Avg: B.0% Last: B.0%
W System Avg: 1.0% Last: 0.7%
B Softirg Avg: B.1% Last: 0.0%
B Interrupt Avg: B.0% Last: B.0%

Puc. 8-4: Ctatuctuka. Npadhmk ncnonbL3oBaHus npoweccopa
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8.2.1.3 Entropy

MnarvH «Entropy» cobupaeT CTaTUCTVKY O AOCTYNHO 3HTPOMNUM.

Mpumep rpadomka AaHHbIX, NOMYYEHHbIX NPU NOMOLLM AAHHOTO N/iarMHa, NnokasaH Ha pucyHke 8-5.

openwrt: Available entropy
900

aeo
760
600

o6

bits

4080

306

208

1e6

17:28 17:38 17:48 17:58 18:88 18:18
B Entropy Avg: 643 Last: 715

Puc. 8-5: Ctatuctuka. Mpachuk AOCTYNHOWR 3HTpONUK

8.2.1.4 MpepbiBaHUA

MnarvH «MpepbiBaHns» COBMPAET CTAaTMCTUKY MO BbIGPAHHBLIM NPepbIBAHUSM.

[narnH umeet AONONHUTE bHbIE HaCTpOVIKI/IZ

* «MOHUTOPUTL NPEPLIBAHUS» — CMMCOK HOMEPOB NPepbIBaHWA (pasaen&HHbIX CMMBOIOM Npo6ena), Afs Ko-
TOpbIX TpebyeTcs cobupaTb CTaTUCTUKY. EC/IM HY OAHO NpepbiBaHKe He ykasaHo, c6op CTaTUCTUKL GyaeT
MPOBOAUTLCS MO BCEM MPEPbIBAHMSIM.

» «Cob6upaTb CTaTUCTUKY CO BCEX KPOME YKA3aHHbIX» — €C/I1 OMNUs BK/IloYeHa, To c6op CTaTucTukM 6yaeT npo-
M3BOAMTLCS TOMBKO [/151 MPepbIBaHuUiA, HOMepa KOTOPbIX He yKasaHbl B Ccke «MOHUTOPUTL NpepbiBAHNUS>.

8.2.1.5 3arpyska cuctemMbl

MnarnH «3arpy3ka cMcTeMbl» COGMpaeT CTaTUCTUKY O cpefdHeli 3arpy3ke cuctemol 3a 1, 5 1 15 MuHyT [3].

Mpumep rpadvika AaHHbIX, NO/TyYeHHbIX NPY NOMOLLM JAAHHOMO NarMHa, NokasaH Ha pucyHke 8-6.

plc210: Load

AIATLI0 TA0L 2 To0lady

Load

1.0 ]
-{
o
=
0.5 - e DRSNS NS SO SOROE UL SO SO SO SN U S ——an. SO E k
. oy ey e e T " et
0.0 =3
14: 35 14: 40 14:45 14: 50 14: 55 15: 00 15:05 15:10 1515 1520 15125
W1 minute fug: 0,57 Last: 0,44

O 15 minutes Awg: 0,60 Last: 0,37
H 5 minutes Aug: 0,60 Last: 0.36

Puc. 8-6: CtatucTuka. Mpadmk cpegHeli 3arpysku cucTeMbl

8.2.1.6 OneparuBHas namsaTb (RAM)

MnarvH «OnepaTnBHas namsaTb (RAM)» cobupaeTt cTaTucTuky 06 MCNosb30BaHUN NaMATH.
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Mpumep rpadomka AaHHbIX, NOMYYEHHbIX NPU NOMOLLM AAaHHOTO N/iarMHa, nokasaH Ha pucyHke 8-7.

openwrt: Memory usage

246 M
228 M
2886 M
1808 M
168 M
1468 M
2 128 M
108 M
80 M —_—
60 M
48 M
280 M EESS
16:28 16:38 16:48 16:58 17:08 17:18 )
[ Free Avg: 136.3M Last: 137.4M
W Buffered Avg: 4.1M Last: 4.2M
B cached Avg: 52.2M Last: 53.1M
W Used Avg: 24.2M Last: 23.9M

Puc. 8-7: CtatucTuka. Mpadivk Ucnonb30BaHKs OnepaTUBHOW NamsiTn

8.2.1.7 lMpouecchbl

MnarvH «Mpouecckl» cobupaeTt MHOPMAaLMIO, Takyto kak BpeMst CPU, oMGKM CTpaHMULIbl U MCMO/Mb30BaHNe nams-
TV ANA BbIGPaAHHbLIX NPOLLECCOB.

MnarvH nMeeT HaCcTPOKy «MOHUTOPUTL MPOLECCHI», KOTOpPas NpeAcTasnseT cob0i CNMCOK NPOLLEeCcCcoB (pa3aenéH-
HbIX CMMBOJ/IOM Mpobena), AN KOTOpbIX TpebyeTcs cobuparb CTaTUCTUKY.
[na kaxaoro BbIGpaHHOro npouecca CTPOUTCH HECKOMBbKO rpadviKoB:

» Bpems CPU oTBeféHHoe BbibpaHHOMY npoeccy. Mpumep rpadmka npuBeséH Ha pucyHke 8-8;

* MOTOKM W [OYEpPHUE MPOLLECChI NpUHaAexale BeiopaHHoMy npoueccy. MNprumep rpadvika NpuBeaEH Ha pu-
CyHKe 8-9;

 ownbkn cTpaHu, (page faults) Bbi6paHHoro npouecca. Mpumep rpaduka npuBeséH Ha pucyHke 8-10;

* pasmep CTpaHuL, NaMsATK, BblAeNEHHbIX NPOLECCY OnepauyoHHON CUCTEMO 1 B HACTOSILLLEE BPEMSA Haxoas-
Lmxcs B onepatusHoli namsAtn (RSS). Mpumep rpacuka npuBeaéH Ha pucyHke 8-11;

* pasmep BMPTYya/lbHbIX CTPaHWL, NaMsATK, BblAeNEeHHbIX NPOLEeccy onepauroHHoi cuctemoit (VSZ). Mprmvep
rpadvka npueBeiéH Ha pucyHke 8-12.

openwrt: CPU time used by uhttpd

Jiffies
w
o
=

iR nol] ah | |

17:28 17:38 17:48 17:58 18:88 18:18
B System Avg: 320.4 Last: 2822.2
W User Avg: T1l.4 Last: 744.4

Puc. 8-8: Ctatuctuka. Npadmk Bpemenn CPU ansa npouecca
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openwrt: Threads and processes belonging to uhttpd %
28t =
1.3 -
1.8 d
1.7 ]
f
1.6 =
" 1.5 -
5 1.4
= .
= 1.3
1.2
1.1
l_g .
8.8
17:28 17:38 17:48 17:58 18:88 18:18
O Threads Avg: 1.0 Last: 1.8
B Processes Avg: 1.8 Last: 1.8
Puc. 8-9: CtatucTuka. Npachuk NOTOKOB npoLecca
openwrt: Page faults in uhttpd %
et =
5
5.8 &
R
~
= 4.0 =
— B
=
Ll
= - : I
o
=]
E 2_# .......
l_a B .
17:28 17:38 17:48 17:58 18:88 18:18
W Minor Avg a.4 Last: 4.8
W Major Avg 0.0 Last: 0.0
Puc. 8-10: Ctatuctuka. padmk owmbOoK cTpaHuL, npolecca
openwrt: Resident segment size (RSS) of uhttpd %
semMt : : : =
4.9 M g
4.B M g
"
4.7 M by
=
" 4EHM 3
£ asm
£ 4
=]
4.4 M
4.3 M
42 M
4.1HM
4.0 M
17:28 17:38 17:48 17:58 18:88 18:18
B Resident segment Avg: 4,9MB Last: 4, 89MB
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openwrt: Virtual memory size (V5Z) of uhttpd

48 M
39 M
38 M
37 M
w 3EHM
L)
£ 35H
o
34 M
33 M
32 M
31 M
38 M .
17:28 17:20 17:48 17:58 18:08 18:18
B Virtual memory Avg: 31.1MB Last: 31.1MB
Puc. 8-12: Cratuctuka. Npadmk VSZ npouecca
8.2.1.8 Bpems pa6oTbl
MnarvH «Bpems paboTbi» cobmpaeT CTaTUCTUKY O BpEMEHN paboTbl CUCTEMBI.
Mpumep rpadmka AaHHbIX, NOAYYEHHbIX MPX NOMOLLM AaHHOro MfarnHa, nokasaH Ha pucyHke 8-13.
openwrt: Uptime
L
124 k
122 k
126 k
118 k
. 116k
T 114 k
g 112 k
w118 k
108 k
186 k
184 k
102 k
186 k .
17:28 17:38 17:48 17:58 18:08 18:18
E Uptime Avg: 107k Last: 1le8k

Puc. 8-13: Ctatuctuka. Mpacdmk BpeMeHn paboThl
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8.2.2 CeTeBble NiarnHbl
8.2.2.1 OtcnexuBaHue nogkntoveHui (Conntrack)

MnarvH «OTcnexneaHne nogxntodeHnin (Conntrack)» cobrupaeT CTaTUCTUKY O KOSIMYECTBE OTC/IEXMBAEMbIX COeAM-
HEHWIA.

Mpumep rpadvka AaHHbIX, MO/yYeHHbIX NPW NOMOLLM AaHHOTO NarMHa, NokasaH Ha pucyHke 8-14.

openwrt: Conntrack entries
28

18
16

14

= 12

=}

a 18
8
g
) Jﬂﬁh'—ﬁ J
2 -

17:20 17:30 17:48 17:50 18:60 18:16
Bl Tracked connections Avg: 4 Last: 15

Puc. 8-14: Ctatuctuka. padomk oTcnexmBaeMbIx NogKI4eHN (conntrack)

8.2.2.2 UNHTepdeiichl

MnarvH «HTepdencbl» cobupaeT CTaTUCTUKY BblBPaHHbIX CeTeBbIX MHTEPecoB.

MnarvH nMeeT AONOMHUTE/bHbIE HACTPOKK:
* «MOHUTOPUTL MHTEPAIENCbI» — CMUCOK MHTEPAIENCOB, 415 KOTOPbIX TPEByeTCa cobypaTb CTaTUCTUKY.
» «Cobuparb CTaTUCTMKY CO BCEX KPOME YKa3aHHbIX» — €C/IN Onuus BK/loUeHa, To cO0p CTaTUCTUKN ByaeT
MPOM3BOANTLCA TONLKO AN1A MHTePeicoB, KOTOPbIE He YKa3aHbl B CUcke «MOHUTOPUTb MHTEPECHI».
[lna kaxporo BbIGPaHHOro MHTepdelica cTpouTca ABa rpaduka:
* KOMMYECTBO MPUHATLIX U OTNPABAEHHbIX AaHHbIX (6aiiT/c). Mpumep rpadvka npueeaéH Ha pucyHke 8-15;

* KOMMMYECTBO MNPUHATBLIX M OTNPAaB/IEHHbIX NAKETOB, BK/OYas OLWNOKU Npuéma 1 oTnpasku (naketos/c). Mpumep
rpadvka npmeeaéH Ha pucyHke 8-16.

openwrt: Transfer on br-lan

Bytes/s

8.0 ——"—'——H—u—"—'——'——'——ﬁ—"—'——"mﬁ__l—wmr
16:28 16:38 16:48 16:58 17:686 17:18 )
[ Bytes (TX) Avg: 1435.7 (ca. 5.1M Total)
W Bytes (RX) Avg: 309.7 (ca. 1.1M Total)

Puc. 8-15: Ctatuctuka. Mpadhmk npuéma 1 oTnpaBkn JaHHbIX Yepes CeTeBOi MHTepdelic (6anT/c)

204/ 227



Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

openwrt: Packets on br-lan
28

15

18

-18

Packets/s
o

-15

-28 v
16:28 16:38 16:48 16:58 17:0846 17:18
H Errors (TX) Avg: 8.8 (ca. 8.0 Total)
O Processed (TX) Avg: 3.8 (ca. 13.3k Total)
B Processed (RX) Avg: 4.2 (ca. 14.7k Total)
MW Errors {RX) Avg: 8.8 (ca. 8.0 Total)

Puc. 8-16: Ctatuctuka. Mpadhmk npuéma 1 oTnpaBku JaHHbIX Yepes CeTeBOi MHTepdelic (nakeTos/c)

8.2.2.3 MexceTeBoOii 3KpaH

MnaruH «MexceTeBoi aKkpaH» cobMpaeT CTaTUCTUKY C ONpeaeEHHbIX NPaBu MEXCETEBOro 3KpaHa.

8.2.2.4 TMuHr-3anpoc

MnarvH «MuHr-3anpoc» nocbinaeT ICMP-3anpock! BbIGPaHHbIM XOCTaM 1 U3MepsIET BPeMsi OTK/IMKA.

[narnH umeet fonNoNHUTENbHbIE HaCTpOVIKMZ

* «MOHUTOPUTb XOCTbI» — CMUCOK XOCTOB (pa3feniéHHbIX CMMBOIOM Npobena), 415 KOTopbIx Tpebyetca cobu-
patb ctatuctnky ICMP-3anpocos;

e «TTL ansa ping-naketoB» — 3HayeHne TTL ana naketoB ICMP-3anpocos;
* «V/HTepBan Ans ping-3anpocos» — UHTepBasl (B cekyHAax) otnpasku ICMP-3anpocoB BbIGpaHHbIM XOCTaM.

Mpumep rpadomka AaHHbIX, NOMYYEHHbIX NPU NOMOLLUM AAHHOTO NiarMHa, nokasaH Ha pucyHke 8-17.

openwrt: ICMP Round Trip Time

3.5 =
3.8
2.5
" 2.8
E
1.5
1.8
6.5
— ] -
17:28 17:38 17:44 17:58 18:086 18:18
H 127.8.0.1 Avg: 0.6 ms Last: 8.7 ms

Puc. 8-17: Cratuctuka. I'padmk BpemeHn otknnka ICMP-3anpoca

8.2.2.5 TCPConns

MnaruH « TCPConns» cobupaeT uHgopmaumio 06 oTKpbITbIX TCP coeguHeHusX Ha BbIBpaHHbIX nopTax.

[narnH umeet AONONHUTENbHbIE HaCTpOVIKVIZ

* «MOHUTOPWTB JIOKaJIbHbIE MOPTbI» — CMNCOK HOMEPOB NOPTOB (Pa3fenéHHbIX CMMBOIOM Npo6ena), Af1s KoTo-
pbIX Tpe6yeTcsi cobupatb cTatnucTky TCP coeanHeHwid;
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» «Co6uparb CTaTUCTMKY CO BCEX MOPTOB AJ151 BXOASLLMX COEAUHEHNI» — MpY BK/IFOUYEHUW AaHHOW onumu, cTa-
TUCTVKA BYAET COGMPaTLCS CO BCEX MOPTOB A/ BXOASALLMX NMOAKOUEHWI;

Mpumep rpadurka AaHHbIX, NOAYYEHHbIX MPX NMOMOLLW AaHHOrOo MniarnHa, rnokasaH Ha pucyHke 8-18.

openwrt: TCP connections to port 80-local

g.ef
8.0
7.0
Wi
‘:'\Aa- 6.8 f— |y
(=
= 5.8
=
0 4.8
£
& 3.8 |
(%)
2.8
1.8
8.8 »
17:20 17:308 17:48 17:508 18:80 18:18
[ dt=tcp_connections/di=5YN_SENT/ds=value Avg: ] Last: ]
0O dt=tcp_connections,/di=SYN_RECV/ds=value Avg: 0 Last: ]
0 dt=tcp_connections/di=LISTEN/ds=value Avg: 2 Last: 2
O dt=tcp_connections,/di=ESTABLISHED/ds=value Avg: o Last: 3
0 dt=tcp_connections,/di=LAST_ ACK/ds=value Avg: 0 Last: ]
O dt=tcp_connections/di=TIME WAIT/ds=value Avg: ] Last: 4
B dt=tcp_connections/di=CLOSING/ds=value Avg: o Last: 1]
B dt=tcp_connections/di=CLOSE_WAIT/ds=value Avg: 0 Last: ]
B dt=tcp_connections,/di=CLOSED/ds=value Avg: ] Last: ]
O dt=tcp_connections,/di=FIN_WAIT1/ds=value Avg: ] Last: ]
B dt=tcp_connections,/di=FIN_WAIT2/ds=value Avg: 0 Last: ]

Puc. 8-18: Ctatuctuka. Mpachmk oTKpbITbIX coeauHeHuii ana TCP nopta
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R[N {CE W poBepKa AocTyna K KoHconu yctpouctea MN/1K210
no nportokony SSH

MpoBepka focTyna 6yaeT OCyLWEeCTBAATLCSA C UHCTPYMEHTA/ILHOTO KOMMbIOTEPA C YCTAHOB/IEHHOM ONepauyioHHO
cuctemoii Ubuntu 18.04.4 LTS npu nomowm ytunut ssh, scp u sftp naketa OpenSSH Bepcun 7.6.

K KOHGoMrypaumm MHCTPYMEHTaSIbHOTO KOMIbIOTEPA, KPOME HauTMUKsl CETEBOI KapThl C NOAAEPXKO NOAKIIOUEHNS
Ha ckopocTn 100 MBUT/C 1 NOMHLIM AYN/IEKCOM, LONOMHUTENbHLIX TPEOOBaHMI He NpeAbABASETCS.

Mpegnonaraetcs, 4To 4718 AaHHON npoBepkm MJ/1K210 ckoHduryprpoBaH ¢ UCMOo/Ib30BaHNEM MacTepa HacTPOKu
(cm. pa3gen 2) n npu KoHdourypauum 6bina BolbpaHa cxema ceteBbix NopTos Nel (cMm. pasgen 2.5). MocToBoMy
LAN nopgxntodeHunto M/IK210 HasHaueH cTtaTudeckuin IP-agpec 192.168.0.58 n macka nogcetn 255.255.255.0.

NHCTpyMeHTaslbHOMY KOMMbIOTEPY Ha3HayeH IP-agpec n3 1ol xe nogceTn (255.255.255.0).

BbiBog kOMaHabl «1sb_release -a» Ha MHCTPYMEHTa/IbHOM KOMMblOTepe BbIFSANUT CreaytowymM 06pasoMm:

No LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu 18.04.4 LTS
Release: 18.04
Codename: bionic

BbiBOog, KOMaHApbl «apt-cache policy openssh-client» Ha MHCTPYMEHTa/IbHOM KOMMbIOTEPE BbIMNSAAUT Crie-
Ayrowmm ob6pasom:

openssh-client:

Installed: 1:7.6pl-4ubuntu0©.3

Candidate: 1:7.6pl-4ubuntu®.3

Version table:

*¥** 1:7.6pl-4ubuntu@.3 500
500 http://ru.archive.ubuntu.com/ubuntu bionic-updates/main amd64 Packages
500 http://security.ubuntu.com/ubuntu bionic-security/main amd64 Packages
100 /var/lib/dpkg/status

1:7.6pl1l-4 500

500 http://ru.archive.ubuntu.com/ubuntu bionic/main amd64 Packages

Cxema NoAK/tUeHNST MHCTPYMEHTaIbHOIO KOMMbIOTEpa 1 ycTpoiicTea MNJ/1IK210 nokasaHa Ha pucyHke A-1.

LAN

VIHCTpyMeHTasbHbIl
KOMMblOTEp
(SSH-knueHT)

MnK210
(SSH-cepsep)

Puc. A-1: Cxema nogxnoueHns NpoBEPKM AOCTyNa K KOHconu ycTpolicTea MN/1IK210 no npotokony SSH

NHCTpyMeHTa/bHbI KOMMLIOTEP NOAKIHYEH HAaNpsIMYH B 11060 13 3-x nopToB (nopTsbl Ethernet 1, 2 n 3) mocTo-
Boro LAN nogxni4yeHns npu nomoLum ctaHgapTHoro 4-x napHoro UTP naTt4y-kopga kateropum 5e npsamoro o6xmma
C KOHHeKTopammn RJ-45 Ha 060MX KOHLax.

A.1 [ocTyn K KOHCOMU yCTpoiicTBa Npu NOMOLLU YTUNUTLI ssh

[ns gocTyna K KoHconu yctpoiictea MJIK210 npy NnoMoLLy yTUANTLI Ssh Ha MHCTPYMeHTa/IbHOM KOMMbloTepe Heo6-
XO[MMO BbINOMHUTL B TEPMUHAE KOMaHAY:

ssh root@192.168.0.58
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B TOM cnyyae, ecsiv paHee He BbINO/HAMNO0Ch NoAKNUeHe No SSH NpoTokony K AaHHOMY YCTPOICTBY € A@aHHOro
WHCTPYMEHTa/IbHOIO KOMMNbIoTepPa, ByAET BbiBEAEHO COO6LLEHNE 0 HEOOXOAMMOCTUN NOATBEPXAEHUSA NOYYeHNs
N coXpaHeHus K/tova ¢ BbiBogoM oTnedatka (fingerprint):

The authenticity of host '192.168.0.58 (192.168.0.58)' can't be established.
RSA key fingerprint is SHA256:r47nRb5cjz741ePHp7AVMsdLONdGTZS71sYA/hTOSNS.
Are you sure you want to continue connecting (yes/no)?

B c/yuae BO3HMKHOBEHWSI NOA06HOI0 3anpoca, Heo6xXoauMo NoATBEPAUTL NoJTyueHre Kntoda. 18 aToro Heobxo-
MO BBECTU «yes».

[Janee 6yaeT BbiBefeH 3anpoc Naposis 4715 Nonb30BaTesis root Ha YCTPOWCTBE, K KOTOPOMY BbINOSHAETCS NOAK/I0-
ueHue:

root@192.168.0.58"'s password:

B cnyyae BBoAa npasunibHOro naposns (Mo yMonyaHuio yCTaHoB/EH Naposib «0wWen») 6yAeT BblBeAEHO npurnale-
HWe KOMaHAHO CTpokM ycTpoicTaa M/1K210 kak nokasaHo Ha pucyHke A-2.

Edit gs Help
dubunt $ ssh root@192.168.0.58
authenticity of host '192.168.0.58 (192.168.0.58)' can't be established.
key fingerprint is SHA256:TSpvRy04y7n8e+u01/B++HHguUEQLSUTZ2513WUznjyQ.
> you sure you want to continue connecting (yes/no)? yes
arning: Permanently added '192.168.0.58' (RSA) to the list of known hosts.
root@192.168.0.58's password:

(c) 2018-2020 Owen LLC
https://owen.ru

[ iplc210 ~]# cat /etc/os-release
NAME="TanoWrt"
VERSION="2020.06"
ID="tanowrt"
ID_LIKE="1lede openwrt”
"TanoWrt 2020.06"

_ID="2020.06"
HOME_URL="https://www.owen.ru/"
BUG_URL="htt www . owen . ru/forum”
SUPPORT_UR http://www.owen.ru/forum"
OPENWRT_BO c210redu”
OPENWRT_ARCH="arm
OPENWRT_TAINTS=""
OPENWRT_DEVICE_MANUFACTURER="Owen LLC"
OPENWRT_DEVICE_MANUFACTURER_URL="http://www.owen.ru"

Puc. A-2: locTyn k koHconm ycTpoiictsa M/1IK210 npu noMowy yTunutsl ssh

[ns Toro ytobbl yb6eanTcs B TOM, YTO MNOAK/HOHEHUE BbIMOSIHEHO UMEHHO K yCTpoiicTBy MJ/1K210, MOXHO BbINO/THUTb
BbIBOA COAEPXKMMOro paina «/etc/os-release», BBegsa KomaHay:

cat /etc/os-release

Mpumep BbIBOAA COAEPXKMMOTO haiina «/etc/os-release» Takke NPUBEAEH Ha PUCYHKe A-2.

A.2 [locTtyn K ¢haiinoBoiA cucteme ycTpoucTBa Npu NOMoLm YTUANTbI SCP

B paHHOI NpoBepKe BbINOHAETCA KONMpoBaHue dhaiina «/etc/os-release» ¢ painnoBoit cnuctembl yaanéHHOro
yCTpOVICTBa B AOMaLUHIOK narnky nosb3oBarend Ha MHCTPYMEHTa/lbHOM KOMMNbOTEPE Npuv NnomMoLn yTuanTbl SCp.

[na atoro HeO6XO,qMMO BbINOJ/IHUTb B TEPMNHA1IE MHCTPYMEHTA/IbHOIO KOMIMbOTEPA KOMaHAy:

scp root@192.168.0.58:/etc/os-release ~/o0s-release
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Mpu noaknoyYeHnn 6yaeT BbIBEEH 3anpoc Naposs A5 Nonb3oBaTesns root Ha YCTPoiCcTBE, K KOTOPOMY BbIMNOJHS-
€TCsl NOAKNOYEHNE:!

root@192.168.0.58's password:

B cnyyae BBOAa NpaBusibHOrO Napossi 6yAeT BbiBeAeHa NHGOPMaLMs O CKOMMPOBaHHOM MHGYOpMaLMK;

os-release 100% 539 0.5KB/s 00:00

Mocne Toro, Kak haiin Gbin YCNELIHO CKOMMPOBaH B AOMALLHIOW Narky no/ib3oBaTesisi Ha MHCTPYMEHTaIbHOM KOM-
nbtoTepe, A/18 ero NpocMoTpa HeO6X0ANMO BbINOIHUTL KOMaHAY:

cat ~/os-release

MprMep BbIBOAA AAaHHOW KOMaHAbl NPUBEAEH Ha pucyHke A-3.

gs Help
0t@192.168.0.58: /etc/os-release ~/os-release
word:
100% 446 120.0KB/s 00:00

VERSION="2020.06"

ID="tanowrt"

ID_LIKE="1lede openwrt”
PRETTY_NAME="TanoWrt 2020.06"
VERSION_ID="2020.06"
HOME_URL="https://www.owen.ru/"

BUG_URL="http://www.owen.ru/forum"
SUPPORT_URL="http://www.owen.ru/forum"
OPENWRT_BOARD="plc210redu”

OPENWRT_ARCH="arm"

OPENWRT_TAINTS=""

OPENWRT_DEVICE_MANUFACTURER="Owen LLC"
OPENWRT_DEVICE_MANUFACTURER_URL="http://www.owen.ru"

Puc. A-3: locTtyn Kk chaiinoBoi cucteme ycTtpoiictaa M/1IK210 npu nomoLm yTuanTbl Scp

A.3 JocTtyn K haiinoBoii cucteme ycTpoiictBa npy NOMoLM yTUNuTbI sftp

B faHHOI NpoBepKe BbIMOHAETCS MPOCMOTP JIMCTUHIA KOPHS yAan&HHol haiifioBoli cuctembl yCTPOCTBA Npu
MOMOLLM yTUANTBI Sftp.

[lns 3TOro HEO6X0AMMO BbINO/IHUTL B TEPMUHAMIE MHCTPYMEHTA/IbHOrO KOMMNbIOTEpPA KOMaHAy:

sftp root@192.168.0.58
Mpun nogxntoyeHMn GyaeT BbiBeAeH 3anpoc Naposns 415 Nob30BaTesis root Ha YCTPOWCTBE, K KOTOPOMY BbINOSHS-
eTcA NoaKNYeHune:

root@192.168.0.58's password:
B cnydyae BBOgA NpaBubHOIrO Naposis byaeT BbiBegeHa nHdpopmaumnsa 06 ycnewHom NogkalyeHnn 1 npurnatle-
HVe A9 BBOAA KOMaH[, yTUNuThbI sftp:

Connected to 192.168.0.58.

sftp>
[ns BbIBOAA NUCTMHIA KOPHA yAan&HHol dhalinioBoli cMcTeMbl HEOOXOAMMO BbINOHUTL KOMaHAY:

1s -1/

Mpumep BbIBOAA AaHHO KOMaHAbl NPUBEAEH Ha pUCYHKe A-4.
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File  Edit

5 p
er@ tu-18:~$% sttp root@192.168.0.58
root@192.168.0.58's sword:
Connected to 192.168.0.58.
>1s -1/
3 root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root

[y
[y

N =

=

2
2
2
7
1
1
1
1
2
1
4
6
0
1
1
2
2
L)
1
1
1

kikin : sftp

Puc. A-4: llocTtyn Kk chaitnoBoi cucteme yctpoiictaa MN/1IK210 npu nomowm yTunnTel sftp

backup_0
bin

boot

dev

etc

home

overlay
proc
rom
root
run
sbin
sys
tmp
usr
var
W
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070 NG SR =M [TpoBepKa gocTtyna K cogepxumomy FTP-cepBepa Ha
ycTpoiictBe M/1IK210

MpoBepka focTyna 6yaeT OCyLEeCTBAATLCSA C UHCTPYMEHTA/IbHOTO KOMMbIOTEPA C YCTAHOB/IEHHOM ONepauyioOHHO
cuctemoii Ubuntu 16.04.4 LTS npu nomoLum ytnnutsl ftp sepcun 0.17.

K KOHGoMrypaumm MHCTPYMEHTaILHOTO KOMIbIOTEPA, KPOME HauTMUKsl CETEBOI KapThl C NOAAEPXKO NOAKIOUEHNS
Ha ckopocTh 100 M6UT/C 1 NOMHLIM AYNSIEKCOM, LONOMHUTENBbHLIX TPEOOBaHMI He NpeAbABASETCS.

MpegnonaraeTcs, 4To 4718 AaHHON npoBepkm MJ/1K210 ckoHduryprpoBaH ¢ UCMO/Ib30BaHNEM MacTepa HacTPOKu
(cm. pasgen 2) n npu KoHdourypauum 6bina BolbpaHa cxema ceteBbix NopToB Nel (cMm. pasgen 2.5). MocToBoMy
LAN nopgxntodeHunto M/IK210 HasHaueH cTtaTudeckuin IP-agpec 192.168.0.58 n macka nogcetn 255.255.255.0.

NHCTpyMeHTaslbHOMY KOMMbIOTEPY Ha3HayeH IP-agpec n3 1ol xe nogceTn (255.255.255.0).

BbiBog kOMaHabl «1sb_release -a» Ha MHCTPYMEHTa/IbHOM KOMMblOTepe BbIFSANUT CreaytowymM 06pasoMm:

No LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu 16.04.4 LTS
Release: 16.04
Codename: xenial

BbiBog kOMaHapl «apt-cache policy ftp» Ha MHCTPYMEHTa/IbLHOM KOMMbIOTEPE BbIFSAUT CreaytoLmumM o6pa-
30M:

ftp:
Installed: 0.17-33
Candidate: 0.17-33
Version table:
*¥** 9,17-33 500
500 http://ru.archive.ubuntu.com/ubuntu xenial/main amd64 Packages
100 /var/lib/dpkg/status

CxeMa NoAKMI0YEeHNss NHCTPYMEHTaIbHOTO KoMnbloTepa u yctpoiictea MNJ/1K210 nokasaHa Ha pucyHke b-1.

LAN
b
MnK210 WVHCTpyMeHTabHbIN
KOMMblOTEP
(FTP-cepsep) (FTP-knneHT)

Puc. B-1: Cxema nofk/oueHns npoBepkn AocTyna k cogepxumomy FTP-cepsepa ycTpoiictsa M/1K210

NHCTpyMeHTasbHbIV KOMMNbIOTEP NOAKIOYEH HANPAMYHO B 11060# 13 3-x nopTos (nopTbl Ethernet 1, 2 n 3) mocTo-
Boro LAN nofk/o4eHns npy nomoLuy crtaHgaptHoro 4-x napHoro UTP naty-kopga kareropuy 5e npsmoro o6xmma
C KOHHekTopamu RJ-45 Ha 060MX KOHLAX.

B.1 NMogrortoBka

[ns TecTypoBaHus nepegayn aiinioB no npotokony FTP Heo6xoAMMOo NOAroTOBUTL doaiisl ¢ TECTOBLIMU AaHHbIMU.
[ns 310ro, Ha UHCTPYMEHTa/IbHOM KOMMNbIOTEPE BbIMNOTHUM KOMaHAYy:

# dd if=/dev/urandom of=/tmp/data.bin bs=1024 count=1024
1024+0 records in

1024+0 records out

1048576 bytes (1,0 MB, 1,0 MiB) copied, 0,00610422 s, 172 MB/s
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[aHHas komaHga co3gacT daiin «/tmp/data.bin» pasmepom 1 Mub (1048576 6aiiT) co criydaiHbIMU AaHHbIMM.

MoacumTaem 1 3anOMHMM KOHTPO/bHYH0 cyMmmy (MD5) gaHHbIX aToro chaiina:

# md5sum /tmp/data.bin
25853ed8e4d3518e72f310feb0f86c4d /tmp/data.bin

[anee, 310 3Ha4YeHne 6y,qu NCNo/b30BaTbCA A1 NPOBEPKM KOPPEKTHOCTY Nepeaayn gaHHbIX No npoTtokony FTP.

KOHTponbHas cyMma A1l KaxkAoro BHOBb CreHepypoBaHHOro dhaiina AaHHbIX 6yAeT OT/iMYaThCsl 0T NPUBEAEHHON
B [JaHHOM [JOKYMEHTE.

B.2 MNMopgkntoyeHue Kk FTP-cepBepy

Ha MHCTpyMEHTa/IbHOM KOMMbloTEpPe, A8 3anycka FTP-KineHTa, Heo6XoAyMMO BbINOMHUTL B TEPMUHAE KOMaHY:

# ftp 192.168.0.58

ByneT oTo6paxxeHo coobLieHre 06 ycrneLHOM MOAKIYEHUN U 3arpoc UMEeHW Nosib3oBaTens:

Connected to 192.168.0.58.
220 (vsFTPd 3.0.3)
Name (192.168.0.58:user): ftp

Heo6xoanmo BBECTU UMS No/b3oBaTens «ftp», nocne uero nocnegyeT 3anpoc Napons:

331 Please specify the password.
Password:

Ecnn B macTepe HacTpoiiku naposb Aoctyna k FTP He meHsnca (pasgen 2.9), To naposb No YMO/UYaHU0 YCTaHOB-
NeH B 3Ha4eHue «ftp». B NpoTMBHOM c/lyyae crieflyeT BBECTU YCTAHOB/IEHHbIV Naposib. B cnyyae BBoga npaBusib-
Horo napons, 6yaeT 0To6paxeHo coobLLeHre 06 yCrneLlHoV aBTopmn3awmm 1 npurialleHe 415 BBO4A KOMaH4;

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp>

B.3 3arpyska (upload) dhaina Ha FTP-cepBep

MoarotoBbTe haii faHHbIX COM/TACHO UHCTPYKLUK, NPUBEAEHHON B pasgene b.1, 3aTeM BbINOHUTE NOAK/IHYEHNE
K ycTpoiicTBy MJIK210 corfiacHo MHCTPYKUMKW, NpuBeAEHHON B pasaene b.2.

B FTP-knneHTe BbINO/THUTE KOMaHAy:

ftp> put /tmp/data.bin data.bin

roe:
e /tmp/data.bin — nyTb K nepegaBaeMomy paiinly Ha NoKasibHO halifioBoit cucteme (MHCTPYMEHTa/IbHbIN
KOMNbIOTEP);

e data.bin — nyTb Kk haiiny Ha FTP-cepBepe oTHocuTeNnbHO KOopHa FTP-cepeepa (M/1K210).

B cnyyae ycnewHoii nepegayn chaiina Ha FTP-cepBep 6yayT oTo6paXeHbl cneayroLlime coobLieHuns:

local: /tmp/data.bin remote: data.bin

200 PORT command successful. Consider using PASV.
150 Ok to send data.

226 Transfer complete.

1048576 bytes sent in 0.09 secs (11.6982 MB/s)
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Taknm 06pasoM, NnepeAaHHbIli daiin Ao/mKeH 6bITb COXpaHeH B KOPHeBOI nanke FTP-cepBepa nog UMeHeM
«data.bin». Tak kak No ymonyaHuio KopHeM FTP-cepBepa siBnsietcs nanka «/mnt/ufs/fhome/ftp», To nonHbIA NyTh
K doaiiny Ha dpaiinoBoii cucteme yctpoiicta MJ/IK210 6yaeT «/mnt/ufs/home/ftp/data.bin». KoHTponbHasi cym-
Ma AaHHOro goaina go/mkHa coBnagaTb C KOHTPOSIbHON CYMMOW MCXOQHOMO CreHepunpoBaHHOro caiina (cm. pas-
fen b.1):

[root@plc210 ~]# md5sum /mnt/ufs/home/ftp/data.bin
25853ed8e4d3518e72f310feb0f86c4d /mnt/ufs/home/ftp/data.bin

B.4 CkauuBaHue (download) chaina c FTP-cepBepa
BbinosiHum ckaumnBaHue thaiina ¢ gaHHbIMu ¢ FTP-cepBepa, KOTopblli 6bi1 TyAa 3arpyeH B pasgene b.3.

B FTP-knneHTe BbINO/IHUTE KOMaHAy:

ftp> get data.bin /tmp/data-received.bin

roe:
e data.bin — nyTb K chaiiny Ha FTP-cepBepe oTHocuTebLHO KopHS FTP-cepeepa (M/1K210);

* /tmp/data-received.bin nyTb kK ckaumBaemomy gpainy Ha foKasibHON haiiioBoi cuctemMe (MHCTPYMEH-
Ta/IbHbIA KOMMbIOTEP).

local: /tmp/data-received.bin remote: data.bin

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for data.bin (1048576 bytes).
226 Transfer complete.

1048576 bytes received in 0.17 secs (5.7856 MB/s)

Taknm 06pasoM, ckayaHHble gaHHble OyayT coxpaHeHbl B dhaiine «/tmp/data-received.bin». KOHTpoONbHbIE CYMMBI
NCXOAHOr0 CreHepupoBaHHOro dhaiina «/tmp/data.bin» 1 ckavaHHoro dpaiina «/tmp/data-received.bin» go/mkHbI

coBnagatb:
# md5sum /tmp/data.bin /tmp/data-received.bin

25853ed8e4d3518e72f310feb0f86c4d /tmp/data.bin
25853ed8e4d3518e72f310feb0f86cad /tmp/data-received.bin
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Mpumep HacTpoiikn cnyx6bl DDNS ans npoBaiigepa

no-ip.com

B.1 Peructpauyusa gomeHa B naHenu ynpasneHusa DDNS npoBaiigepa

B.1.1 MepelignTte Ha cainT DDNS nposaligepa no-ip.com Mo ccblfke https://noip.com 1 BbINOAHUTE BX0OA, C CUCTE-
MY C UCMNOJIb30BaHMEM JIOTMHA U Naposs.

B faHHOM [0OKyMeHTe He paccMaTprBaeTcs BONpPOC CO3aHunsa 1 HacTpolikv y4éTHoi 3anuey DDNS npoBaiigepa no-
ip.com. [laHHy0 MHChOpMAaLIMI0 MOXHO HaiiTy no agpecy https://www.noip.com/support/

B.1.2 Mepelignte B MeH0 «Dynamic DNS» (cMm. pucyHok B-1).

2 My No-IP :: Hostnames x "2 Free Dynamic DNS - Managed X 2 My No-IP :: Hostnames x |+ all - =
<« (€l Q @ @ httpsy//my.noip.com/#/dynamic-dns wee {} i Mmoo ® 7w =
= dﬂé) @& Support o - @ Language 4 namedun

@ Dashboard
@ Hostnames

@ Dynamic DNS

No-IP Hostnames

Personal Hostnames Oof3 * Free Hostnames expire every 30 days.

Enhanced Hostnames never expire.
Hostname Count

Groups Upgrade to Enhanced
Add a Hostname ™
Dynamic Update Client =
a
- o
Device Configuration g
IS
& My Services Q
& Account
Hostname « Last Update IP/ Target

@& support Center

Puc. B-1: Pasgen «Dynamic DNS» naHenu ynpasneHus DDNS npoBaiigepa no-ip.com

B.1.3 HaxmuTte kHonky «Create Hostname». B OTKpbIBLLUEMCS OKHE (CM. pUCYHOK B-2) BblbepuTe Npon3BO/bHOE
nmsa gomeHa (B gaHHOM npuMepe BblbpaHo umsa myplctest.ddns.net).

B.1.4 BBeguTe n060i Npon3Bo/bHBIN IPv4-aapec ans gaHHoro gomeHa (B AaHHOM NprvMepe AOMEHY Obln npu-
cBOeH agpec 8.8.8.8). HeobxoAnMo BBECTU 3aBELOMO HEBEPHBIN IPv4-afpec ¢ Lesblo NocneayoLlwein NpoBepku
06HOBNEHMA agpeca ¢ ycTpoiicTea MJ1IK210.

B.1.5 HaxmuTte kHonky «Create Hostname». B pa3gene «Hostnames» cTpaHuubl «Dynamic DNS» 6yaeT otobpa-
XEH BHOBb CO3[aHHbI JOMEH, KakK NoKka3aHO Ha pucyHke B-3.

214/ 227


https://noip.com
https://www.noip.com/support/

Kpatkoe onvncaHue oCHOBHbIX thyHKUMiA Web-nHTepdoeiica ynpaBneHust KOHTposiepoB...  TN-UG-OWRT-LUCI-R3

Create a Hostname

Hostname Domain

myplctest ddns.net v

Record Type IPv4 Address

DNS Host (A)
8888
AAAA (IPVE)

DNS Alias (CNAME)
Web Redirect

your Round Robin, TXT, SRV and DKIM records.

Wildcard

to enable wildcard hostnames.

MX Records

Cancel

Puc. B-2: Co3gaHue Hostname B naHenu ynpasneduss DDNS npoBaiigepa no-ip.com
Hostname a Last Update IP / Target

8.8.8.8 £  Modify x

Puc. B-3: Tabnuua «Hostnames» B naHenu ynpaeneHuss DDNS nposaiigepa no-ip.com

B.2 Hactpoiika cny6bl DDNS Ha M/1K210

B.2.1 Mepeiigute B BEG-UHTEpheiic ynpaeneHus MAK210 1 BbINOAHWUTE BXOA B CUCTEMY.

B.2.2 Mepengute Ha cTpaHuuy «DDNS» pasgena «Cnyx06bi» rnaBHOr0 MEHH0.

B.2.3 Ha cTpaHuue «DDNS» HaxXmuTe KHOMKY «[106aBUTb HOBYIO CNyX6Y...» B nogpasgene «Cyxobi». B 0TKpbIB-
LUeMcs BCM/ibIBatOLLEM OKHe B none «/ms» BBeanTe NponssosibHoe uMs HoBo DDNS cnyx6bl (B faHHOM npuMe-
pe «myplctest») n HaxmmnTe KHOMKy «Co3aaTtb CNyx6y» (CM. pUCyHOK B-4).

Do6aBuTb HoBYIO CryX6y...

HaseaHue ‘ myplctest]

OTmeHa  [EGELERESITGT

Puc. B-4: lo6aBneHne HoBoi DDNS 3anucu

B.2.4 B OTKpbIBLUEMCS OKHE peAakTMpoBaHus HacTpoek HoBoli DDNS cnyx6bl, Ha Bkiagke «OCHOBHbIE HACTPOWA-
Kn» yCcTaHoBUTE Crefytolme HacTpolikm (CM. pUcyHok B-5):

«BknioyeHo» — aa;

«[MpoBaiigep cnyx6bl DDNS» — no-ip.com;

«[MoncK nMeHn xocTa» — BbiGpaHHOE NMs omMeHa (B gaHHOM npumMepe myplctest.ddns.net);
«JlomeH» — BblbpaHHOe MMSA JoMeHa (B AaHHOM npumepe myplctest.ddns.net);

«l/IMsi nonb3oBarena» — UM Nosb3oBarens y4éTHoli 3anmcm DDNS nposaligepa no-ip.com;
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 «Maponb» — naposb yuéTHol 3anncy DDNS npoBaiigepa no-ip.com;
¢ «Wcnonb3losatb HTTPS» — aa;
* «[yTb k CA-cepTudnkary» — /etc/ssl/certs/ca-certificates.crt.

Cnym6a DDNS » myplctest

OCHOBHbIE HACTPOHKM | [LOMONHWTENbHbIE HACTPOMKM | HacTpoiika TaiiMepa | IMPOCMOTP CHCTEMHOTO XypHana

BrnoyeHo

Mouck MMeHu xocTa myplctest.ddns.net

Bepcun IP-agpeca IPv4-agpec 4

Mpoeaigep cnywbol DDNS [IPv4] no-ip.com v

NomeH myplctest.ddns.net

WmAa nonbzoeatensa

Maponb sesessse *

HeoBA3aTenbHbIR KOAWPOESHHDIA NapaMeTp

HeobrRzaTenbHbll NnapaMeTp

Wcrnonbzoeate HTTPS

MyTb K CA-cepTUdUKaTY Jetc/ssl/certs/ca-certificates.crt

Puc. B-5: OcHOBHbIe HacTpoiiku HoBoii DDNS 3anucu

B.2.5 Ha Bknagke «[omnosiHATe/IbHblE HACTPOKK» YCTaHOBWTE C/efyoLIMe HacTPOKN:

¢ «IP-agpec ncroyHmka» — URL;
¢ «URL ansa obHapyxeHusa» — http://checkip.dyndns.com.

Bce npoune HacTpoliku crnefyeT 0CTaBUTb CO 3HAYEHUSIMU MO YMOYAHUIO.

B.2.6 HaxmuTe kHoMKy «CoxpaHuTb». Ha ocHoBHOW cTpaHuue «DDNS» B Tabnvue DDNS 3anwuceit (nogpasgen
«Cnyx6bl») fo/MKHA 0TObpaKaTbCsa CTpoka ¢ HoBoil DDNS cny60i1, Kak NoKaszaHo Ha pUCyHKe B-6.
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Cnyw6b1
MocnegHee
Mowck nmenu XocTa
Hmna 3aperucTpupoBaHHbIN IP- BrnoyeHo o6uosnenue CocToaHKe
PErHCTPMpO Cnepywowee
ec
= ofHoBNEHHE
h . CTAHOBWTL Mepe3anycTUTh =
ourhost.example.com Hurkorga He
myddns_ipv4 y P O A
e Aeer i paﬁOTEET
host ; H H CTAHOBWMTb Mn =
ourhost.example.com WMKorga e
myddns_ipvé L P O o A 6
S e e
CTAHOBWTL Mepe3anycTUTh =
myplctest.ddns.net Hukorna He

myplctest u H 8

Puc. B-6: Co3zgaHHas DDNS cnyx6a

B.2.7 HaxmuTte KHOMKY «COXpaHuUTb 1 NPUMEHUTL» (B HUXKHEN YacTu CcTpauLbl) U NOA0XAUTE HEKOTOpOe Bpems
(o1 1 o 5 muHyT). CTpoka DDNS cnyx6bl B Tabnvue A0/MKHA U3MEHUTLCS, KakK NOKa3aHo Ha pUCcyHke B-7.

OcCTaHOBMTE MepezanycTuTb =
myplctest.ddns.net Hukorga PaboTaeT:

Puc. B-7: Co3gaHHas DDNS cnyx6a ¢ 3anyLeHHbIM CKpUnToM

myplctest

[lns aBTOMaTnyeckoro 3anycka ckpunTtoB cnyx6sl DDNS npu 3arpyske cucteMbl HEO6XOAMMO BK/THOUNTL aBTO3arpysKy
CnyX6bl NPy NoMoLLy KHomnkn «3anycTute DDNS» Ha cTpaHuue «DDNS» B nogpasgene «Hdhopmaums»:

CocToAHMe  ABTo3anyck DDNS oTKMouEH

3anycTuTe DDNS

MepezanycTUTs DDNS

Kak BUAHO Ha pucyHke B-7, npy nocneaHein npoBepke 6bi1 onpeaenét IP-agpec 8.8.8.8 (MMeHHO 3TOT agpec yka-
3bIBAJ/ICA MPW perucTpaunm gomeHa B naHenu ynpasneHns DDNS npoBaiigepa) on1a gomeHa myplctest.ddns.net.

B HacTpoiikax DDNS 3anucu ansa onpegeneHus IP-agpeca 6b1n ykasaH URL http://checkip.dyndns.com. B pe-
3ynbTare, Npu BbiNosHeHUN ckpunTta A1 DDNS 3anmcu nonyyYeHHbIn TekyLwmii agpec ans goMmeHa (8.8.8.8) n ag-
pec, onpeaenéHHblii cTpaHmueit http://checkip.dyndns.com 6b1 NPOBEPEHDI, U TakK Kak OHM He COBMagatoT, Npo-
Baingepy DDNS 6bin1a oTnpasneHa nHdopmanmst ¢ HoBbiM IP-agpecom, KOTopblii Gbl1 BO3BPaLLEH CTpaHULEN
http://checkip.dyndns.com.

B ta6nmue DDNS 3anuceit Ha cTpaHuue «DDNS» HOBbI IP-aapec 6yaeT 0TO6paXEH (CM. pUCYHOK B-8) ToNbko
Npu BbINOJTHEHWUM CNeaytoLLeli NnaHoBOM NPoBepKX (MO YMOMYaHMIo, NPOBEPKA BbINOMHAETCA pa3 B 10 MUHYT).

OCTaHOBUTL MepezanycTuTb =
myplctest.ddns.net 2020-02-19 04:27 PaboTaeT:

myplctest .

Puc. B-8: Co3gaHHas DDNS 3anuck ¢ 06HOBMEHHbIM IP-afpecom
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B.3 [lononHutenbHble NPOBEpPKU

B.3.1 lMpoBepnTb NpaBUNbLHOCTbL 06HOBNEHNUS IP-agpeca ans gomeHa DDNS 3anucu MoXHO cnegyrowmmmn gonon-
HUTENbHLIMK cnocobamu:

1) B cuctemHoM xypHane DDNS 3anucu Ha ycTtpolictse M/1IK210 (cMm. pasgen 6.1.3.1.4) AO/MKHbI NPUCYTCTBO-
BaTb 3anucu, NnogobHble NPUBEAEHHbIM:

053637 info : Starting main loop at 2019-06-06 05:36

053639 : Detect local IP on 'web'

053640 . #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.
~ err --capath /etc/ssl/certs --noproxy '*' 'http://checkip.dyndns.com'

053645 : Local IP 'XXX.XXX.108.190' detected on web at 'http://checkip.dyndns.com'

053647 : Update needed - L: 'XXX.XXX.108.190' <> R: '8.8.8.8'

053649 : parsing script '/usr/lib/ddns/update_no-ip_com.sh'

053650 : sending dummy IP to 'no-ip.com'

053652 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.

— err --capath /etc/ssl/certs --noproxy '*' 'https://***USERNAME***:***pw***@dynupdate.no-ip.com/
~ nic/update?hostname=myplctest.ddns.net&myip=127.0.0.1"'

053659 : 'no-ip.com' answered:

good 127.0.0.1

053702 : sending real IP to 'no-ip.com'

053703 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.

— err --capath /etc/ssl/certs --noproxy '*' 'https://***USERNAME***:***pw***@dynupdate.no-ip.com/
~ nic/update?hostname=myplctest.ddns.net&myip=XXX.XXX.108.190"'

053710 : 'no-ip.com' answered:

good XXX.XXX.108.190

053712 info : Update successful - IP 'XXX.XXX.108.190' send

053713 info : Forced update successful - IP: 'XXX.XXX.108.190' send

053715 : Waiting 600 seconds (Check Interval)

B nucTuHre peasibHbIli Ny6nuyHbIi IP-agpec 3aMeHEH Ha XXX . XXX .108.190.

2) B naHenu ynpaeneHuss DDNS npoBaiigepa go/mKeH oTobpaxarbcs 06HOBMEHHbIN IP-aapec, kak NokasaHo
Ha pucyHke B-9.

Hostname « Last Update IP / Target
Jun 6, 2019 .108.190 O Modify x
05:35 MSK

Puc. B-9: Tabnmua «Hostnames» ¢ 06HOBNEHHbIM |IP-afpecom fomeHa B naHenu ynpaesieHns DDNS nposaiigepa no-ip.com

3) DNS 3anpoc ¢ n1o60ro KomnbloTepa A0MKEH BEPHYTb HOBbI 06HOBMEHHBIN |P-agpec:

# nslookup myplctest.ddns.net
Server: 127.0.1.1
Address: 127.0.1.1#53

Non-authoritative answer:

Name: myplctest.ddns.net
Address: XXX.XXX.108.190

B nucTuHre peanbHbIii Ny6nuyHbIin IP-agpec 3aMeHEH Ha XXX.XXX.108.190.
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QI IICEU-R M MpyMep HacTpouikn OpenVPN knneHTa

B JaHHOM MpUoXeHUn, B Ka4eCTBE NpUMepa, NPMBELEHO ONMCaHNe NpoLeaypbl HACTPOWKN aK3eMnaspa
OpenVPN kneHTa ¢ cnonb3oBaHrem cepauca 6ecrninatHoro VPN goctyna freeopenvpn.org?.

1 YuyéTHble AaHHble U KOHUTypauoHHbI daiin OVPN

1.1 MepeiignTe Ha canT cepsuca freeopenvpn.org no ccoiike hitps://www.freeopenvpn.org ¢ MCNO/Ib30BaHNEM
No6oro AOCTyNHOro 6paysepa. Ha oTKpbIBLLEKCA CTpaHWLEe HEOOXOAUMO BbibpaTh 601 focTynHbIR VPN-cepsep
B pasgene «Cnucok 6ecnnatHbix VPN-cepBepoB» (CM. pucyHok I-1). B 4aHHOM NpUIOXeHUN, B Ka4ecTBe npume-
pa, 6b11 BbibpaH cepeep «HuaepnaHapbi».

Il Free OpenVPN - Becnnatheii | X | + - m} H
<« c o © @& nitps:/fuww: . - O 1y in @ & =
~
Cnmncok becnnatHbix VPN-cepBepos
= @ x
=
CIIA*
Anrnua*
=
Poccua®
= TMonyuuTs gocryn ONLINE
Poccua-2*
| @ Moayunte gocryn ONLINE
Poccua-3* l ‘
E NonyunTs gocTyn ONLINE
FepmaHﬂ*
—
— ) MonyuuTs KocTyn ONLINE
Huaepnanbi
*TIPEMITYW-CEPBEDA ODHOBNEHO [ICK] . . . -
01.09.2020 |

Poccus —LE

01.09.2020

CIUA B 16:00

AnoHna

01.09.2020
B 16:00

01.09.2020

01.09.2020
B 16:00

ot
;.‘...
I0wHan Kopen
—
=51

Tannaug

Puc. I'-1: CaiiT cepBuca 6ecnnatHoro VPN goctyna freeopenvpn.org

1.2 Ha oTkpbiBLUElCS CTPaHMLEe B pa3aene «[ocTyn k 6ecnnatHoMy VPN-cepBepy B HugepnaHgax» 6yayT pac-
MOMOXEHbI ABE CChIIKM A5 CKauMBaHWs KOHGUrypawumoHHoro daiina B oopmate OVPN 1 yuyéTHble faHHble B BU-
e umeHu nonb3osarens u napons/PIN (CM. pucyHok -2).
[na ckaumBaHWsa AOCTYMNHO ABa KOH(MIypaLUoHHbIX thaiina:

e [/15 UCMNOMb30BaHUA npotokosia UDP — ccebinka «UDP»;

e Ans ncnonb3oBaHua npotokona TCP — ccbinka «TCP».

B faHHOM [OKYMEHTE paccmaTpvBaeTcsi IpUMep C 1Crnosib3oBaHuem npoTtokona TCP. Mo3ToMy 6bis1 ckayaH u co-
XpaHéH dhaiin no ccoliike «TCP».

YUéTHble faHHble (MMs NosIb30BaTesNs 1 Naposib) Ha JaHHOM Luare HeoGXoAUMO 3arnoMHUTL. TN AaHHble NoTpedy-
l0TCS Ha Liare HaCTPOIiKM NOAKMoUYEHNs Ha ycTpoiicTBe (cM. pasaen In.3).

! https://ww.freeopenvpn.org/
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[ Free OpenVPM - flocryn k Gecr X | + - O e

(—% c & © & httpsy//www.freeopenvpn.org/logpass/netherlands.php B -9 % v In @D & =

Jloctyn k 6ecnnatHomy VPN-cepeepy B HupepnaHaax :

@ X Buumanme! Mpn o6Hapywenun niodbix dopm
HE3aKOHHO NEATENLHOCTH (XaKEPCKHE aTaKH, EEE =T EEEED
Pa3NHYHOTO POA MOIIEHHHYECTBO, CNaM H T.1.),
06 3Tom dakTe GyayT HesaMeaNHTENBHO
NpoHHGOPMUPOBAHBI NPABOOXPAHHTENBHBIE OPTaHbl.

Cka4atb: UDP | TCP (o6uoeneno 05.01.2020)
Nmsa |'|0ﬂb3OBc'l' : fyeeope_nvpn
I'Iaponb/PIN: ‘t \883& (0BHoBMTE)

Bo usbexanme 3noynotpebiennii co CTOpoHbI
. nonb3oBarenei, napons K GecnnatHomy _

® VPN-cepsepy Oyner nepMogu4eckn MEHATLCS,

Napont Gbin MsmereH 01.09.2020 & 08:22 (MOCKOBCKOE BPEMA) U nelfirTRUTENAH He MeHee T YACOB.
Cnepyiowas cmeHa naponsa Gyaer npou3seneHa He paHet | 4em 01.09.2020 B 15:22

.2 MNMoproroBKa ceTeBOro NOAK/NKOYEHUS

2.1 Mepeiignte B Web-nHTepdieiice ynpaBneHus yCTPONCTBOM Ha CTpaHuly «/HTepdheickl» pasgena rnaBHoro
MeHI0 «CeTb». Ha OTKpbIBLUEACS CTPaHULE HAXXMUTE KHOMKY «[106aBUTb HOBbI MHTepPeiic...» (CM. pUCyHOK I-3).

@ plc210 - Mrrepdeiics - LuCl - X ‘ + - [m] .
: = & @ © & 172.16.0.1/cgi-bin/lud/admin/network/network - & m o e =
™1 ~
0".-'. c ABTOOGHOBNEHUE EKMIOHEHD
||
Coctonqke b Vmn xocTa: ple2l0
Cuctema b
WrTepdeiicol | OCHOBHbIE HACTPOMKMW CETH
nnK »
Cryw6ol b WnuTepdeiicoi
Cetb ¥ MpoTokon: CTaTMYECKUI aapec

Bpems paboTbi: 24 51m 54¢

WHTepdelicol . ADBO-2T-OE-AT
pd 8 i) MAC: 40:BD:32:2E:47-B7 e — ——
= Mony4enne (RX): 0 B (0 naketos)

DHCP n DNS . brlan Nepepaya (TX): 0 B (0 nakeTos)

IPv4: 192.168.0.1/24
WMeHa xocToB

MpoTokon: CTaTudeckuit agpec

CTaTWUECKME MaPLIPYThbI e Bpema pa6oTeil: 2u 44m 56¢

) = MAC: 40.BD:32:2E:47:B8 fepesanycTuTs OcTaHoBuTE
MexceTegoit 3KpaH = Mony4yeune (RX): 0 6 (0 nakeToB)

ethd MNepepaya (TX): 0 b (0 nakeToB)

AwarxocTuka IPva: 192.168.11.10/24
CTaTMCTHKa P MpoTokon: CTaTUJYecKuit agpec
Bpems paborei: 0u 19m 46¢
USBO

BoiiTy . MAC: 40:BD:32:2E:47BC T —— P——
s Mony4enune (RX): 4.52 ME (39113 nakeTog)

usb0 Mepepaya (TX): 31.54 ME (44509 nakeToe)
IPv4: 172.16.0.1/16

MpoTokon: KnueHT DHCP

_ Bpems paboTbi: 24 44m 47C
- MAC: 40:BD:32:2E:47:BA e —— J—
= Mony4enue (RX): 7.16 MB (25405 nakeTog)
=T | TNepepava (TX): 888.77 KB (7642 nakeToe)

IPv4: 192.168.10.157/24

[oGaenTb HOBbIA MHTEpPDEC...
-

COXpaHUTb M NPHUMEHUTD

Puc. '-3: Co3gaHune ceteBoro uHTepgeiica OpenVPN nogknioueHns
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2.2 B OTKpbIBLUEMCSH OKHE HAaCTPOEK HEOBXOAMMO YCTaHOBUTL Cnefyowme 3HauyeHus (CM. PUCYHOK [-4):

* «Mms» — nponsBonbHOE MM nHTepdpeiica (B 4aHHOM NPUIOXKEHWI, B Ka4eCTBe Npumepa, ycTaHaB/IMBaeTcs
nmsa «OpenVPN»);

» «[1poTOKO/» — HEeynpaBAsiEMbIi;

* «O6beaNHUTb B MOCT» — BbIK/OYEHO (Ha koHTposnepax M/1IK200 n CMK1xx gaHHas HacTpolika OTCyTCTBY-
er);

* «UMHTEepdelic» — nma BUpTyasibHOro uHtepdeiica OpenVPN nogxnitouerns. CnenyeT BbiGpaTb NPon3BOsib-
HOe, He KOHD/IMKTYIOLLee C ApyrMMun nHTepdheiicamm, nmsa B chopmarte tunX, rae X — npoun3BOsibHbIN HOMED.
B gaHHOM npunioxeHun, B kKauecTse npumepa, 66110 BbIGpaHo uma tunl00. Tak kak Ha MOMEHT CO3AaHus
nHTepdeiica ero ewé He CyLLECTBYET, TO UMA NHTepdieiica HEO6X0AMMO BBECTU BPYUHYHO B MOJE «— NO/Mb30-
BaTeNbCKNIA —», KOTOPOE MOSIBMISETCH NPU PACKPbITUM CNMCKA AOCTYMHbIX MHTEPMeicoB.

[o6aBUTb HOBbLIW MHTepdeENC...
HaseaHue OpenVEN
MpoTokon HeynpasnAemMbii A

O6beguHuTL B MOCT ]

WHTepdeiic 2 tun100 v

L YEREY | Coapath MHTepdeic

Puc. -4: Hactpolikn ceteBoro uHtepgeiica OpenVPN nogkniioueHns

I.2.3 lMocne BBOAa HACTPOEK HOBOTO MHTepdhelica HEOBX0AMMO HaxaTb KHOMKY «Co3aarb nHTepdeiic» (CMm. pucy-
HOK -4).

2.4 B OTKpbIBLUEMCS OKHE MepeinTn Bo BKNaaKy «HacTpoiikm MexceTeBoro askpaHa» 1 BblopaTb 30HY «wan»
B crnucke «Co3parb / Ha3HaunTb 30HY CETEBOro 3KpaHa» (CM. PUCYHOK [-5). HaxaTb KHONKYy «COXpaHUTb».

WHTepdeicbl » OPENVPN

06LMe HAcTPOKK | [loNONHMTENEHLIE HACTPOMKKM | HacTpoiku kaHanalll HacTpoiiku MeMCeTEBOrO 3KpaHa

Co3aTh / HA3HAYWTL S0HY CETEBOMO 3KPaHa wan wan: B

Puc. I'-5: HacTpoliika 30Hbl MeXceTeBoro akpaHa uHtepdgeiica OpenVPN nogkioueHns

2.5 Ha OCHOBHOII CTPaHULE HACTPOIKN CETEBbIX MHTEP(IENCOB HaxkaTb KHOMKY «COXPaHWUTb U MPUMEHUTb».

.3 Hactpoiika akzemnnsapa OpenVPN knneHTa

3.1 Mepeiigute B Web-uHTepdeiice ynpasneHns ycTpoiicTBOM Ha cTpaHuLy «KoHdurypauns» pasgena rnasHo-
ro MeHto «Cnyx6bl -> OpenVPN kneHT». Ha oTKpbIBLUEKCS] CTPAHMLE OTMETLTE (O/TKOK «BK/THUMTL aBTO3anyck
OpenVPN>» 1 HaXXMUTE KHOMKY «[,06aBUTb HOBBbIi 3K3eMMNJISP...» (CM. PUCYHOK [-6).
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@ plc210 - Kondurypauwa - LuCl X | + -

m} X

<« c Q [0S~ 172.16.0.1/cgi-bin/lucifadmin/servicesfovpnclient/configuration e @ ﬁ N o ®.
~

V) H L
u

CocTosHMe b ple210

Cuctema b
Cocrosnme | Kondwmrypauws

nnK »
KoHdwurypauus OpenVPN KnueHToB

Cnywbbl ¥

AeCh Bbl MOMETE BbiNOMHUTE KOHPUIypaLWio 0AHOMD WKW HECKONbKWUX 3K3eMNNAPOR Open

DDNS

MmobanbHble HACTPOWKK
STP/RSTP

OpenVPN knuenT I BKNIOUMTL aBTo3anyck OpenVPN [ I

- ABTOMETHYECKMHA 3BNYCK BRNDYEHHBIX 3K3emnnapos OpenVPN npw sanycke cucTems

HTTP/HTTPS SKksemMnnspbl

Ceto b

Wmsa BKnouyeHo KondurypauuonHbii gaitn OVPN MmnA ycTpoiicTea
CTaTucTuka b
3TOT pa3gen He COQepKHMT JaHHbIX

BoliTH

Jo6aBUTb HOBbIN 3K3EMMNAD...
COXpaHHTD M MPUMEHUTL v CoXpaHuTbL

Puc. -6: Hactpolika ak3emnnspa OpenVPN kiveHTa

3.2 B OTKpbIBLUEMCS BCMN/IbIBAIOLLEM OKHE HEOOXOAMMO BBECTM NPOMN3BOSILHOE NMS HOBOTO 9K3EMM/Ispa
OpenVPN knuneHTa (CM. pUcyHoK I-7). B 4aHHOM MpUioXeHnn, B Ka4ecTBe NpumMmepa, Tak kak paHee 6bi1 BblopaH
VPN-cepsep B Hugepnangax (cMm. pasgen I.1), 6b110 BbiopaHo nmsa «netherlands».

Do6aeuTb HOBbLIN aKk3emnnap OpenVPN KnueHTa...

HaaBaHHe _
A OMWA3ETCA: HE MYCTOE 3HaYeHHe

No6aBUTb HOBbLIW aK3emnnap OpenVPN KnueHTa...

(0 "EUEN CosfaTh aKkaemnnap

HazeaHue netherlands|

" EREY | CospaTh ak3emnnAp

Puc. I'-7: BBog MeHun HoBoro ak3emnisipa OpenVPN knneHTa

3.3 B OTKpbIBLIEMCSI OKHE HAcTpoek 3k3emnsipa OpenVPN kiveHTa Heo6XoAMMO YCTaHOBUTL Ceaytolmne 3Ha-
yeHus (CM. pUCyHOK I-8):

¢ «BK/1HOYEHO» — BKJTHOUYUTD;

» «KoHpurypaumoHHble daitn OVPN» — Bbibparth (3arpy3nTb) KOHGUIypaLmoHHblii thaiin B popmate OVPN.
Mpoueaypa ckaumBaHus NOAO6HOTO haiina Ha npumepe cepeuca freeopenvpn.org paccmMoTpeHa Bblille B pas-

naene 1. O6bwas npoueaypa 3arpyskn KoHhurypaumoHHbix dpaiinos OVPN nogpo6HO paccMmoTpeHa B pasfe-
ne 6.3.2.1.1;

«l/ms1 ycTpoiicTBa» — BBECTM UMS YCTPOICTBA, KOTOPOE Obl10 BbIGpaHO Npu NOArOTOBKE CETEBOrO MHTepAIeii-
ca OpenVPN nogkntouenns (cm. pasgen I.2);

* «AyTEHTUVKALMS MO MMEHM NOMb30BaTEe S U NMapPOsIH0» — BK/IUNTD;

«msa nonb3osarens», «laposib» — y4éTHble faHHble, NOoIyYeHne KOTOPbIX pacCMOTPeHo B pasgene I.1.
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KoHdurypauus OpenVPN knueHToB » netherlands

BrnroueHo

KoHdurypaumoHHbiii daiin OVPN | [ Jete/openvpn/Netherlands_freeopenvpn_tep.ovpn (2.01 KEB)

Daiin KoHbMrypaLMm 6 dopmare OVPN. BolSpaHHbIH KOHQHIypaUMOHHbIA Mailn oMm«eH CoOQepaTh BCe Heo6GX0OMMBIE JaHHbIe
ana VPN coequHesna (onuuK, CepTHgMKaTDI, KNHYK U T.4.). McKntoyeHue COCTABNAT MMA NONb30BATENA M Napofb, KOTOpble
NpH HEOGXOOMMOCTH A0MKHDI GbiTh YKa3aHbl 6 OTAENbHBIX ONUMAX HAME.

[ KoHdurypalyma KoppekTHan (2 npegynpexieHnA)

MpeaynpexaeHna:
o Ctpoka 46: HewaBecTHanA oNuMA smax-routes»
o CTpoka 48: OnuyuA «comp-lzo» ycTapena W MOXEeT BbiTb yaaneHa B Gyayuwx eepcusax OpenVPN

WmA ycTpocTBa | tun100

Wma ycTpoicTsa (tunX win tapX). ECAM He yka3aHo, TO YCTPOWCTEO GYAeT CO34aH0 SETOMaTHUECKH B COOTBETCTBMM C hainomM
KOHDMIYDaLMK.

AyTeHTUHUKALWA MO UMEHW NONb30BATENA W NAPOND
HekoTopble OpenVPN NpoBaiaepsl TPEBYIOT LONONHUTENBHYID ayTEHTMHMKALMIO C NCTIONb30BAHWEM WMEHW MONb30BATENA U
Mapona.

WimA nonb3oBatena freeopenvpn

Maponb sssssssssse *

sepa

Puc. I'-8: BBog, HacTpoek HOBOro ak3emnnspa OpenVPN knneHTa

3.4 HaxaTtb KHOMKy «CoxpaHuTb». Ha OCHOBHOI CTpaHuue HacTpoek ak3emnnspoB OpenVPN KANMEHTOB HaxaTb
KHOMKY «COXpaHUTb Y NPUMEHUTb» (CM. PUCYHOK [-9).

Coctosnme | KoHdurypaums

KoHdurypauma OpenVPN KnneHToOB

30eChb Bbl MOXETE BLINONHUTE KD-!¢-:’1I'3"IJEILI,I'1I'O OAHOIe MKW HECKONBKKMX 3K3eMnnapoe OpenVPN KnuedTa.

MobanbHble HACTPOMKN

BKNIOYKTE aBTO3aNycK OpenyPN

ABTOMETUYECKMIA 3ANMYCK BKMOYEHHbIX 3k3emnnapos OpenVPN npu sanycke cuctemb:

SKseMmnnApbl
Umna BrmoueHo KondurypaumoHHsii daiin OVPN WmnA yeTpoiicTea
netherlands Netherlands_ freecpenvpn tcp.oven tun100 =

No6aBUTb HOBbIH 3K3EMIMAP...

CoXpaHWTb U NPUMEHUTD COXpaHuTb

Puc. I'-9: CoxpaHeHune v npMMeHeHre HacTpoek HoBOro ak3emnnsapa OpenVPN knveHTa
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.4 Mposepka nogknoveHus aksemnasapa OpenVPN knueHTa

4.1 Mepeligute B Web-uHtepdeiice ynpasneHus ycTpoiicTBOM Ha cTpaHuLy «CoCTosiHUe» pasfena r1asHoro
MeHI0 «Cnyx6bl -> OpenVPN KnneHT». Ha oTKpbIBLUECSA CTpaHuLe AO/MKHO 0ToBpaxXaTbCsA COCTOAHME CO34aHHO-
ro (cm. pasgen I.3) aksemnnspa OpenVPN kneHTa (CMm. pycyHok M-10).

Coctosnme | Kondurypauws

CocTosiHWe U ynpaeneHue OpenVPN KMeHTaMH

Ha aton CTpaHWLe Bbl MOXETE NPOCMOTPEeTE COCTOAHWE 3aNyLILeHHBIX 3K3eMNNApOL Op

JK3eMnnapbl

nVPN knuexTa

Hma Paboyee cocToAHMe  CTaTWCTHKA

netherlands
PID 27735

YeTpoicTeo: tun100
MpuHATo: 76 B
OTnpaeneHo: 380 6

OGHoeneHo: Tue Sep 1 16:31:35 2020

HWypnan
MpocmoTp (10.53 Knb)

DeicTenA

3anycTUTb OCTaHOBWUTb
OUNCTHTD MNepe3anycTuTo

Puc. I'-10: CocTtosHue ak3emnnsapa OpenVPN kiveHTa

4.2 MNMpu NnoOMOLLY CETEBOI ANMArHOCTUKM «onpeaeneHne BHeLWHero IP-agpeca» (cMm. pasgen 7.6.4) MOXHO no-

CMOTpPETb peasibHblii BHELWHWiA |IP-agpec.

BHewHui IP-agpec

OnpependTb BHELWHWH IP-agpec

[ 185.80.53.16

Puc. M-11: BHewHwuii IP-agpec npw BkIOYEHHOM OpenVPN nogkitoyeHnm

4.3 Ha ctpaHuue «O630p» (cM. pasgen 3.1) B pasgene «COoCTosH/Ee NOPTOB CETEBbIX UHTEpPAENcoB» (CM. pas-
nen 3.1.4) 6yaet otobpaxaTbCsi CeTeBO nHTepdenc cosgaHHoro ak3emnaspa OpenVPN knneHTa (CM. pucy-

HOK [-12).

CocTosiHHe NOPTOB CeTeBbIX MHTepdeiicoB

WmA n MAC-agpec  CocToRAHMe WHTepdeiic
MOAKMIOYeHNA

Ethernet 1 @ eth

40:BD:32:2E:47:B7

Ethernet 2 eth2

40:BD:32:2E:47:B9

Ethernet 3 100 MBuT/c, eth3 (WAN)

40:BD:32:2E:47 BA MOMHBIA gynnekc

Ethernet 4 eth4 (REDU)

40:BD:32:2E:47:B8

D Uy £ E

USB RNDIS MogxnoueHo usb0 (USBO)

40:BD:32:2E:47BC

VPN 10 M6uT/c, tun100
nonHbiA gynnekc  (OPENVPN)

B cocTape
MmocTa

br-lan (LAN),
nopt 1

br-lan (LAN),
nopt 2

30HbI MEXCETERBOMD
SKpaHa

lan

NMony4exne (RX)

6.91 Mub
(26144 nakeTog)

444 MuB
(40035 nakeToB)

2.85 Knb
(35 nakeToB)

Puc. M-12: OpenVPN nogkntoueHne B Tabnue COCTOSIHMSA NOPTOB CETEBLIX MHTEPGeicoB

Mepepaya (TX)

896.86 Kub
(7887 nakeToE)

30.59 Mub
(45462 nakeToB)

3.22 Knb
(40 nakeToB)
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URL: https://ru.wikibooks.org/wiki/Iptables (uuT. Ha c. 51, 179, 193).

sched — overview of CPU scheduling. Linux man page.
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URL: https://ru.wikipedia.org/wiki/CSV (uuT. Ha c. 110).

C++ Reference. Function strftime().
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Uctopusa pepakuuni

Pepakuns

Aata

N3meHeHns

3.1.0

XX.yy.2020

TekcT AOKyMeHTa afanTupoBaH 415 NpUMeHeHns Ha ycTpoiicTeax MNJ/1K200, M1K210
n CIK1xx.

B pa3gen 5 fo6asneHo onvcaHne KHOMoK «3arpyaunTb...», «OUncTuTb retain namaTs...»,
«[Mepesanyctnte CODESYS» 1 «YaanuTtb NPOeKkT». 3aMeHeHbl PUCYHKN 5-22, 5-3 n 5-4.

B pasgen 7.1.2 po6asneH nogpasaen 7.1.2.3 ¢ onucanvem npotokona «WireGuard VPN».
[Jo6asneHbl pUCyHKN 7-16 1 7-17. 3aMeHEH pUCYHOK 7-5.

BHeceHbl U3MeHeHVA B pasfen 2 B CBA3W C U3MEHEHMAMMW UHTepderica macTepa HaCTPOMKU.
Jlo6aBneHo onucaHue Lwara HacTpokun yHKummn pesepsuposaxus MK (pasgen 2.7).

Jlo6aBneHo onucaHue HOBOI CETEBOI AMarHoCcTukM «BHewwHuiA IP-aapecs (pasgen 7.6.4).
OTpaxeHbl NsSMeHeHnsA cTpaHnL, HacTpoek FTP-cepeepa (pasgen 6.5).

OTpaxeHbl U3AMEHEHUS HA CTPaHKLLaX COCTOSHUA U HAacTpoek cryxbbl STP/RSTP
(paspen 6.2).

Jo6asneH pasfen c onMcaHnem CTpaHuLibl ynpasieHUs 1 MOHUTOPUHIa yHKLMA
pesepsupoBaHus MK (pasgen 5.5).

JlobaBneH pa3gen ¢ onncaHnem pexvmMoB paboTbl annapaTrHOro KOMMyTaTopa KOHTPO/I1EPOB
MNK200 (pa3gen 3.1.4.1).

[ob6asneH pasgen c onucaHnem Hactpoek OpenVPN knveHTa (pasgen 6.3).

OGHOB/IEHO OMMCaHUe NPOBEPKU AOCTYNa K KOHCOM ycTpolicTea MJIK210 no npotokony SSH
(npunoxeHue A).

3amMeHeHb! pucyHkn 3-18, 3-19, 3-20 n 3-21.

3.0.2

28.04.2020

VicnpaBneHbl He6osbLIMe HETOYHOCTM B TEKCTE pasaena 4.7.

3.0.1

04.03.2020

I3MeHEH TeKCT 1 pucyHKu pasaena 4.7.

3.0.0

21.02.2020

FnobanbHoe o6HoBeHne gokymeHTa «TN-UG-OWRT-LUCI-R2» [26] B cooTBETCTBUU
¢ 06HoBNeHMeM Bepcun Beb-nHTepdgelica LUCI. lo6asneHo onncaHne AONOAHUTESbHbIX
HacTpoek, 3aMeHeHO 60/bLIMHCTBO PUCYHKOB.
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